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week  of  3  Nov  1 1  and  that  he  wanted  defense  forensic  experts  to  have 
time  to  review  the  classified  CID  forensic  reports  prior  to  the  TC/DC 
meeting.  DC  recommended  holding  the  meeting  9-10  or  17-18  Nov  11 

4-6-Oct-ll 

TC  submitted  preservations  requests  to  2na  Brigade  Combat  Team,  10m 

Mountain  Division  for  theatre  provided  equipment  (TPE)  hard  drives 
used  in  the  TSCIF  during  PFC  Manning’s  deployment,  CID  and  FBI  for 
computer  forensic  evidence  held  or  obtained  during  the  investigation  of 
the  accused,  and  ARCENT  for  TPE  used  during  PFC  Manning’s 
deployment 

5-Oct-ll 

TC  met  with  TCAP  in  Charlottesville,  VA,  to  discuss  discovery.  Art  104 

6-Oct-l  1 

TC  requested  to  review  damage  assessments  from:  DOS,  ODNI, 

OGA1,  OGA2,  and  the  FBI 

6-Oct-ll 

TC  submitted  updated  requests  for  classification  review  from: 

CENTCOM,  DOS,  and  SOUTHCOM 

7-Oct-ll 

TC  submitted  request  to  use  classified  information  (OGA1) 

8-Oct-ll 

TC  requested  access  to  any  damage  assessments  from  OGA2 

11 -Oct-11 

TC  requested  name  and  contact  information  for  each  organization  that 

contributed  to  OONCIX  damage  assessment 

12-Oct-ll 

Discovery  Production  Bates  #  00045302  -  00045581  (280  pages), 

including  CID  information  [Unclassified] 

12-Oct-ll 

TC  met  with  FBI,  EDVA  and  DOJ 

13-Oct-ll 

Defense  submitted  a  discovery  request 

13-Oct-ll 

TC  met  with  DOJ  and  sent  updated  request  for  classification  review  to 

ODNI 

13-Oct-ll 

DC  expert,  Mr.  Struttman,  granted  SECRET  clearance 

14-Oct-ll 

SPCMCA  excluded  the  period  from  1 5  Sep  1 1  to  14  Oct  1 1  as 
excludable  delay  under  R.C.M.  707(c)  in  an  accounting  memorandum. 
SPCMCA  acknowledged  the  Defense’s  request  for  Speedy  Trial  on  13 
Jan  1 1  and  renewed  request  for  Speedy  Trial  dated  25  Jul  1 1 . 

14-Oct-ll 

TC  met  with  OSJA  for  concept  plan  for  Defense  case  brief 

14-Oct-ll 

TC  received  contact  information  from  ONCEX  of  each  Government 

agency  that  contributed  to  ONCIX  damage  assessment 

15-Oct-ll 

TC  begins  to  ingest  voluminous  discovery 

17-Oct-ll 

TC  met  with  EDVA  and  worked  on  organizing  OCA  binder  and 

tracking  approvals 

18-Oct-ll 

TC  submitted  updated  request  for  classification  review  to  CENTCOM 

19-Oct-ll 

TC  met  with  DHS,  retrieves  classified  response  and  discloses  it  to 

Defense 

20-Oct-ll 

Discovery  Production  Bates  #  00045582  -  00046073  (492  pages), 

including  CED  information  [Unclassified] 

21 -Oct- 11 

TC  met  with  OGA2  to  review  classified  information 

25-Oct-ll 

TC  submitted  its  seventh  requested  delay  of  Article  32  investigation 

until  the  earlier  of  the  completion  of  OCA  Disclosure  Requests,  OCA 
classification  reviews,  and  receipt  of  protective  orders  from  the  defense 
or  28  Nov  1 1 .  TC  would  provide  SPCMC A  an  update  NLT  23  Nov  1 1 

25-Oct-ll 

DC  objected  to  TC  request  for  a  delay  of  Article  32  investigation 

25-Oct-ll 

TC  submitted  request  to  review  damage  assessments  to  DIA  and  OGA2 

26-Oct-ll 

TC  submitted  renewed  request  for  DA  G2  approval  to  disclose  , 
classified  information  to  the  Defense 

26-Oct-ll 

TC  submitted  request  to  review  damage  assessment  to  CYBERCOM 

27-Oct-ll 

SPCMCA  approved  TC  request  to  delay  Article  32  investigation 

27-Oct-ll 

TC  purchased  5  courier  bags,  printer,  shredder,  and  open/close  magnet 
and  provided  SF  704  and  courier  cards  requested  by  DC. 

27-Oct-8 
Nov  11 

TC/DC  arranged  travel  logistics  for  DC  experts  7-9  Nov  11 

28-Oct-ll 

TC  receives  notice  that  INSCOM  authorized  the  Defense  and  PFC 
Manning  to  receive  classified  information 

1 -Nov- 11 

TC  meeting  -  full  dress  rehearsal  for  Defense  case  brief 

1 -Nov-11 

TC  began  contacting  agencies  on  the  list  provided  by  ONCIX 

3-Nov-ll 

TC  met  with  DO  J  to  discuss  similar  federal  cases 

4-Nov-ll 

Discovery  Production  Bates  #  00046074  -  00375129  (329056  pages), 
including  CED  Forensic  Reports  [Unclassified] 

4-Nov-ll 

TC  received  update  on  status  of  damage  assessment  from  CYBERCOM 

7-Nov-ll 

TC  submitted  request  to  CYBERCOM  to  use  damage  assessment 

8-Nov-l  1 

Discovery  Production  Bates  #  00375130  -  00375182  (53  pages), 
including  Military  Intelligence  Investigation  [Unclassified] 

8-Nov-ll 

Discovery  Production  Bates  #  00376954  -  00378175  (1222  pages), 
including  Charged  Documents,  C3  Report,  Classification  Review 
[■Classified! 

8-Nov-ll 

Discovery  Production  Bates  #  00378176  -  00378176  (1  pages), 
including  Volumes.txt  [Unclassified] 

8-Nov-ll 

Discovery  Production  Bates  #  00378177  -  00378624  (448  pages), 
including  Military  Intelligence  Investigation  and  Classified  CED 
information  [Classified  and  Unclassified] 

8/9-Nov- 

11 

TC  presented  Defense  case  brief,  DC  requested  similar  briefing  for  PFC 
Manning  on  18  Nov  11 

9-Nov-ll 

DC  requested  additional  software  for  the  Defense  forensic  experts 

15-Nov-ll 

DC  submitted  a  discovery  request 

16-Nov-ll 

DC  submitted  a  discovery  request 

16-Nov-ll 

Trial  Counsel  requested  the  SPCMCA  to  restart  the  Article  32  no  earlier 
than  16  Dec  Hand  further  requested  the  SPCMCA  to  exclude  the 
period  between  16  November  2011  and  16  December  2011  as 
excludable  delay  under  R.C.M.  707(c)  in  order  for  the  Government  to 
obtain  the  final  classification  review  from  an  OCA  and  to  provide  the 
command  with  time  to  execute  OPLAN  BRAVO. 

16-Nov-ll 

DC  objected  to  TC  request  to  delay  Article  32  and  to  TC  proposed  start 
date.  DC  proposed  an  earlier  date  of  12  December  2011.  The  Defense 
also  objected  to  any  delay  being  excluded  under  R.C.M.  707(c)  and 
instead  requested  the  time  be  counted  against  the  Government  for 

Speedy  Trial  and  Article  10  purposes. 

16-Nov-ll 

SPCMCA  approved  the  Government’s  request  for  restart  of  the  Article 

32  NLT  16  Dec  11  in  an  accounting  memorandum  and  excluded  the 
period  from  22  Apr  11  until  16  Dec  11  as  excludable  delay  under 

R.C.M.  707(c).  . 

16-Nov-ll 

SPCMCA  issued  special  instructions  to  the  Article  32  investigating 
officer 

16-Nov-ll 

TC  submitted  a  request  to  review  damage  assessments  to  DEA 

17-Nov-ll 

Discovery  Production  Bates  #  00378626  -  00378649  (24  pages), 

including  CED  information  and  classification  review(s)  [Classified  and 
Unclassified] 

17-Nov-ll 

Discovery  Production  Bates  #  00378650  -  00384256  (5607  pages), 
including  Sec  Army  15-6  GOMORs  [Unclassified] 

17-Nov-ll 

TC  TDY  to  Fort  Leavenworth,  KS  for  Defense  case  brief  with  PFC 
Manning 

17  and  22 
Nov-11 

DC  advises  TC  team  that  DC  experts  require  “evidence  finder”  and 
“chrome  analysis” 

y  y 


18-Nov-ll 

TC  presented  Defense  case  brief  to  Defense  team  and  PFC  Manning 

22-Nov-ll 

NGA  confirmed  to  TC  they  have  responsive  prudential  search  request 

documents  ready  for  pick  up 

23 -Nov- 11 

Discovery  Production  Bates  #  00378625  -  00378625  (1  pages), 

including  DA  Form  4137  [Classified] 

23-Nov-ll 

Discovery  Production  Bates  #  00402272  -  00407990  (5719  pages), 

including  Sec  Army  15-6  GOMORs  [Unclassified] 

23-Nov-ll 

Discovery  Production  Bates  #  00407991  -  00409678  (1688  pages), 

including  CED  information  and  DSS  case  file  [Unclassified] 

27-Nov-ll 

TC  purchased  toner  and  shredder  requested  by  DC 

28-Nov-ll 

DC  requested  additional  computer  software  equipment  for  forensic 

experts.  TC  met  with  OTJAG  in  reference  to  discovery  software 

30-Nov-ll 

TC  requested  authentication  of  Intelink  logs  from  ODNI 

30-Nov-ll 

TC  began  preparing  witnesses  for  Article  32  hearing 

1-Dec-ll 

Discovery  Production  Bates  #  00384257  -  00402271  (18015  pages), 

including  Sec  Army  15-6  GOMORs  [Unclassified] 

1-Dec-ll 

DC  filed  a  motion  to  compel  production  of  discovery  with  Article  32  IO 

1-Dec-ll 

TC  met  with  CCIU 

2-Dec- 11 

TC  received  final  classification  review  from  OGA1  with  signed  OCA 

declaration 

2-Dec- 11 

DC  submitted  witness  list  for  Article  32  investigation  to  IO 

2-Dec- 11 

TC  submitted  prosecution  classified  information  use  request  to  OGA1 

2-Dec- 11 

SPCMCA  approved  DC  request  for  additional  computer  software 
equipment  for  forensic  experts 

5-Dec- 11 

DC  requested  confirmation  regarding  potential  release  of  classified 
information  in  Defense  request  for  production  of  evidence  and  sealed 
Defense  motion  for  405(h)(3) 

6-Dec- 11 

Discovery  Production  Bates  #  00409679  -  00410599  (921  pages), 
including  CED  information  [Unclassified] 

6-Dec- 11 

TC  team  purchased  software  DC  experts  requested  on  17  and  22  Nov 

11 

7-Dec-ll 

Discovery  Production  Bates  #  00375183  -  00375197  (15  pages), 
including  Sec  Army  15-6  GOMORs  [Unclassified] 

7-Dec-ll 

Discovery  Production  Bates  #  00410600  -  00410670  (71  pages), 
including  Enemy  information,  PFC  Manning's  office  work  product,  and 

classification  review(s)  [Classified] 

8-Dec- 11 

TC  conducted  five  witness  interviews 

8/9-Dec- 11 

TC  worked  logistics  of  Defense  expert  travel  to  Fort  Meade  as  well  as 
logistics  for  the  Article  32  hearing  and  for  PFC  Manning’s  family  to 
attend 

9-Dec- 11 

Discovery  Production  Bates  #  00375198  -  00376953  (1756  pages), 
including  CID  information,  Schmiedl  Files,  Classification  Reviews 
[Unclassified] 

9-Dec- 11 

Discovery  Production  Bates  #  00410671  -  00410689  (19  pages), 
including  CID  information  [Unclassified] 

9-Dec-ll 

DC  requested  translation  of  a  video  previously  disclosed  by  TC 

11-16- 

Dec-11 

DC  forensics  experts  at  Fort  Meade 

13-Dec-ll 

DC  requested  a  list  of  Government  witnesses  TC  will  produce  in  person 
and  those  available  telephonically;  DC  requested  TC  grant  a  witness 
testimonial  immunity 

13-22  Dec- 
11 

TC  TDY  to  Fort  Meade  for  Article  32  hearing  (through  22  Dec  11) 

16-Dec- 11 

Article  32  investigation  began. 

19-Dec- 11 

Discovery  Production  Bates  #  00410690  -  00410697  (8  pages), 
including  CID  information  and  pretrial  confinement  information 
[Unclassified] 

19-Dec- 11 

Discovery  Production  Bates  #  00410698  -  00410701  (4  pages), 
including  Classification  review  [Classified  and  Unclassified] 

19  Dec  11- 
6  Jan  12 

TC  team  processing  DC  expert  expenses 

22-Dec- 11 

Article  32  investigation  concluded 

2-Jan-12 

TC  requested  meeting  with  FBI  to  discuss  discovery 

3-Jan-12 

TC  requested  Article  32 IO  exclude  as  reasonable  delay  anytime 
between  22  Dec  11  and  3  Jan  12  that  he  did  not  work  on  the  Article  32 
investigation  based  on  the  federal  holidays  and  weekends 

3-Jan-12 

SPCMCA  excluded  the  period  from  1 6  Nov  1 1  until  1 5  Dec  1 1  as 
excludable  delay  under  R.C.M.  707(c)  in  an  accounting  memorandum. 
SPCMCA  acknowledged  the  Defense’s  request  for  Speedy  Trial  onl3 

Jan  1 1  and  renewed  request  for  Speedy  Trial  dated  25  Jul  1 1 

4-Jan-12 

Article  32  IO  sent  an  email  excluding  as  a  reasonable  delay  the  days 
between  23  Dec  11  and  3  Jan  12  when  he  did  not  work  on  the  Article  32 
investigation.  He  did  not  solicit  a  response  from  DC. 

5-Jan-2 

Feb-12 

TC  realized  the  DoD  response  to  prudential  search  request  did  not 
include  information  from  HQDA.  DoDGC  advised  TC  to  deal  with 
HQDA  directly.  TC  emailed  OTJAG  twice  for  updates. 

6-Jan-12 

TC  met  with  DOJ,  ODNI 

9-Jan-12 

TC  ensured  all  documents  had  been  moved  to  the  closed  system  and 

uploaded  in  discovery  software 

10-Jan-12 

TC  met  with  FBI  and  focused  on  discovery  and  submitted  a 
memorandum  to  DOS  detailing  discovery  obligations 

ll-Jan-12 

Article  32  10  completed  his  report  and  recommendations,  including 

providing  the  SPCMCA  with  an  excludable  delay  memorandum 

12-Jan-12 

Discovery  Production  Bates  #  00410702  -  00410788  (87  pages), 
including  Article  32  investigating  officer's  final  report  and  pretrial 
confinement  recordings  [Unclassified] 

12-16-Jan- 

12 

DC  submits  deposition  request  for  OCAs  through  TC  to  SPCMCA  and 

requesting  to  do  the  depositions  in  Feb  12 

17-Jan-12 

TC  reviewed  FBI  case  file 

18-Jan-12 

TC  sent  speedy  trial  requests  to:  CENTCOM,  CYBERCOM,  DA,  DEA, 
DHS,  DIA,  DISA,  DOS,  INSCOM,  JIEDDO,  ODNI,  OGA1,  OGA2, 
and  SOUTHCOM 

18-Jan-12 

SPCMCA  recommends  GCM  and  denies  DC  deposition  requests 

18-Jan-7 

Feb-12 

DC  requests  more  funding  for  forensic  experts  who  intend  to  work  on 
the  case  8-17  Feb  12.  TC  team  working  logistics  of  request 

20-Jan-12 

DC  submitted  a  discovery  request 

20-Jan-12 

Discovery  Production  Bates  #  00410789  -  00410870  (82  pages), 
including  CID  information  and  PFC  Manning's  Skype  logs 
[Unclassified] 

23-Jan-12 

DC  submits  deposition  request  to  GCMCA; 

27-Jan-12 

Discovery  Production  Bates  #  00410871  -  00411342  (472  pages), 
including  CID  Docs,  Article  32  Audio  -  Unclassified  [Unclassified] 

27-Jan-12 

Discovery  Production  Bates  #  00411343  -  00411366  (24  pages), 
including  Manning  Computer  Logs,  Closed  session  - 111218 
[Unclassified] 

27-Jan-12 

TC  responded  to  DC  discovery  request  dated  29  October  2010, 15 
November  2010,  8  December  2010, 10  January  2011, 16  February 

2011, 13  May  2011, 13  October  2011, 15  November'2011, 16 

November  2011,  and  20  January  2012. 

27  Jan  12 

DC  requested  contact  information  for  3  OCA  witnesses 

28-Jan-12 

TC  received  response  from  FBI  on  classification  of  damage  assessment 

31-Jan-12 

DC  submitted  a  discovery  request 

31-Jan-12 

TC  responded  to  DC  discovery  request 

l-Feb-12 

TC  completed  review  of  FBI  file  relevant  to  PFC  Manning 

3-Feb-12 

GCMC  A  referred  the  case 

3-Feb-12 

Court  received  Electronic  Docket  Notification 

6-Feb-12 

DC  requested  coordination  for  transportation  of  PFC  Manning  to 

Defense  meeting;  TC/DC  emails  agreeing  to  23  Feb  12  arraignment 
date 

7-Feb-12 

TC  in  negotiations  with  FBI  and  DOJ  about  releasing  FBI  file  to  DC. 

FBI  refused  disclosure  to  DC  without  a  court  order 

8-Feb-12 

Telephonic  RCM  802  session 

16-Feb-12 

DC  submitted  first  Motion  to  Compel  Discovery  to  the  Court 

2 l-Feb-12 

TC  reviewed  classified  response  from  Social  Security  Administration 

23-Feb-12 

Arraignment 

2-Mar- 12 

DC  requested  limited  access  to  SIPRNET 

13-Mar-12 

Discovery  Production  Bates  #  00411367  -  00412613  (1247  pages), 
including  CID  information/ Attestations/PTC  Visitation  Logs,  Audio 

Logs  rUnclassifiedl 

15-Mar- 12 

Article  39(a)  session  began 

16-Mar- 12 

Article  39(a)  session  concluded.  Military  Judge  issued  a  protective 
order  governing  classified  information. 

16-Mar- 12 

Discovery  Production  Bates  #  00412614  -  00417914  (5301  pages), 
including  FBI  information  [Unclassified] 

22-Mar- 12 

Email  sent  by  then-CPT  Fein  stating  Government’s  position  on  R.C.M. 
701  and  classified  evidence. 

28-Mar-12 

RCM  802  telephonic  conference 

12-Apr-12 

Discovery  Production  Bates  #  00417915  -  00419646  (1732  pages), 
including  FBI  information,  PFC  Manning  AKO-S  email,  trial 
documents,  DISA  and  JIEDDO  information  [Classified  and 

Unclassified] 

12-Apr-12 

Discovery  Production  Bates  #  00419647  -  00419804  (158  pages), 
including  CID  information,  damage  assessments),  motions  hearing 

audio  [Unclassified] 

24-Apr-12 

Article  39(a)  session  began 

24-Apr-12 

Discovery  Production  Bates  #  00419805  -  00445503  (25699  pages), 

including  Interim  CED  Forensic  Reports  [Classified  and  Unclassified] 

26-Apr-12 

Article  39(a)  session  concluded 

15-May- 12 

Discovery  Production  Bates  #  00445504  -  00447091  (1588  pages), 

including  FBI  information  [Classified] 

15-May-12 

Discovery  Production  Bates  #  00447092  -  00447392  (301  pages), 

including  Administrative  documents,  CED  information,  and  damage 
assessments)  [Unclassified] 

15-May-12 

Discovery  Production  Bates  #  00447393  -  00447439  (47  pages), 

including  Damage  assessments  [Classified] 

18-May- 12 

Discovery  Production  Bates  #  00447440  -  00447666  (227  pages), 

including  FBI  information  [Classified  and  Unclassified] 

18-May- 12 

DOS  Draft  Damage  Assessment  available  for  inspection  with  TC 

[Classified  with  Special  Control  Measures] 

21 -May- 12 

Discovery  Production  Bates  #  00447667  -  00447817  (151  pages), 

including  Grand  jury  information  [Unclassified] 

21 -May- 12 

Discovery  Production  Bates  #  00447818  -  00447848  (31  pages), 

including  Damage  assessments  and  CIA  information  [Classified] 

24-May- 12 

Discovery  Production  Bates  #  00447849  -  00447944  (96  pages), 

including  Pretrial  confinement  recordings  and  photos,  CED  information, 
and  trial  documents  [Classified] 

29-May- 12 

Discovery  Production  Bates  #  00447945  -  00449240  (1296  pages), 
including  Trial  documents  [Classified] 

30-May-12 

RCM  802  telephonic  conference 

4-Jun-12 

Discovery  Production  Bates  #  00449241  -  00449242  (2  pages), 
including  DOE  damage  assessment  [Classified] 

6-Jun-12 

Article  39(a)  session  began 

6-Jun-12 

DLA  Information  Review  Task  Force  Report  available  for  inspection 

with  prosecution  [Classified  with  Special  Control  Measures] 

8-Jun-12 

Article  39(a)  session  concluded 

13-Jun-12 

Discovery  Production  Bates  #  00449243  -  00449402  (160  pages), 
including  DHS  damage  assessment  [Classified] 

25-Jun-12 

Article  39(a)  session 

26-Jun-12 

DC  submitted  discovery  request 

2-M-12 

Discovery  Production  Bates  #  00508935  -  00508940  (6  pages),  CIA 
WikiLeaks  Task  Force  Report  available  for  inspection  with  prosecution 
[Classified  with  Special  Control  Measures] 

3-M-12 

Discovery  Production  Bates  #  00449403  -  00449464  (62  pages), 
including  CID  information,  trial  documents,  and  DISA  logs 
[Unclassified] 

3-M-12 

Discovery  Production  Bates  #  00449465  -  00449552  (88  pages), 
including  CED  report,  damage  assessment(s),  and  PFC  Manning's 
emails  [Classified] 

3-M-12 

TC  responded  to  DC  discovery  request  date  26  June  2012;  TC 
submitted  prudential  search  request  to  U.S.  CYBER  COMMAND  on 

27  Jun  12  request  from  DC 

9-Jul-12 

DC  submitted  discovery  request 

12-M-12 

Discovery  Production  Bates  #  00449553  -  00449571  (19  pages), 

including  Pretrial  confinement  recordings  and  CED  forensic  report 
[Unclassified] 

12-M-12 

Discovery  Production  Bates  #  00449572  -  00449581  (10  pages), 
including  DISA  information  [Classified] 

16-M-12 

Article  39(a)  session  began 

19-M-12 

DC  submitted  discovery  request 

20-Jul-12 

Article  39(a)  session  concluded 

27-M-12 

Discovery  Production  Bates  #  00449793  -  00449942  (150  pages), 
including  Brig  Emails  [Unclassified] 

27-M-12 

RCM  802  telephonic  conference 

28-M-12 

Discovery  Production  Bates  #  00449582  -  00449764  (183  pages), 

including  NGA  information  [Classified] 

1 -Aug- 12 

DC  submitted  discovery  request 

2-Aug-12 

Discovery  Production  Bates  #  00449765  -  00449792  (28  pages), 

including  USCYBERCOM  and  FBI  damage  assessments  [Classified] 

2-Aug-12 

Discovery  Production  Bates  #  00449943  -  00479483  (29541  pages), 

including  Joint  Stafi/DOD/HQDA/DIA  information  [Classified] 

2-Aug-12 

Discovery  Production  Bates  #  00479484  -  00499594  [Classified] 

2-Aug-12 

Discovery  Production  Bates  #  00499595  -  00504420  (4826  pages), 
including  DIA  information  and  other  damage  assessment(s)  [Classified] 

2-Aug-12 

Discovery  Production  Bates  #  00504421  -  00504481  (61  pages), 
including  Pretrial  confinement  recordings  and  trial  documents 
ITJnclassifiedl 

2-Aug-12 

Discovery  Production  Bates  #  00504482  -  00505060  (579  pages), 

including  DIA  information,  DOS  and  DIA  damage  assessments  marked 
[Classified] 

3 -Aug- 12 

Discovery  Production  Bates  #  00505061  -  00505183  (123  pages), 

including  Damage  assessments  and  CED  information  [Classified] 

3-Aug-12 

Discovery  Production  Bates  #  00505184  -  00505204  (21  pages), 
including  CID  information  and  various  OCA  documents  [Unclassified] 

3 -Aug- 12 

Discovery  Production  Classified  digital  evidence  [Classified  with 

Special  Control  Measures] 

3-Aug-12 

Discovery  Production  NSA  documents  [Classified  with  Special  Control 
Measures] 

6-Aug-12 

Discovery  Production  Bates  #  00505205  -  00505256  (52  pages), 
including  damage  assessments  and  enemy  information  [Classified] 

7-Aug-12 

Discovery  Production  Bates  #  00505257  -  00505257  (1  pages), 
including  Intelink  attestation  [Unclassified] 

7-Aug-12 

Discovery  Production  Bates  #  00505258  -  00505808  (551  pages), 
including  FBI  information  and  variation  of  charged  documents 
[Classified] 

10-Aug-12 

Discovery  Production  Bates  #  00505809  -  00506675  (867  pages), 
including  DIA  information  [Classified] 

14-Aug-12 

TC  responded  to  DC  1  Aug  12  discovery  request 

14-Aug-12 

Discovery  Production  Bates  #  00506676  -  00506684  (9  pages), 
including  Quantico  information  [Unclassified] 

14-Aug-12 

Discovery  Production  Bates  #  00508691  -  00508934  (244  pages), 
including  Quantico  information  [Unclassified] 

16-Aug-12 

Discovery  Production  Bates  #  00506685  -  00508690  (2006  pages), 
including  USCYBERCOM  information  [Classified] 

16-Aug-12 

Discovery  Production  Bates  #  00509516  -  00511906  (2391  pages), 
including  USCYBERCOM  information  available  for  inspection  with 
prosecution  [Classified  with  Special  Control  Measures] 

21-Aug-12 

Discovery  Production  Bates  #  00508941  -  00509515  (575  pages), 
including  DIA  information  [Classified] 

23-Aug-12 

Discovery  Production  ONCEX  information  available  for  inspection  at 
ODNI  HQ  [Classified  with  Special  Control  Measures] 

27-Aug-12 

Article  39(a)  session  began 

27-Aug-12 

Discovery  Production  Bates  #  00511907  -  00514453  (2547  pages), 
including  Quantico  emails  [Unclassified] 

30- Aug-1 2 

Article  39(a)  session  concluded 

13-Sep-12 

TC  responded  to  DC  9  and  19  Jul  12  discovery  requests 

14-Sep-12 

Discovery  Production  Bates  #  00514501  -  00514898  (398  pages),  DIA 
and  ODNI  information  available  for  inspection  with  prosecution 
[Classified  with  Special  Control  Measures] 

14-Sep-12 

Discovery  Production  Bates  #  00519353  -  00523672  (1286  pages), 
including  DOS  information  [Classified] 

14-Sep-12 

Discovery  Production  DoS  information  [Classified  with  Special  Control 
Measures] 

15-Sep-12 

Discovery  Production  Bates  #  00514454  -  00514497  (44  pages), 
including  DHS  information  [Unclassified] 

15-Sep-12 

Discovery  Production  Bates  #  00514498  -  00514498  (1  pages), 
including  DHS  information  [Classified] 

19-Sep-12 

Discovery  Production  Bates  #  00514499  -  00514500  (2  pages), 
including  DOE  information  [Unclassified] 

19-Sep-12 

Discovery  Production  Bates  #  00514899  -  00515842  (944  pages), 
including  DIA  and  CIA  information  [Classified] 

19-Sep-12 

Discovery  Production  Bates  #  00515843  -  00519167  (3325  pages), 
including  Quantico  emails  [Unclassified] 

20-Sep-12 

Discovery  Production  Bates  #  00519168  -  00519352  (185  pages), 
including  FBI  information  [Classified] 

20-Sep-12 

Discovery  Production  Bates  #  00519353  -  00523672  (1286  pages), 
including  DOS  information  [Classified],  which  was  previously  made 
available  for  inspection  on  14  Sep  12 

28-Sep-12 

Discovery  Production  Bates  #  00509516  -  00511906  (2391  pages), 
including  USCYBERCOM  previously  made  available  for  inspection  on 
16  Aug  12 

28-Sep-12 

Discovery  Production  Bates  #  00514501  -  00514898  (398  pages), 
including  DIA  and  ODNI  information  previously  made  available  for 
inspection  on  14  Sep  12 

Section  II 

Guilty  Plea  Inquiry  For  United  States  v.  PFC  Bradley  E.  Manning 


2-2-1.  GUILTY  PLEA  INTRODUCTION 


MJ:  PFC  Manning,  your  counsel  has  entered  a  plea  of  guilty  to  lesser  included  offenses  for  several  of 
the  charges  and  specifications.  Your  plea  of  guilty  will  not  be  accepted  unless  you  understand  its 
meaning  and  effect.  I  am  going  to  discuss  your  plea  of  guilty  with  you.  You  may  wish  to  consult  with 
your  defense  counsel  prior  to  answering  any  of  my  questions.  If  at  any  time  you  have  questions,  feel 
free  to  ask  them. 

A  plea  of  guilty  is  equivalent  to  a  conviction  and  is  the  strongest  form  of  proof  known  to  the  law.  On 
your  plea  alone,  and  without  receiving  any  evidence,  this  court  can  find  you  guilty  of  the  offenses  to 
which  you  have  pled  guilty.  Your  plea  will  not  be  accepted  unless  you  realize  that  by  your  plea  you 
admit  every  act  or  omission,  and  element  of  the  offenses  to  which  you  have  pled  guilty,  and  that  you 
are  pleading  guilty  because  you  actually  are,  in  fact,  guilty.  If  you  do  not  believe  that  you  are  guilty, 
then  you  should  not  for  any  reason  plead  guilty.  Do  you  understand  what  I  have  said  so  far? 

ACC:  (Responds.) 

MJ:  By  your  plea  of  guilty,  you  give  up  three  important  rights,  but  you  give  up  these  rights  solely  with 
respect  to  the  offenses  to  which  you  have  pled  guilty. 

First,  the  right  against  self-incrimination,  that  is,  the  right  to  say  nothing  at  all. 

Second,  the  right  to  a  trial  of  the  facts  by  this  court,  that  is,  your  right  to  have  this  court-martial 
decide  whether  or  not  you  are  guilty  based  upon  evidence  the  prosecution  would  present  and  on  any 
evidence  you  may  introduce. 

Third,  the  right  to  be  confronted  by  and  to  cross-examine  any  witness  called  against  you. 

Do  you  have  any  questions  about  any  of  these  rights? 

ACC:  (Responds.) 

MJ:  Do  you  understand  that  by  pleading  guilty  you  no  longer  have  these  rights? 

ACC:  (Responds.) 
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MJ:  If  you  continue  with  your  guilty  plea,  you  will  be  placed  under  oath  and  I  will  question  you  to 
determine  whether  you  are,  in  fact,  guilty.  Anything  you  tell  me  may  be  used  against  you  in  the 
sentencing  portion  of  the  trial.  Do  you  understand  this? 

ACC:  (Responds.) 

MJ:  If  you  tell  me  anything  that  is  untrue,  your  statements  may  be  used  against  you  later  for  charges 
of  perjury  or  making  false  statements.  Do  you  understand  this? 

ACC:  (Responds.) 

MJ:  Your  plea  of  guilty  to  a  lesser  included  offense  may  also  be  used  to  establish  certain  elements  of 
the  charged  offense,  if  the  government  decides  to  proceed  on  the  charged  offense.  Do  you  understand 
this? 

ACC:  (Responds.) 

MJ:  Trial  Counsel,  please  place  the  accused  under  oath. 

TC:  PFC  Manning,  please  stand  and  face  me.  Do  you  (swear)  (affirm)  that  the  statements  you  are  about  to 
make  shall  be  the  truth,  the  whole  truth,  and  nothing  but  the  truth  (so  help  you  God)? 

ACC:  (Responds.) 

MJ:  Is  there  a  stipulation  of  fact? 

TC:  No,  Your  Honor. 

MJ:  Defense,  has  your  client  prepared  a  statement  in  support  of  his  plea  of  guilty? 

TC:  Yes,  Your  Honor. 
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STATEMENT  IN  SUPPORT  OF  PLEA  INQUIRY 

MJ:  Please  have  the  statement  marked  as  Defense  Exhibit  Alpha  for  Identification,  present  it  to  me, 
and  make  sure  PFC  Manning  has  a  copy.  PFC  Manning,  I  have  before  me  Defense  Exhibit  Alpha  for 
Identification,  a  statement  in  support  of  your  plea  along  with  an  attachment  entitled  Attachment  to 
Statement  In  Support  of  the  Providence  Inquiry.  Did  you  sign  the  statement  and  the  attachment  to  the 
statement? 

ACC:  (Responds.) 

MJ:  PFC  Manning,  is  the  statement  in  support  of  the  plea  inquiry  and  the  attachment  to  it  the  full 
contents  of  Defense  Exhibit  Alpha  for  Identification? 

ACC:  Yes,  Your  Honor. 

MJ:  Did  you  read  these  documents  thoroughly  before  you  signed  them? 

ACC:  (Responds.) 

MJ:  PFC  Manning,  no  one  can  be  forced  to  prepare  a  written  statement  in  support  of  their  plea,  so 
you  should  do  so  only  if  you  truly  want  to  do  so.  Do  you  understand  this? 

ACC:  (Responds.) 

MJ:  Are  you  voluntarily  offering  this  statement  and  it’s  attachment  because  you  believe  it  is  in  your 
best  interest  to  do  so? 

ACC:  (Responds.) 

MJ:  If  I  admit  this  statement  along  with  its  attachment  into  evidence  it  will  be  used  in  two  ways. 

First,  I  will  use  it  to  determine  if  you  are,  in  fact,  guilty  of  the  offenses  to  which  you  have  pled  guilty. 

Second,  I  will  use  it  to  determine  an  appropriate  sentence  for  you. 

Do  you  understand  and  agree  to  these  uses  of  the  statement  and  its  attachment? 

ACC:  (Responds.) 

MJ:  Defense,  do  you  also  agree  to  these  uses? 

DC:  (Responds.) 

MJ:  PFC  Manning,  do  you  remember  when  I  told  you  that  if  you  tell  me  anything  that  is  untrue,  your 
statements  may  be  used  against  you  later  for  charges  of  perjury  or  making  false  statements? 

ACC:  (Responds.) 
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MJ:  The  same  would  be  true  in  regards  to  Defense  Exhibit  Alpha  for  Identification.  If  you  adopt 
Defense  Exhibit  Alpha  for  Identification  under  oath  and  something  in  it  would  be  untrue,  this 
statement  may  be  used  against  you  later  for  charges  of  perjury  or  making  false  statements.  Do  you 
understand  that? 

ACC:  (Responds.) 

MJ:  At  this  time,  I  want  you  to  read  your  copy  of  the  statement  and  its  attachment  silently  to  yourself 
as  I  read  it  to  myself. 

NOTE:  The  Court  has  previously  indicated  that  it  would  want  PFC  Manning  to  read  the 
statement  and  its  attachment  in  open  court  The  Defense  does  not  object  to  having  PFC 
Manning  read  the  statement  and  its  attachment  in  open  court 

NOTE:  The  MJ  should  read  the  statement  and  be  alert  to  resolve  inconsistencies  between 
what  is  stated  in  the  stipulation  and  what  the  accused  says  during  the  providence  inquiry. 

MJ:  Have  you  finished  reading  it? 

ACC:  (Responds.) 

MJ:  PFC  Manning,  is  everything  in  the  statement  and  its  attachment  true? 

ACC:  (Responds.) 

MJ:  Is  there  anything  in  the  statement  or  its  attachment  that  you  do  not  wish  to  admit  is  true? 

ACC:  (Responds.) 

MJ:  Do  you  agree  under  oath  that  the  matters  contained  in  the  statement  and  its  attachment  are  true 
and  correct  to  the  best  of  your  knowledge  and  belief? 

ACC:  (Responds.) 

MJ:  Trial  Counsel,  do  you  have  any  objections  to  Defense  Exhibit  Alpha  for  Identification? 

TC:  (Responds.) 

MJ:  Defense  Exhibit  Alpha  for  Identification  is  admitted  into  evidence  subject  to  my  acceptance  of 
the  accused’s  guilty  plea. 
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2-2-3.  GUILTY  PLEA  FACTUAL  BASIS 

MJ:  PFC  Manning,  I  am  going  to  explain  the  elements  of  the  offenses  to  which  you  have  pled  guilty. 
By  “elements,”  I  mean  those  facts  which  the  prosecution  would  have  to  prove  beyond  a  reasonable 
doubt  before  you  could  be  found  guilty  if  you  had  pled  not  guilty.  When  I  state  each  element,  ask 
yourself  two  things:  First,  is  the  element  true;  and  second,  whether  you  wish  to  admit  that  it  is  true. 
After  1  list  the  elements  for  you,  be  prepared  to  talk  to  me  about  the  facts  regarding  the  offenses.  Do 
you  have  a  copy  of  the  charge  sheet  in  front  of  you? 

ACC:  (Responds.) 

SPECIFICATION  5  OF  CHARGE  Ill 

MJ:  Please  look  at  Specification  5  of  Charge  III.  It  alleges  the  offense  of  violating  a  lawful  regulation 
in  violation  of  Article  92,  UCMJ.  The  elements  of  the  offense  of  violating  a  lawful  regulation  are: 

(1)  That  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
Paragraph  7-4,  Army  Regulation  380-5,  dated  29  September  2000; 

(2)  That  you  had  a  duty  to  obey  such  regulation;  and 

(3)  That  between  on  or  about  8  January  2010  and  on  or  about  27  May  2010,  at  or  near 
Contingency  Operating  Station  Hammer,  Iraq,  you  violated  this  lawful  general  regulation  by 
wrongfully  storing  classified  information. 

There  are  some  definitions  that  go  with  this  offense. 

NOTE  1:  Proof  of  existence  of  regulation.  The  existence  of  the  regulation  must  be  proven  or  judicial 
notice  taken. 

NOTE  2:  Lawfulness  of  regulation.  The  lawfulness  of  the  regulation  is  not  a  separate  element  of  the 
offense.  Thus,  the  issue  of  lawfulness  is  determined  by  the  MJ  and  is  not  submitted  to  the  members.  See 
United  States  v.  New.  55  MJ  95  (CAAF  2001);  United  States  v.  Deisher,  61  MJ  313  (CAAF  2005).  To  be 
lawful,  the  regulation  must  relate  to  specific  military  duty  and  be  one  that  the  was  authorized  to  be  given 
to  the  accused.  The  regulation  must  require  the  accused  to  do  or  stop  doing  a  particular  thing  either  at 
once  or  at  a  future  time.  A  regulation  is  lawful  if  reasonably  necessary  to  safeguard  and  protect  the 
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morale,  discipline,  and  usefulness  of  the  members  of  a  command  and  is  directly  connected  with  the 
maintenance  of  good  order  in  the  services. 

As  a  matter  of  law,  the  regulation  in  this  case,  as  described  in  the  specification,  if  in  fact 
there  was  such  a  regulation,  was  a  lawful  regulation. 

NOTE  3:  Order  or  regulation  determined  to  be  unlawful  A  regulation  is  illegal  if,  for  example,  it  is 
unrelated  to  military  duty,  its  sole  purpose  is  to  accomplish  some  private  end,  it  is  arbitrary  and 
unreasonable,  and/or  it  is  given  for  the  sole  purpose  of  increasing  the  punishment  for  an  offense  which  it 
is  expected  the  accused  may  commit 

NOTE  7:  Orders  or  reeulations  containine  conditions.  When  an  alleged  regulation  prohibits  a  certain 
act  or  acts  “ except  under  certain  conditions,”  (e.e.,  “except  in  the  course  of  official  duty”  or  “except  with 
proper  authorization  ”),  and  the  issue  is  raised  by  the  evidence,  the  burden  is  upon  the  prosecution  to 
prove  that  the  accused  is  not  within  the  terms  of  the  exception. 

MJ:  Do  you  understand  the  elements  and  definitions  as  1  have  read  them  to  you? 

ACC:  (Responds.) 

M J:  Do  you  have  any  questions  about  any  of  them? 

ACC:  (Responds.) 

MJ:  Do  you  understand  that  your  plea  of  guilty  admits  that  these  elements  accurately  describe  what 
you  did? 

ACC:  (Responds.) 

MJ:  Do  you  believe  and  admit  that  the  elements  and  definitions  taken  together  correctly  describe 
what  you  did? 

ACC:  (Responds.) 

MJ:  At  this  time,  I  want  you  to  tell  me  why  you  are  guilty  of  the  offense  listed  in  Specification  5  of 
Charge  III.  Tell  me  what  happened. 

ACC:  (Responds.) 

MJ:  Are  you  familiar  with  Army  Regulation  380-5? 
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ACC:  (Responds.) 


MJ:  Have  you  received  training  on  the  requirements  of  Army  Regulation  380-5? 

ACC:  (Responds.) 

MJ:  Did  you  admit  that  you  had  a  duty  to  obey  Army  Regulation  380-5? 

ACC:  (Responds.) 

MJ:  Why  do  you  feel  you  had  a  duty  to  obey  Army  Regulation  380-5? 

ACC:  (Responds.) 

MJ:  What  did  you  believe  Army  Regulation  380-5  required  you  to  do  with  classified  information? 

ACC:  (Responds.) 

MJ:  Are  you  familiar  with  paragraph  7-4  of  Army  Regulation  380-5? 

ACC:  (Responds.) 

MJ:  How  are  you  familiar  with  paragraph  7-4  of  Army  Regulation  380-5? 

ACC:  (Responds.) 

MJ:  Do  you  admit  you  violated  paragraph  7-4  of  Army  Regulation  380-5  by  wrongfully  storing 
classified  information? 

ACC:  (Responds.) 

NOTE:  Paragraph  7-4  reads  “Classified  information  that  is  not  under  the  personal  control  and  observation 
of  an  authorized  person,  is  to  be  guarded  or  stored  in  a  locked  security  container,  vault,  room,  or  area, 
pursuant  to  the  level  of  classification  and  this  regulation...” 

MJ:  How  did  you  wrongfully  store  classified  information? 

ACC:  (Responds.) 

MJ:  Did  anyone  tell  you  that  you  had  authorization  to  store  classified  information  on  your  personal 
computer? 

ACC:  (Responds.) 
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MJ:  Were  you  storing  classified  information  on  your  personal  computer  for  some  official  purpose? 

ACC:  (Responds.) 

MJ:  Do  you  believe  you  had  any  authorization  to  store  classified  information  on  your  personal 
computer? 

ACC:  (Responds.) 

MJ:  So  there  is  no  doubt  in  your  mind  that  you  violated  Army  Regulation  380-5  by  storing  classified 
information  your  personal  computer? 

ACC:  (Responds.) 

MJ:  Do  you  admit  that  you  knew  that  there  was  in  existence  a  certain  lawful  general  regulation  in  the 
following  terms:  Paragraph  7-4,  Army  Regulation  380-5,  dated  29  September  2000? 

ACC:  (Responds.) 

MJ:  Do  you  admit  that  you  had  a  duty  to  obey  this  regulation? 

ACC:  (Responds.) 

MJ:  Do  you  admit  that  between  on  or  about  8  January  2010  and  on  or  about  27  May  2010,  at  or  near 
Contingency  Operating  Station  Hammer,  Iraq,  you  violated  this  lawful  general  regulation  by 
wrongfully  storing  classified  information  on  your  personal  computer? 

ACC:  (Responds.) 


SPECIFICATIONS  2.  3.  5.  7.  9. 10.  AND  15  OF  CHARGE  II 

MJ:  Now  I  want  you  to  take  a  look  at  Specifications  2,  3,  5, 7, 9, 10,  and  15  of  Charge  II.  These 
Specifications  allege  the  offense  of  transmitting  defense  information  in  violation  of  Title  18,  United 
States  Code  Section  793(e)  and  Article  134,  UCMJ.  Your  counsel  has  entered  a  plea  of  guilty  for  you 
to  the  lesser  included  offenses  for  these  Specifications.  The  elements  of  the  lesser  included  offenses  to 
which  you  have  enter  a  plea  of  guilty  are: 

(1)  That  at  or  near  Contingency  Operating  Station  Hammer,  Iraq, 
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SPECIFICATION  2:  between  on  or  about  14  February  2010  and  21  February  2010;  you, 
without  authorization,  had  possession  of,  access  to,  or  control  over:  a  video  file  named  “12  JUL  07  CZ 
ENGAGEMENT  ZONE  30  GC  Anyone.avi”; 

SPECIFICATION  3:  between  on  or  about  17  March  2010  and  22  March  2010;  you,  without 
authorization,  had  possession  of,  access  to,  or  control  over:  more  than  one  classified  memorandum 
produced  by  a  United  States  government  intelligence  agency; 

SPECIFICATION  5:  between  on  or  about  5  January  2010  and  3  February  2010;  you,  without 
authorization,  had  possession  of,  access  to,  or  control  over:  more  than  20  classified  records  from  the 
Combined  Information  Data  Network  Exchange  Iraq  database; 

SPECIFICATION  7:  between  on  or  about  5  January  2010  and  3  February  2010;  you,  without 
authorization,  had  possession  of,  access  to,  or  control  over:  more  than  20  classified  records  from  the 
Combined  Information  Data  Network  Exchange  Afghanistan  database; 

SPECIFICATION  9:  on  or  about  8  March  2010;  you,  without  authorization,  had  possession  of, 
access  to,  or  control  over:  more  than  3  classified  records  from  a  United  States  Southern  Command 
database; 

SPECIFICATION  10:  between  on  or  about  10  April  2010  and  12  April  2010;  you,  without 
authorization,  had  possession  of,  access  to,  or  control  over:  more  than  5  classified  records  relating  to  a 
military  operation  in  Farah  Province,  Afghanistan  occurring  on  or  about  4  May  2009; 

SPECIFICATION  15:  on  or  about  8  March  2010;  you,  without  authorization,  had  possession  of, 
access  to,  or  control  over:  a  classified  record  produced  by  a  United  States  Army  intelligence 
organization,  dated  18  March  2008; 

(Elements  Common  to  all  specifications) 

(2)  that  you  willfully  communicated  the  classified  records,  classified  memorandum,  videos,  and 
files  described  for  each  specification  in  element  (1)  to  a  person  not  entitled  to  receive  it;  and 

(3)  under  the  circumstances,  your  conduct  was  to  the  prejudice  of  good  order  and  discipline  in 
the  armed  forces  or  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 


There  are  some  definitions  that  go  with  these  offenses. 


“Conduct  prejudicial  to  good  order  and  discipline”  is  conduct  which  causes  a  reasonably  direct  and 
obvious  injury  to  good  order  and  discipline.  “Service  discrediting  conduct”  is  conduct  which  tends  to 
harm  the  reputation  of  the  service  or  lower  it  in  public  esteem. 

With  respect  to  “prejudice  to  good  order  and  discipline,”  the  law  recognizes  that  almost  any  irregular 
or  improper  act  on  the  part  of  a  service  member  could  be  regarded  as  prejudicial  in  some  indirect  or 
remote  sense;  however,  only  those  acts  in  which  the  prejudice  is  reasonably  direct  and  palpable  is 
punishable  under  this  Article. 

With  respect  to  “service  discrediting,”  the  law  recognizes  that  almost  any  irregular  or  improper  act  on 
the  part  of  a  service  member  could  be  regarded  as  service  discrediting  in  some  indirect  or  remote 
sense;  however,  only  those  acts  which  would  have  a  tendency  to  bring  the  service  into  disrepute  or 
which  tend  to  lower  it  in  public  esteem  are  punishable  under  this  Article. 

Under  some  circumstances,  your  conduct  may  not  be  prejudicial  to  good  order  and  discipline  but, 
nonetheless,  may  be  service  discrediting,  as  I  have  explained  those  terms  to  you.  Likewise,  depending 
the  circumstances,  your  conduct  can  be  prejudicial  to  good  order  and  discipline  but  not  be  service 
discrediting. 

An  act  is  done  “willfully”  if  it  is  done  voluntarily  and  intentionally  with  the  specific  intent  to  do 
something  the  law  forbids,  that  is,  with  a  bad  purpose  to  disobey  or  disregard  the  law. 

“Possession”  means  the  act  of  having  or  holding  property  or  the  detention  of  property  in  one’s  power 
or  command.  Possession  may  mean  actual  physical  possession  or  constructive  possession. 
“Constructive  possession”  means  having  the  ability  to  exercise  dominion  or  control  over  an  item. 
Possession  inherently  includes  the  power  or  authority  to  preclude  control  by  others.  It  is  possible, 
however,  for  more  than  one  person  to  possess  an  item  simultaneously,  as  when  several  people  share 
control  of  an  item. 

A  person  has  unauthorized  possession  of  documents,  photographs,  videos,  or  computer  files  when  he 
possesses  such  information  under  circumstances  or  in  a  location  which  is  contrary  to  law  or  regulation 
for  the  conditions  of  his  employment. 
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In  determining  whether  the  person  who  received  the  information  was  entitled  to  have  it,  the  trier  of 
fact  may  consider  all  the  evidence  introduced  at  trial,  including  any  evidence  concerning  the 
classification  status  of  the  information,  any  evidence  relating  to  law  and  regulations  governing  the 
classification  and  declassification  of  national  security  information,  its  handling,  use,  and  distribution, 
as  well  as  any  evidence  relating  to  regulations  governing  the  handling,  use,  and  distribution  of 
information  obtained  from  classified  systems. 

The  term  “person”  means  any  individual,  firm,  corporation,  education  institution,  financial 
institution,  governmental  entity,  or  legal  or  other  entity. 

MJ:  Do  you  understand  the  elements  and  definitions  as  I  have  read  them  to  you? 

ACC:  (Responds.) 

MJ:  Do  you  have  any  questions  about  any  of  them? 

ACC:  (Responds.) 

MJ:  Do  you  understand  that  your  plea  of  guilty  admits  that  these  elements  accurately  describe  what 
you  did? 

ACC:  (Responds.) 

MJ:  Do  you  believe  and  admit  that  the  elements  and  definitions  taken  together  correctly  describe 
what  you  did? 

ACC:  (Responds.) 


SPECIFICATION  2  OF  CHARGE  II 

MJ:  At  this  time,  I  want  you  to  tell  me  why  you  are  guilty  of  the  lesser  included  offenses  of 
Specification  2, 3,  5, 7, 9, 10  and  15  of  Charge  II.  Let’s  begin  by  first  having  you  tell  me  what 
happened  with  regards  to  Specification  2  of  Charge  II.  Specification  2  deals  with  the  video  file  named 
“12  JUL  07  CZ  ENGAGEMENT  ZONE  30  GC  Anyone.avi.” 

ACC:  (Responds.) 


Page  11  of  35 


MJ:  Are  you  familiar  with  the  video  file  named  “12  JUL  07  CZ  ENGAGEMENT  ZONE  30  GC 
Anyone.avi?” 

ACC:  (Responds.) 

MJ:  How  are  you  familiar  with  the  charged  video? 

ACC:  (Responds.) 

MJ:  When  was  the  first  time  that  you  saw  the  charged  video? 

ACC:  (Responds.) 

MJ:  Where  were  you  when  you  first  saw  the  charged  video? 

ACC:  (Responds.) 

MJ:  Did  you  ever  take  a  copy  of  the  charged  video  out  of  the  T-SCIF? 

ACC:  (Responds.) 

MJ:  When  did  you  take  a  copy  of  the  charged  video  out  of  the  T-SCIF? 

ACC:  (Responds.) 

MJ:  Was  the  T-SCIF  at  or  near  Contingency  Operating  Station  Hammer,  Iraq? 

ACC:  (Responds.) 

MJ:  Did  you  have  authorization  to  the  take  the  charged  video  out  of  the  T-SCIF? 

ACC:  (Responds.) 

MJ:  What  did  you  do  with  the  charged  video  when  you  took  it  out  of  the  T-SCIF? 

ACC:  (Responds.) 

MJ:  Did  you  ever  communicate  the  charged  video  to  a  person  not  entitled  to  receive  it? 

ACC:  (Responds.) 

MJ:  Who  did  you  communicate  the  charged  video  to? 

ACC:  (Responds.) 
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MJ:  When  did  you  communicate  the  charged  video  to  WikiLeaks? 

ACC:  (Responds.) 

MJ:  How  did  you  know  that  WikiLeaks  was  not  entitled  to  receive  the  charged  video? 

ACC:  (Responds.) 

MJ:  Did  anyone  tell  you  that  you  had  authorization  to  send  the  charged  video  to  WikiLeaks. 

ACC:  (Responds.) 

MJ:  Were  you  sending  the  charged  video  to  WikiLeaks  for  some  official  purpose? 

ACC:  (Responds.) 

MJ:  Do  you  believe  you  had  any  authorization  to  send  the  charged  video  to  WikiLeaks? 

ACC:  (Responds.) 

MJ:  So  there  is  no  doubt  in  your  mind  that  you  willfully  communicated  the  charged  video  to  a  person 
not  entitled  to  receive  it? 

ACC:  (Responds.) 


SPECIFICATIONS  3  AND  15  OF  CHARGE  II 

MJ:  Now  let’s  talk  about  Specifications  3  and  15  of  Charge  II.  Specifications  3  and  15  deal  with 
classified  memoranda  produced  by  a  United  States  government  intelligence  agency  and  a  United 
States  Army  intelligence  organization. 

MJ:  Are  you  familiar  with  the  charged  documents  in  Specifications  3  and  15  of  Charge  II? 

ACC:  (Responds.) 

MJ:  Without  stating  the  exact  intelligence  organizations  that  produced  these  documents  or  stating  the 
content  of  the  documents,  how  are  you  familiar  with  them? 

ACC:  (Responds.) 

MJ:  Did  you  look  at  the  memoranda  in  Specifications  3  and  15  when  you  were  in  Iraq? 

ACC:  (Responds.) 
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MJ:  Where  in  Iraq  were  you  when  you  saw  the  memoranda  in  Specification  3? 

ACC:  (Responds.) 

MJ:  How  many  memoranda  are  charged  in  Specification  3? 

ACC:  (Responds.) 

MJ:  Do  you  agree  that  there  is  more  than  one  classified  memorandum  charged  in  Specification  3? 

ACC:  (Responds.) 

MJ:  Where  in  Iraq  were  you  when  you  saw  the  memorandum  in  Specification  15? 

ACC:  (Responds.) 

MJ:  Did  you  ever  take  a  copy  of  the  memoranda  in  Specifications  3  and  15  out  of  the  T-SCIF? 

ACC:  (Responds.) 

MJ:  When  did  you  take  a  copy  of  the  memoranda  in  Specifications  3  and  15  out  of  the  T-SCIF? 

ACC:  (Responds.) 

MJ:  Was  the  T-SCIF  at  or  near  Contingency  Operating  Station  Hammer,  Iraq? 

ACC:  (Responds.) 

MJ:  Did  you  have  authorization  to  the  take  a  copy  of  the  memoranda  in  Specifications  3  and  15  out  of 
the  T-SCIF? 

ACC:  (Responds.) 

MJ:  What  did  you  do  with  memoranda  charged  in  Specifications  3  and  15  when  you  took  them  out  of 
the  T-SCIF? 

ACC:  (Responds.) 

MJ:  Did  you  ever  communicate  a  copy  of  the  memoranda  charged  in  Specifications  3  and  15  to  a 
person  not  entitled  to  receive  them? 

ACC:  (Responds.) 

MJ:  Who  did  you  communicate  the  memoranda  charged  in  Specifications  3  and  15  to? 
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ACC:  (Responds.) 


MJ:  When  did  you  communicate  a  copy  of  the  memoranda  charged  in  Specifications  3  and  15  to 
WikiLeaks? 

ACC:  (Responds.) 

MJ:  How  did  you  know  that  WikiLeaks  was  not  entitled  to  receive  a  copy  of  the  memoranda  charged 
in  Specifications  3  and  15? 

ACC:  (Responds.) 

MJ:  Were  the  memoranda  charged  in  Specification  3  and  15  classified  at  the  time  you  sent  them  to 
WikiLeaks? 

ACC:  (Responds.) 

MJ:  How  do  you  know  that  the  memoranda  charged  in  Specification  3  and  15  were  classified  at  the 
time  that  you  sent  them  to  WikiLeaks? 

ACC:  (Responds.) 

MJ:  Did  anyone  tell  you  that  you  had  authorization  to  send  a  copy  of  the  memoranda  charged  in 
Specifications  3  and  15  to  WikiLeaks. 

ACC:  (Responds.) 

MJ:  Were  you  sending  a  copy  of  the  memoranda  charged  in  Specifications  3  and  15  to  WikiLeaks  for 
some  official  purpose? 

ACC:  (Responds.) 

MJ:  Do  you  believe  you  had  any  authorization  to  send  a  copy  of  the  memoranda  charged  in 
Specifications  3  and  15  to  WikiLeaks? 

ACC:  (Responds.) 

MJ:  So  there  is  no  doubt  in  your  mind  that  you  willfully  communicated  the  classified  memoranda 
charged  in  Specifications  3  and  15  to  a  person  not  entitled  to  receive  them? 

ACC:  (Responds.) 
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SPECIFICATIONS  5  AND  7  OF  CHARGE  II 

MJ:  Now  let’s  talk  about  Specifications  5  and  7  of  Charge  II.  Specifications  5  and  7  deal  with 
classified  records  from  the  Combined  Information  Data  Network  Exchange  Iraq  and  Afghanistan 
database. 

MJ:  Are  you  familiar  with  the  charged  documents  in  Specifications  5  and  7  of  Charge  II? 

ACC:  (Responds.) 

MJ:  What  are  the  charged  documents  in  Specification  5  and  7  of  Charge  II? 

ACC:  (Responds.) 

MJ:  How  are  you  familiar  with  SIGACTs  charged  in  Specification  5  and  7? 

ACC:  (Responds.) 

MJ:  How  many  SIGACTs  are  charged  in  Specification  5? 

ACC:  (Responds.) 

MJ:  Do  you  agree  that  more  than  twenty  (20)  SIGACTs  are  charged  in  Specification  5? 

ACC:  (Responds.) 

MJ:  How  many  SIGACTs  are  charged  in  Specification  7? 

ACC:  (Responds.) 

MJ:  Do  you  agree  that  more  than  twenty  (20)  SIGACTs  are  charged  in  Specification  7? 

ACC:  (Responds.) 

MJ:  Where  in  Iraq  were  you  when  you  saw  the  SIGACTs  charged  in  Specifications  5  and  7? 

ACC:  (Responds.) 

MJ:  Did  you  ever  take  a  copy  of  the  SIGACTs  charged  in  Specifications  5  and  7  out  of  the  T-SCIF? 

ACC:  (Responds.) 

MJ:  When  did  you  take  a  copy  of  the  SIGACTS  charged  in  Specifications  5  and  7  out  of  the  T-SCIF? 

ACC:  (Responds.) 
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MJ:  Was  the  T-SCIF  at  or  near  Contingency  Operating  Station  Hammer,  Iraq? 

ACC:  (Responds.) 

MJ:  Did  you  have  authorization  to  the  take  a  copy  of  the  SIGACTs  charged  in  Specifications  5  and  7 
out  of  the  T-SCIF? 

ACC:  (Responds.) 

MJ:  What  did  you  do  with  the  SIGACTs  charged  in  Specifications  5  and  7  when  you  took  them  out  of 
the  T-SCIF? 

ACC:  (Responds.) 

MJ:  Did  you  ever  communicate  a  copy  of  the  SIGACTS  charged  in  Specifications  5  and  7  to  a  person 
not  entitled  to  receive  them? 

ACC:  (Responds.) 

MJ:  Who  did  you  communicate  the  charged  SIGACTS  in  Specifications  5  and  7  to? 

ACC:  (Responds.) 

MJ:  When  did  you  communicate  a  copy  of  the  SIGACTs  charged  in  Specifications  5  and  7  to 
WikiLeaks? 

ACC:  (Responds.) 

MJ:  How  did  you  know  that  WikiLeaks  was  not  entitled  to  receive  a  copy  of  the  SIGACTS  charged  in 
Specifications  5  and  7? 

ACC:  (Responds.) 

MJ:  Were  the  SIGACTs  charged  in  Specification  5  and  7  classified  at  the  time  you  sent  them  to 
WikiLeaks? 

ACC:  (Responds.) 

MJ:  How  do  you  know  that  the  SIGACTS  charged  in  Specifications  5  and  7  were  classified  at  the  time 
that  you  sent  them  to  WikiLeaks? 

ACC:  (Responds.) 
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MJ:  Did  anyone  tell  you  that  you  had  authorization  to  send  a  copy  of  the  SIGACTs  charged  in 
Specifications  5  and  7  to  WikiLeaks. 

ACC:  (Responds.) 

MJ:  Were  you  sending  a  copy  of  the  SIGACTs  charged  in  Specifications  5  and  7  to  WikiLeaks  for 
some  official  purpose? 

ACC:  (Responds.) 

MJ:  Do  you  believe  you  had  any  authorization  to  send  a  copy  of  the  SIGACTs  charged  in 
Specifications  5  and  7  to  WikiLeaks? 

ACC:  (Responds.) 

MJ:  So  there  is  no  doubt  in  your  mind  that  you  willfully  communicated  the  classified  SIGACTs 
charged  in  Specifications  5  and  7  to  a  person  not  entitled  to  receive  them? 

ACC:  (Responds.) 


SPECIFICATION  9  OF  CHARGE  II 

MJ:  Now  let’s  talk  about  Specification  9  of  Charge  II.  Specifications  9  deals  with  more  than  three 
classified  records  from  a  United  States  Southern  Command  database. 

MJ:  Are  you  familiar  with  the  charged  documents  in  Specification  9? 

ACC:  (Responds.) 

MJ:  How  are  you  familiar  with  charged  documents  in  Specification  9? 

ACC:  (Responds.) 

MJ:  What  are  the  charged  documents  in  Specification  9? 

ACC:  (Responds.) 

MJ:  How  many  documents  are  charged  in  Specification  9? 

ACC:  (Responds.) 

MJ:  Do  you  agree  that  there  are  more  than  three  classified  records  charged  in  Specification  9? 

ACC:  (Responds.) 


MJ:  Where  in  Iraq  were  you  when  you  saw  the  charged  documents  in  Specification  9? 

ACC:  (Responds.) 

MJ:  Did  you  ever  take  a  copy  of  the  charged  documents  in  Specification  9  out  of  the  T-SCIF? 

ACC:  (Responds.) 

MJ:  When  did  you  take  a  copy  of  the  charged  documents  in  Specification  9  out  of  the  T-SCIF? 

ACC:  (Responds.) 

MJ:  Was  the  T-SCIF  at  or  near  Contingency  Operating  Station  Hammer,  Iraq? 

ACC:  (Responds.) 

MJ:  Did  you  have  authorization  to  the  take  a  copy  of  the  charged  documents  in  Specification  9  out  of 
the  T-SCIF? 

ACC:  (Responds.) 

MJ:  What  did  you  do  with  the  charged  documents  in  Specification  9  when  you  took  them  out  of  the  T- 
SCIF? 

ACC:  (Responds.) 

MJ:  Did  you  ever  communicate  a  copy  of  the  charged  documents  in  Specification  9  to  a  person  not 
entitled  to  receive  them? 

ACC:  (Responds.) 

MJ:  Who  did  you  communicate  the  charged  documents  in  Specification  9  to? 

ACC:  (Responds.) 

MJ:  When  did  you  communicate  a  copy  of  the  charged  documents  in  Specification  9  to  WikiLeaks? 

ACC:  (Responds.) 

MJ:  How  did  you  know  that  WikiLeaks  was  not  entitled  to  receive  a  copy  of  the  charged  documents 
in  Specification  9? 

ACC:  (Responds.) 
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MJ:  Were  the  documents  charged  in  Specification  9  classified  at  the  time  you  sent  them  to 
WikiLeaks? 

ACC:  (Responds.) 

MJ:  How  do  you  know  that  the  documents  charged  in  Specification  9  were  classified  at  the  time  that 
you  sent  them  to  WikiLeaks? 

ACC:  (Responds.) 

MJ:  Did  anyone  tell  you  that  you  had  authorization  to  send  a  copy  of  the  documents  charged  in 
Specification  9  to  WikiLeaks. 

ACC:  (Responds.) 

MJ:  Were  you  sending  a  copy  of  the  documents  charged  in  Specification  9  to  WikiLeaks  for  some 
official  purpose? 

ACC:  (Responds.) 

MJ:  Do  you  believe  you  had  any  authorization  to  send  a  copy  of  the  documents  charged  in 
Specification  9  to  WikiLeaks? 

ACC:  (Responds.) 

MJ:  So  there  is  no  doubt  in  your  mind  that  you  willfully  communicated  the  classified  documents 
charged  in  Specification  9  to  a  person  not  entitled  to  receive  them? 

ACC:  (Responds.) 

SPECIFICATION  10  OF  CHARGE  II 

MJ:  Now  let’s  talk  about  Specification  10  of  Charge  II.  Specifications  10  deals  with  more  than  five 
classified  records  relating  to  a  military  operation  in  Farah  Province,  Afghanistan  occurring  on  or 
about  4  May  2009. 

MJ:  Are  you  familiar  with  the  charged  documents  in  Specification  10? 

ACC:  (Responds.) 

MJ:  How  are  you  familiar  with  charged  documents  in  Specification  10? 

ACC:  (Responds.) 
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MJ:  What  are  the  charged  documents  in  Specification  10? 

ACC:  (Responds.) 

MJ:  When  was  the  first  time  that  you  saw  the  charged  documents  in  Specification  10? 

ACC:  (Responds.) 

MJ:  How  many  documents  are  charged  in  Specification  10? 

ACC:  (Responds.) 

MJ:  Do  you  agree  that  there  are  more  than  five  (5)  classified  records  relating  to  a  military  operation 
in  Farah  Province,  Afghanistan  occurring  on  or  about  4  May  2009  in  Specification  10? 

ACC:  (Responds.) 

MJ:  Where  in  Iraq  were  you  when  you  saw  the  charged  documents  in  Specification  10? 

ACC:  (Responds.) 

MJ:  Did  you  ever  take  a  copy  of  the  charged  documents  in  Specification  10  out  of  the  T-SCIF? 

ACC:  (Responds.) 

MJ:  When  did  you  take  a  copy  of  the  charged  documents  in  Specification  10  out  of  the  T-SCIF? 

ACC:  (Responds.) 

MJ:  Was  the  T-SCIF  at  or  near  Contingency  Operating  Station  Hammer,  Iraq? 

ACC:  (Responds.) 

MJ:  Did  you  have  authorization  to  the  take  a  copy  of  the  charged  documents  in  Specification  10  out  of 
the  T-SCIF? 

ACC:  (Responds.) 

MJ:  What  did  you  do  with  the  charged  documents  in  Specification  10  when  you  took  them  out  of  the 
T-SCIF? 

ACC:  (Responds.) 
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MJ:  Did  you  ever  communicate  a  copy  of  the  documents  charged  in  Specification  10  to  a  person  not 
entitled  to  receive  them? 

ACC:  (Responds.) 

MJ:  Who  did  you  communicate  the  charged  documents  in  Specification  10  to? 

ACC:  (Responds.) 

MJ:  When  did  you  communicate  a  copy  of  the  charged  documents  in  Specification  10  to  WikiLeaks? 

ACC:  (Responds.) 

MJ:  How  did  you  know  that  WikiLeaks  was  not  entitled  to  receive  a  copy  of  the  charged  documents 
in  Specification  10? 

ACC:  (Responds.) 

MJ:  Were  the  documents  charged  in  Specification  10  classified  at  the  time  you  sent  them  to 
WikiLeaks? 

ACC:  (Responds.) 

MJ:  How  do  you  know  that  the  documents  charged  in  Specification  10  were  classified  at  the  time  that 
you  sent  them  to  WikiLeaks? 

ACC:  (Responds.) 

MJ:  Did  anyone  tell  you  that  you  had  authorization  to  send  a  copy  of  the  documents  charged  in 
Specification  10  to  WikiLeaks. 

ACC:  (Responds.) 

MJ:  Were  you  sending  a  copy  of  the  documents  charged  in  Specification  10  to  WikiLeaks  for  some 
official  purpose? 

ACC:  (Responds.) 

MJ:  Do  you  believe  you  had  any  authorization  to  send  a  copy  of  the  documents  charged  in 
Specification  10  to  WikiLeaks? 

ACC:  (Responds.) 


MJ:  So  there  is  no  doubt  in  your  mind  that  you  willfully  communicated  the  classified  documents 
charged  in  Specification  10  to  a  person  not  entitled  to  receive  them? 

ACC:  (Responds.) 

SPECIFICATIONS  2.  3.  5.  7. 9. 10.  AND  15  OF  CHARGE  II 

MJ:  Now  with  regards  to  Specifications  2, 3, 5, 7, 9, 10,  and  15  do  you  admit  that  your  conduct  was  to 
the  prejudice  of  good  order  and  discipline  in  the  armed  forces  or  of  a  nature  to  bring  discredit  upon 
the  armed  forces? 

ACC:  (Responds.) 

MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  2, 3, 5, 7,  9, 10,  and  15  was 
prejudicial  to  good  order  and  discipline? 

ACC:  (Responds.) 

MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  2, 3, 5, 7, 9, 10,  and  15  was 
of  a  nature  to  bring  discredit  upon  the  armed  forces? 

ACC:  (Responds.) 

MJ:  Do  you  admit  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq, 

SPECIFICATION  2:  between  on  or  about  14  February  2010  and  21  February  2010;  you, 
without  authorization,  had  possession  of,  access  to,  or  control  over:  a  video  file  named  “12  JUL  07  CZ 
ENGAGEMENT  ZONE  30  GC  Anyone.avi.”; 

SPECIFICATION  3:  between  on  or  about  17  March  2010  and  22  March  2010;  you,  without 
authorization,  had  possession  of,  access  to,  or  control  over:  more  than  one  classified  memorandum 
produced  by  a  United  States  government  intelligence  agency; 

SPECIFICATION  5:  between  on  or  about  5  January  2010  and  3  February  2010;  you,  without 
authorization,  had  possession  of,  access  to,  or  control  over:  more  than  20  classified  records  from  the 
Combined  Information  Data  Network  Exchange  Iraq  database; 

SPECIFICATION  7:  between  on  or  about  5  January  2010  and  3  February  2010;  you,  without 
authorization,  had  possession  of,  access  to,  or  control  over:  more  than  20  classified  records  from  the 
Combined  Information  Data  Network  Exchange  Afghanistan  database; 
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SPECIFICATION  9:  on  or  about  8  March  2010;  you,  without  authorization,  had  possession  of, 
access  to,  or  control  over:  more  than  3  classified  records  from  a  United  States  Southern  Command 
database; 

SPECIFICATION  10:  between  on  or  about  10  April  2010  and  12  April  2010;  you,  without 
authorization,  had  possession  of,  access  to,  or  control  over:  more  than  5  classified  records  relating  to  a 
military  operation  in  Farah  Province,  Afghanistan  occurring  on  or  about  4  May  2009; 

SPECIFICATION  15:  on  or  about  8  March  2010;  you,  without  authorization,  had  possession  of, 
access  to,  or  control  over:  a  classified  record  produced  by  a  United  States  Army  intelligence 
organization,  dated  18  March  2008? 

ACC:  (Responds.) 

MJ:  Do  you  admit  that  you  willfully  communicated  the  classified  records,  classified  memorandum, 
videos,  and  files  described  for  Specifications  2, 3, 5, 7, 9, 10,  and  15  to  a  person  not  entitled  to  receive 
them? 

ACC:  (Responds.) 

MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  to  the  prejudice  of  good  order  and 
discipline  in  the  armed  forces? 

ACC:  (Responds.) 

MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  of  a  nature  to  bring  discredit  upon 
the  armed  forces? 

ACC:  (Responds.) 

SPECIFICATIONS  13  AND  14  OF  CHARGE  II 

MJ:  Now  I  want  you  to  take  a  look  at  Specifications  13  and  14  of  Charge  II.  These  Specifications 
allege  the  offense  of  fraud  and  related  activity  in  connection  with  computers  in  violation  of  Title  18, 
United  States  Code  Section  1030(a)(1)  and  Article  134,  UCMJ.  Your  counsel  has  entered  a  plea  of 
guilty  for  you  to  the  lesser  included  offenses  for  these  Specifications.  The  elements  of  the  lesser 
included  offenses  to  which  you  have  enter  a  plea  of  guilty  are: 

(1)  That  at  or  near  Contingency  Operating  Station  Hammer,  Iraq, 
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SPECIFICATION  13:  between  on  or  about  28  March  2010  and  on  or  about  4  May  2010; 
SPECIFICATION  14:  between  on  or  about  14  February  2010  and  15  February  2010; 
you  knowingly  accessed  a  computer  on  a  Secret  Internet  Protocol  Router  Network. 

(2)  you  obtained  information  that  has  been  determined  by  the  United  States  Government  by 
Executive  Order  or  statute  to  require  protection  against  unauthorized  disclosure  for  reasons  of 
national  defense  or  foreign  relations;  to  wit: 

SPECIFICATION  13:  more  than  75  classified  United  States  Department  of  State  cables; 
SPECIFICATION  14:  a  classified  Department  of  State  cable  title  “Reykjavik-13”; 

(3)  you  communicated,  delivered,  transmitted,  or  caused  to  be  communicated,  delivered  or 
transmitted  the  information  to  a  person  not  entitled  to  receive  it; 

(4)  you  acted  willfully;  and 

(5)  under  the  circumstances,  your  conduct  was  to  the  prejudice  of  good  order  and  discipline  in 
the  armed  forces  or  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

The  same  definitions  for  prejudice  to  good  order  and  discipline  in  the  armed  forces,  and  of  a  nature  to 
bring  discredit  upon  the  armed  forces  that  I  read  for  you  for  the  offenses  charged  in  Specifications  2, 

3, 5, 7, 9, 10,  and  15  of  Charge  II  also  apply  to  this  offense.  Do  you  need  me  to  read  these  definitions  to 
you  again? 

ACC:  (Responds.) 

An  act  is  done  “willfully”  if  it  is  done  voluntarily  and  intentionally  with  the  specific  intent  to  do 
something  the  law  forbids,  that  is,  with  a  bad  purpose  to  disobey  or  disregard  the  law. 

An  act  is  done  “knowingly”  if  it  is  done  voluntarily  and  intentionally  and  not  because  of  mistake  or 
accident  or  other  innocent  reason. 

The  term  “computer”  means  an  electronic,  magnetic,  optical,  electrochemical,  or  other  high  speed 
data  processing  device  performing  logical,  arithmetic,  or  storage  functions,  and  includes  any  data 
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storage  facility  or  communications  facility  directly  related  to  or  operating  in  conjunction  with  such 
device,  but  such  term  does  not  include  an  automated  typewriter  or  typesetter,  a  portable  hand-held 
calculator,  or  other  similar  device. 

In  determining  whether  the  person  who  received  the  information  was  entitled  to  have  it,  the  trier  of 
fact  may  consider  all  the  evidence  introduced  at  trial,  including  any  evidence  concerning  the 
classification  status  of  the  information,  any  evidence  relating  to  law  and  regulations  governing  the 
classification  and  declassification  of  national  security  information,  its  handling,  use,  and  distribution, 
as  well  as  any  evidence  relating  to  regulations  governing  the  handling,  use,  and  distribution  of 
information  obtained  from  classified  systems. 

The  term  “person”  means  any  individual,  firm,  corporation,  education  institution,  financial 
institution,  governmental  entity,  or  legal  or  other  entity. 

MJ:  Do  you  understand  the  elements  and  definitions  as  I  have  read  them  to  you? 

ACC:  (Responds.) 

MJ:  Do  you  have  any  questions  about  any  of  them? 

ACC:  (Responds.) 

MJ:  Do  you  understand  that  your  plea  of  guilty  admits  that  these  elements  accurately  describe  what 
you  did? 

ACC:  (Responds.) 

MJ:  Do  you  believe  and  admit  that  the  elements  and  definitions  taken  together  correctly  describe 
what  you  did? 

ACC:  (Responds.) 

MJ:  At  this  time,  I  want  you  to  tell  me  why  you  are  guilty  of  the  lesser  included  offenses  of 
Specification  13  and  14  of  Charge  II.  Let’s  begin  by  first  having  you  tell  me  what  happened  with 
regards  to  Specification  14  of  Charge  II.  Specification  14  deals  with  a  classified  Department  of  State 
cable  titled  “Reykjavik-13.” 

ACC:  (Responds.) 
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MJ:  Are  you  familiar  with  the  classified  Department  of  State  cable  titled  “Reykjavik-13?” 

ACC:  (Responds.) 

MJ:  How  are  you  familiar  with  the  charged  cable  in  Specification  14? 

ACC:  (Responds.) 

MJ:  When  was  the  first  time  that  you  saw  the  charged  cable  in  Specification  14? 

ACC:  (Responds.) 

MJ:  Where  were  you  when  you  first  saw  the  charged  cable  in  Specification  14? 

ACC:  (Responds.) 

MJ:  Did  you  ever  take  a  copy  of  the  charged  cable  in  Specification  14  out  of  the  T-SCIF? 

ACC:  (Responds.) 

MJ:  When  did  you  take  a  copy  of  the  charged  cable  in  Specification  14  out  of  the  T-SCIF? 

ACC:  (Responds.) 

MJ:  Was  the  T-SCIF  at  or  near  Contingency  Operating  Station  Hammer,  Iraq? 

ACC:  (Responds.) 

MJ:  Now  let’s  talk  about  Specification  13  of  Charge  II.  Specifications  13  deals  with  more  than 
seventy-five  (75)  classified  United  States  Department  of  State  cables. 

MJ:  Are  you  familiar  with  the  charged  cables  in  Specification  13? 

ACC:  (Responds.) 

MJ:  How  are  you  familiar  with  charged  cables  in  Specification  13? 

ACC:  (Responds.) 

MJ:  How  many  documents  are  charged  in  Specification  13? 

ACC:  (Responds.) 


MJ:  Do  you  agree  that  there  are  more  than  seventy-five  (75)  classified  cables  charged  in  Specification 
13? 
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ACC:  (Responds.) 


MJ:  Where,  in  Iraq,  were  you  when  you  saw  the  charged  cables  in  Specification  13? 

ACC:  (Responds.) 

MJ:  Did  you  ever  take  a  copy  of  the  charged  cables  in  Specification  13  out  of  the  T-SCIF? 

ACC:  (Responds.) 

MJ:  When  did  you  take  a  copy  of  the  charged  cables  in  Specification  13  out  of  the  T-SCIF? 

ACC:  (Responds.) 

MJ:  Was  the  T-SCIF  at  or  near  Contingency  Operating  Station  Hammer,  Iraq? 

ACC:  (Responds.) 

MJ:  Did  you  have  authorization  to  the  take  the  charged  cables  in  Specifications  13  and  14  out  of  the 
T-SCIF? 

ACC:  (Responds.) 

MJ:  What  did  you  do  with  the  charged  cables  in  Specifications  13  and  14  when  you  took  them  out  of 
the  T-SCIF? 

ACC:  (Responds.) 

MJ:  Did  you  ever  communicate  the  charged  cables  in  Specifications  13  and  14  to  a  person  not  entitled 
to  receive  it? 

ACC:  (Responds.) 

MJ:  Who  did  you  communicate  the  charged  cables  in  Specifications  13  and  14  to? 

ACC:  (Responds.) 

MJ:  When  did  you  communicate  the  charged  cables  in  Specification  13  to  WikiLeaks? 

ACC:  (Responds.) 

MJ:  When  did  you  communicate  the  charged  cable  in  Specification  14  to  WikiLeaks? 

ACC:  (Responds.) 
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MJ:  How  did  you  know  that  WikiLeaks  was  not  entitled  to  receive  the  charged  cables  in 
Specifications  13  and  14? 

ACC:  (Responds.) 

MJ:  Were  the  cables  charged  in  Specification  13  classified  at  the  time  you  sent  them  to  WikiLeaks? 

ACC:  (Responds.) 

MJ:  How  do  you  know  that  the  cables  charged  in  Specification  13  were  classified  at  the  time  that  you 
sent  them  to  WikiLeaks? 

ACC:  (Responds.) 

MJ:  Was  the  cable  charged  in  Specification  14  classified  at  the  time  you  sent  it  to  WikiLeaks? 

ACC:  (Responds.) 

MJ:  How  do  you  know  that  the  cable  charged  in  Specification  14  was  classified  at  the  time  that  you 
sent  it  to  WikiLeaks? 

ACC:  (Responds.) 

MJ:  Did  anyone  tell  you  that  you  had  authorization  to  send  the  charged  cables  in  Specifications  13 
and  14  to  WikiLeaks. 

ACC:  (Responds.) 

MJ:  Were  you  sending  the  charged  cables  in  Specifications  13  and  14  to  WikiLeaks  for  some  official 
purpose? 

ACC:  (Responds.) 

MJ:  Do  you  believe  you  had  any  authorization  to  send  the  charged  cables  in  Specifications  13  and  14 
to  WikiLeaks? 

ACC:  (Responds.) 

MJ:  So  there  is  no  doubt  in  your  mind  that  you  willfully  communicated  the  charged  classified  cables 
in  Specifications  13  and  14  to  a  person  not  entitled  to  receive  them? 

ACC:  (Responds.) 
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MJ:  Now  with  regards  to  Specifications  13  and  14  do  you  admit  that  your  conduct  was  to  the 
prejudice  of  good  order  and  discipline  in  the  armed  forces  or  of  a  nature  to  bring  discredit  upon  the 
armed  forces? 

ACC:  (Responds.) 

MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  13  and  14  was  prejudicial  to 
good  order  and  discipline  in  the  armed  forces? 

ACC:  (Responds.) 

MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  13  and  14  was  of  a  nature  to 
bring  discredit  upon  the  armed  forces? 

ACC:  (Responds.) 

MJ:  Do  you  admit  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq, 

SPECIFICATION  13:  between  on  or  about  28  March  2010  and  on  or  about  4  May  2010; 
SPECIFICATION  14:  between  on  or  about  14  February  2010  and  15  February  2010; 

you  knowingly  accessed  a  computer  on  a  Secret  Internet  Protocol  Router  Network? 

ACC:  (Responds.) 

MJ:  Do  you  admit  that  you  obtained  information  that  has  been  determined  by  the  United  States 
Government  by  Executive  Order  or  statute  to  require  protection  against  unauthorized  disclosure  for 
reasons  of  national  defense  or  foreign  relations;  to  wit: 

SPECIFICATION  13:  more  than  75  classified  United  States  Department  of  State  cables; 

SPECIFICATION  14:  a  classified  Department  of  State  cable  title  “Reykjavik- 13”? 

ACC:  (Responds.) 

MJ:  Do  you  admit  you  communicated  the  charged  information  in  Specifications  13  and  14  to  a  person 
not  entitled  to  receive  it? 

ACC:  (Responds.) 
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MJ:  Do  you  admit  you  acted  willfully  in  communicating  the  charged  information  in  Specifications  13 
and  14  to  a  person  not  entitled  to  receive  it? 

ACC:  (Responds.) 

MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  to  the  prejudice  of  good  order  and 
discipline  in  the  armed  forces? 

ACC:  (Responds.) 

MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  of  a  nature  to  bring  discredit  upon 
the  armed  forces? 

ACC:  (Responds.) 


NOTE:  After  covering  all  offenses  to  which  the  accused  pled  guilty,  the  MJ  continues  as 
follows: 

MJ:  Does  either  counsel  believe  any  further  inquiry  is  required? 

TC/DC:  (Respond.) 


2-2-4.  MAXIMUM  PUNISHMENT  INQUIRY 

MJ:  Trial  Counsel,  what  do  you  calculate  to  be  the  maximum  punishment  authorized  in  this  case 
based  solely  on  the  accused’s  guilty  plea? 

TC:  (Responds.) 

MJ:  Defense  Counsel,  do  you  agree? 

DC:  (Responds.) 

MJ:  PFC  Manning,  the  maximum  punishment  authorized  in  this  case  based  solely  on  your  guilty  plea 
is  reduction  to  E-l,  total  forfeiture  of  all  pay  and  allowances,  confinement  for  20  years,  and  a 
dishonorable  discharge. 

MJ:  On  your  plea  of  guilty  alone  this  court  could  sentence  you  to  the  maximum  punishment  which  I 
just  stated.  Do  you  understand  that? 


ACC:  (Responds.) 
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MJ:  Do  you  have  any  questions  as  to  the  sentence  that  could  be  imposed  as  a  result  of  your  guilty 
plea? 

ACC:  (Responds.) 

MJ:  Trial  Counsel,  is  there  a  pretrial  agreement  in  this  case? 

TC:  (Responds.) 

NOTE:  If  no  pretrial  agreement  exists,  continue  below.  If  a  pretrial  agreement  exists  and 
trial  is  by  Judge  Alone:  Go  to  paragraph  2-2-6,  PRETRIAL  AGREEMENT  (JUDGE 
ALONE).  If  a  pretrial  agreement  exists  and  trial  is  with  court  members:  Go  to  paragraph 
2-2-7,  PRETRIAL  AGREEMENT  (MEMBERS). 
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2-2-5.  IF  NO  PRETRIAL  AGREEMENT  EXISTS 

MJ:  Counsel,  even  though  there  is  no  formal  pretrial  agreement,  are  there  any  unwritten 
agreements  or  understandings  in  this  case? 

TC/DC:  (Respond.) 

MJ:  PFC  Manning,  has  anyone  made  any  agreements  with  you  or  promises  to  you  to  get 
you  to  plead  guilty? 

ACC:  (Responds.) 

NOTE:  Go  to  paragraph  2-2-8 ,  ACCEPTANCE  OF  GUILTY  PLEA. 


2-2-8.  ACCEPTANCE  OF  GUILTY  PLEA 

MJ:  Defense  Counsel,  have  you  had  enough  time  and  opportunity  to  discuss  this  case  with 
PFC  Manning? 

DC:  (Responds.) 

MJ:  PFC  Manning,  have  you  had  enough  time  and  opportunity  to  discuss  this  case  with 
your  defense  counsel? 

ACC:  (Responds.) 

MJ:  PFC  Manning,  have  you,  in  fact,  consulted  fully  with  your  defense  counsel  and 
received  the  full  benefit  of  their  advice? 

ACC:  (Responds.) 

MJ:  Are  you  satisfied  that  your  defense  counsel’s  advice  is  in  your  best  interest? 

ACC:  (Responds.) 

MJ:  And  are  you  satisfied  with  your  defense  counsel? 

ACC:  (Responds.) 


MJ:  Are  you  pleading  guilty  voluntarily  and  of  your  own  free  will? 

ACC:  (Responds.) 
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MJ:  Has  anyone  made  any  threat  or  tried  in  any  way  to  force  you  to  plead  guilty? 

ACC:  (Responds.) 

MJ:  Do  you  have  any  questions  as  to  the  meaning  and  effect  of  a  plea  of  guilty? 

ACC:  (Responds.) 

MJ:  Do  you  fully  understand  the  meaning  and  effect  of  your  plea  of  guilty? 

ACC:  (Responds.) 

MJ:  Do  you  understand  that  even  though  you  believe  you  are  guilty,  you  have  the  legal 
right  to  plead  not  guilty  and  to  place  upon  the  government  the  burden  of  proving  your  guilt 
beyond  a  reasonable  doubt? 

ACC:  (Responds.) 

MJ:  Take  a  moment  now  and  consult  again  with  your  defense  counsel,  then  tell  me 
whether  you  still  want  to  plead  guilty?  (Pause.)  Do  you  still  want  to  plead  guilty? 

ACC:  (Responds.) 

MJ:  PFC  Manning,  I  find  that  your  plea  of  guilty  is  made  voluntarily  and  with  full 
knowledge  of  its  meaning  and  effect.  I  further  find  that  you  have  knowingly,  intelligently, 
and  consciously  waived  your  rights  against  self-incrimination,  to  a  trial  of  the  facts  by  a 
court-martial,  and  to  be  confronted  by  the  witnesses  against  you.  Accordingly,  your  plea  of 
guilty  is  provident  and  is  accepted.  However,  I  advise  you  that  you  may  request  to 
withdraw  your  guilty  plea  at  any  time  before  the  sentence  is  announced,  and  if  you  have  a 
good  reason  for  your  request,  I  will  grant  it. 

NOTE:  If  the  accused  has  pled  guilty  to  only  some  of  the  charges  and 
specifications  or  has  pled  guilty  to  lesser  included  offenses,  ask  the  trial  counsel 
if  the  government  is  going  forward  on  the  offenses  to  which  the  accused  has 
pled  not  guilty.  If  the  government  is  going  forward  on  any  offenses,  do  not 
enter  findings  except  to  those  offenses  to  which  the  accused  pled  guilty  as 
charged  in  a  members’  trial  (Le.,  if  the  plea  was  to  a  LIO  or  by  exceptions  and 
substitutions  and  the  government  is  going  forward  as  charged,  do  not  enter 
findings). 


MJ:  Trial  Counsel,  is  the  Government  going  forward  on  the  offenses  to  which  the  accused 
has  plead  not  guilty? 

TC:  (Responds.) 
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NOTE:  If  issues  of guilt  remain  in  a  judge  alone  (contest),  go  to  Section  III 
and  in  a  court  members  (contest)  go  to  Section  V.  The  MJ  should  not  inform 
the  court  members  of plea  and  findings  of  guilty  prior  to  presentation  of  the 
evidence  on  another  specification  to  which  the  accused  pled  not  guilty  unless 
the  accused  requests  it  or  the  guilty  plea  was  to  a  LIO  and  the  prosecution 
intends  to  prove  the  greater  offense.  Unless  one  of  these  two  exceptions  exists, 
the  flyer  should  not  have  any  specifications/charges  which  reflect  provident 
guilty  pleas  if  other  offenses  are  being  contested. 

NOTE:  If  no  issues  of  guilt  remain,  continue  below: 

MJ:  Accused  and  Defense  Counsel,  please  rise.  PFC  Manning,  in  accordance  with  your 
plea  of  guilty,  this  court  finds  you:  _ . 

NOTE:  For  judge  alone  (sentencing),  go  to  Section  IV  and  for  court  members 
(sentencing  only),  after  marking  the  flyer,  go  to  Section  VI. 
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Government  Notice 
of  Proposed  Providence 
Inquiry  Questions 


7  February  2013 


The  Court’s  most  recent  scheduling  order,  dated  9  January  2013,  requires  the  United  States  to 
submit,  NLT  7  February  2013,  its  proposed  questions  for  the  providence  inquiry  into  the  accused’s 
proposed  plea,  dated  and  filed  electronically  on  30  January  2013.  See  Appellate  Exhibit  466.  These 
questions  accompany  this  notice  filing  as  Enclosure  1 . 

In  an  effort  to  combine  the  defense’s  proposed  questions,  objections  by  the  United  States,  and 
additional  government  questions  into  one  document,  the  United  States  inserted  its  questions  into  the 
format  submitted  by  the  defense  in  its  30  January  2013  electronic  filing.  The  government’s  proposal 
includes  the  defense’s  proposed  instructions  and  questions  exactly  as  it  was  originally  written  but  for 
two  changes.  First,  each  question  directed  to  the  accused  has  been  assigned  a  number.  Second, 
where  the  defense  articulated  elements  and  questions  in  a  compound  manner  (for  two  specifications 
together);  these  have  been  extracted  and  reproduced  separately.  Additionally  the  United  States  used 
red  strike-through  markings  to  shows  the  defense  questions  to  which  the  United  States  objects  as 
well  as  indicate  any  proposed  changes  to  the  defense  questions.  The  United  States  added  questions 
written  in  blue.  New  questions  proposed  by  the  United  States  are  added  following  the  defense’s 
proposed  questions  and  set  off  by  a  letter.  For  example,  a  government  question  designed  to  follow 
defense  question  35  is  marked  as  35A.  The  numbering  and  lettering  should  afford  both  parties  and 
the  Court  an  easy  reference  to  specific  questions. 

Pursuant  to  “RULING:  Government  Motion  for  Leave  until  14  February  2013  to  Submit  its 
Proposed  Providence  Inquiry  Questions”  issued  by  the  Court  5  February  2013,  the  United  States 
foresees  legal  issues  concerning  the  accused’s  proffered  statement  which  it  will  address  in  its  14 
February  2013  filing.  Pending  the  resolution  of  these  legal  issues,  the  United  States  anticipates  that 
the  instructions  associated  with  the  defense  proffered  statement  may  change. 


ASHDEN  FEIN 
MAJ,  JA 
Trial  Counsel 
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I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  David  Coombs, 
Civilian  Defense  Counsel,  via  electronic  mail  on  7  February  2013. 


ASHDEN  FEIN 
MAJ,  JA 
Trial  Counsel 


Enclosure  1  -  “Guilty  Plea  Inquiry  for  United  States  v.  PFC  Bradley  E.  Manning” 


UNITED  STATES  OF  AMERICA  ) 

) 

v.  )  Government  Notice 

)  of  Proposed  Providence 

Manning,  Bradley  E.  )  Inquiry  Questions 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  )  Enclosure 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  ) 


7  February  2013 


Section  II 

Guilty  Plea  Inquiry  For  United  States  v.  PFC  Bradley  E.  Manning 
2-2-1.  GUILTY  PLEA  INTRODUCTION 

MJ:  PFC  Manning,  your  counsel  has  entered  a  plea  of  guilty  to  lesser  included  offenses  for  several  of 
the  charges  and  specifications.  Your  plea  of  guilty  will  not  be  accepted  unless  you  understand  its 
meaning  and  effect.  I  am  going  to  discuss  your  plea  of  guilty  with  you.  You  may  wish  to  consult  with 
your  defense  counsel  prior  to  answering  any  of  my  questions.  If  at  any  time  you  have  questions,  feel 
free  to  ask  them. 

A  plea  of  guilty  is  equivalent  to  a  conviction  and  is  the  strongest  form  of  proof  known  to  the  law.  On 
your  plea  alone,  and  without  receiving  any  evidence,  this  court  can  find  you  guilty  of  the  offenses  to 
which  you  have  pled  guilty.  Your  plea  will  not  be  accepted  unless  you  realize  that  by  your  plea  you 
admit  every  act  or  omission,  and  element  of  the  offenses  to  which  you  have  pled  guilty,  and  that  you 
are  pleading  guilty  because  you  actually  are,  in  fact,  guilty.  If  you  do  not  believe  that  you  are  guilty, 
then  you  should  not  for  any  reason  plead  guilty.  Do  you  understand  what  I  have  said  so  far? 

ACC:  (Responds.) 

MJ:  By  your  plea  of  guilty,  you  give  up  three  important  rights,  but  you  give  up  these  rights  solely  with 
respect  to  the  offenses  to  which  you  have  pled  guilty. 

First,  the  right  against  self-incrimination,  that  is,  the  right  to  say  nothing  at  all. 

Second,  the  right  to  a  trial  of  the  facts  by  this  court,  that  is,  your  right  to  have  this  court-martial 
decide  whether  or  not  you  are  guilty  based  upon  evidence  the  prosecution  would  present  and  on  any 
evidence  you  may  introduce. 

Third,  the  right  to  be  confronted  by  and  to  cross-examine  any  witness  called  against  you. 

1.  Do  you  have  any  questions  about  any  of  these  rights? 

ACC:  (Responds.) 

2.  MJ:  Do  you  understand  that  by  pleading  guilty  you  no  longer  have  these  rights? 

ACC:  (Responds.) 

3.  MJ:  If  you  continue  with  your  guilty  plea,  you  will  be  placed  under  oath  and  I  will  question  you  to 
determine  whether  you  are,  in  fact,  guilty.  Anything  you  tell  me  may  be  used  against  you  in  the 
sentencing  portion  of  the  trial.  Do  you  understand  this? 

ACC:  (Responds.) 

4.  MJ:  If  you  tell  me  anything  that  is  untrue,  your  statements  may  be  used  against  you  later  for 
charges  of  perjury  or  making  false  statements.  Do  you  understand  this? 


ACC:  (Responds.) 


r 


5.  MJ:  Your  plea  of  guilty  to  a  lesser  included  offense  may  also  be  used  to  establish  certain  elements 
of  the  charged  offense,  if  the  government  decides  to  proceed  on  the  charged  offense.  Do  you 
understand  this? 

ACC:  (Responds.) 

MJ:  Trial  Counsel,  please  place  the  accused  under  oath. 

TC:  PFC  Manning,  please  stand  and  face  me.  Do  you  (swear)  (affirm)  that  the  statements  you  are  about  to 
make  shall  be  the  truth,  the  whole  truth,  and  nothing  but  the  truth  (so  help  you  God)? 

ACC:  (Responds.) 

MJ:  Is  there  a  stipulation  of  fact? 

TC:  No,  Your  Honor. 

MJ:  Defense,  has  your  client  prepared  a  statement  in  support  of  his  plea  of  guilty? 

T&DC:  Yes,  Your  Honor. 
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STATEMENT  IN  SUPPORT  OF  PLEA  INQUIRY 

6.  MJ:  Please  have  the  statement  marked  as  Defense  Exhibit  Alpha  for  Identification,  present  it  to 
me,  and  make  sure  PFC  Manning  has  a  copy.  PFC  Manning,  I  have  before  me  Defense  Exhibit  Alpha 
for  Identification,  a  statement  in  support  of  your  plea  along  with  an  attachment  entitled  Attachment  to 
Statement  In  Support  of  the  Providence  Inquiry.  Did  you  sign  the  statement  and  the  attachment  to  the 
statement? 

ACC:  (Responds.) 

7.  MJ:  PFC  Manning,  is  the  statement  in  support  of  the  plea  inquiry  and  the  attachment  to  it  the  full 
contents  of  Defense  Exhibit  Alpha  for  Identification? 

ACC :  Yes,  Y our  Honor. 

8.  MJ:  Did  you  read  these  documents  thoroughly  before  you  signed  them? 

ACC:  (Responds.) 

9.  MJ:  PFC  Manning,  no  one  can  be  forced  to  prepare  a  written  statement  in  support  of  their  plea,  so 
you  should  do  so  only  if  you  truly  want  to  do  so.  Do  you  understand  this? 

ACC:  (Responds.) 

10.  MJ:  Are  you  voluntarily  offering  this  statement  and  it’s  attachment  because  you  believe  it  is  in 
your  best  interest  to  do  so? 

ACC:  (Responds.) 

11.  MJ:  If  I  admit  this  statement  along  with  its  attachment  into  evidence  it  will  be  used  in  two  ways. 
First,  I  will  use  it  to  determine  if  you  are,  in  fact,  guilty  of  the  offenses  to  which  you  have  pled  guilty. 

Second  I  will  use  it  to  determine  an  appropriate  sentence  for  you. 

Do  you  understand  and  agree  to  these  uses  of  the  statement  and  its  attachment? 

ACC:  (Responds.) 

12.  MJ:  Defense,  do  you  also  agree  to  these  uses? 

DC:  (Responds.) 

13.  MJ:  PFC  Manning,  do  you  remember  when  I  told  you  that  if  you  tell  me  anything  that  is  untrue, 
your  statements  may  be  used  against  you  later  for  charges  of  perjury  or  making  false  statements? 

ACC:  (Responds.) 

14.  MJ:  The  same  would  be  true  in  regards  to  Defense  Exhibit  Alpha  for  Identification.  If  you  adopt 
Defense  Exhibit  Alpha  for  Identification  under  oath  and  something  in  it  would  be  untrue,  this 
statement  may  be  used  against  you  later  for  charges  of  perjury  or  making  false  statements.  Do  you 
understand  that? 
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ACC:  (Responds.) 

MJ:  At  this  time,  I  want  you  to  read  your  copy  of  the  statement  and  its  attachment  silently  to  yourself 
as  I  read  it  to  myself. 

NOTE:  The  Court  has  previously  indicated  that  it  would  want  PFC  Manning  to  read  the 
statement  and  its  attachment  in  open  court  The  Defense  does  not  object  to  having  PFC 
Manning  read  the  statement  and  its  attachment  in  open  court. 

NOTE:  The  MJ  should  read  the  statement  and  be  alert  to  resolve  inconsistencies  between 
what  is  stated  in  the  stipulation  and  what  the  accused  says  during  the  providence  inquiry. 

15.  MJ:  Have  you  finished  reading  it? 

ACC:  (Responds.) 

16.  MJ:  PFC  Manning,  is  everything  in  the  statement  and  its  attachment  true? 

ACC:  (Responds.) 

17.  MJ:  Is  there  anything  in  the  statement  or  its  attachment  that  you  do  not  wish  to  admit  is  true? 

ACC:  (Responds.) 

18.  MJ:  Do  you  agree  under  oath  that  the  matters  contained  in  the  statement  and  its  attachment  are 
true  and  correct  to  the  best  of  your  knowledge  and  belief? 

ACC:  (Responds.) 

MJ:  Trial  Counsel,  do  you  have  any  objections  to  Defense  Exhibit  Alpha  for  Identification? 

TC:  (Responds.) 

MJ:  Defense  Exhibit  Alpha  for  Identification  is  admitted  into  evidence  subject  to  my  acceptance  of 
the  accused’s  guilty  plea. 
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2-2-3.  GUILTY  PLEA  FACTUAL  BASIS 

19.  MJ:  PFC  Manning,  I  am  going  to  explain  the  elements  of  the  offenses  to  which  you  have  pled 
guilty.  By  “elements,”  I  mean  those  facts  which  the  prosecution  would  have  to  prove  beyond  a 
reasonable  doubt  before  you  could  be  found  guilty  if  you  had  pled  not  guilty.  When  I  state  each 
element,  ask  yourself  two  things:  First,  is  the  element  true;  and  second,  whether  you  wish  to  admit 
that  it  is  true.  After  I  list  the  elements  for  you,  be  prepared  to  talk  to  me  about  the  facts  regarding  the 
offenses.  Do  you  have  a  copy  of  the  charge  sheet  in  front  of  you? 

ACC:  (Responds.) 

19A.  MJ:  Before  we  begin  PFC  Manning,  can  you  give  me  your  full  name  please? 

ACC:  (Responds) 

19B.  MJ:  Are  you  in  the  active  army? 

ACC:  (Responds) 

19C.  MJ:  How  long  have  you  been  in  the  active  army? 

ACC:  (Responds) 

19D.  MJ:  Are  you  a  United  States  citizen? 

ACC:  (Responds) 


SPECIFICATIONS  2. 3.  5.  7.  9. 10.  AND  15  OF  CHARGE  II 

MJ:  Now  I  want  you  to  take  a  look  at  Specifications  2, 3,  5,  7,  9, 10,  and  15  of  Charge  II.  These 
Specifications  allege  the  offense  of  Transmitting  Defense  Information  in  violation  of  Title  18,  United 
States  Code  Section  793(e)  and  Article  134,  UCMJ.  Your  counsel  has  entered  a  plea  of  guilty  for  you 
to  the-lesser  included  offenses  for  these  Specifications.  The  elements  of  the  lesser  included  offenses  to 
which  you  have  enter-entered  a  plea  of  guilty  are: 


(1)  That  at  or  near  Contingency  Operating  Station  Hammer,  Iraq, 


SPECIFICATION  2:  between  on  or  about  14  February  2010  and  21  February  2010;  you, 
without  authorization,  had  possession  of,  access  to,  or  control  over:  a  video  File  named  “12  JUL  07  CZ 
ENGAGEMENT  ZONE  30  GC  Anyone.avi”; 
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SPECIFICATION  3:  between  on  or  about  17  March  2010  and  22  March  2010;  you,  without 
authorization,  had  possession  of,  access  to,  or  control  over:  more  than  one  classified  memorandum 
produced  by  a  United  States  government  intelligence  agency; 


SPECIFICATION  5:  between  on  or  about  5  January  2010  and  3  February  2010;  you,  without 
authorization,  had  possession  of,  access  to,  or  control  over:  more  than  20  classified  records  from  the 
Combined  Information  Data  Network  Exchange  Iraq  database; 


SPECIFICATION  7:  between  on  or  about  5  January  2010  and  3  February  2010;  you,  without 
authorization,  had  possession  of,  access  to,  or  control  over:  more  than  20  classified  records  from  the 
Combined  Information  Data  Network  Exchange  Afghanistan  database; 


SPECIFICATION  9:  on  or  about  8  March  2010;  you,  without  authorization,  had  possession  of, 
access  to,  or  control  over:  more  than  3  classified  records  from  a  United  States  Southern  Command 
database; 


SPECIFICATION  10:  between  on  or  about  10  April  2010  and  12  April  2010;  you,  without 
authorization,  had  possession  of,  access  to,  or  control  over:  more  than  5  classified  records  relating  to  a 
military  operation  in  Farah  Province,  Afghanistan  occurring  on  or  about  4  May  2009; 


SPECIFICATION  15:  on  or  about  8  March  2010;  you,  without  authorization,  had  possession  of, 
access  to,  or  control  over:  a  classified  record  produced  by  a  United  States  Army  intelligence 
organization,  dated  18  March  2008; 


(Elements  Common  to  all  specifications) 


(2)  that  you  willfully  communicated  the  classified  records,  classified  memorandum,  videos,  and 
files  described  for  each  specification  in  element  (1)  to  a  person  not  entitled  to  receive  it;  and 


(3)  under  the  circumstances,  your  conduct  was  to  the  prejudice  of  good  order  and  discipline  in 
the  armed  forces  or  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 


There  are  some  definitions  that  go  with  these  offenses. 
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“Conduct  prejudicial  to  good  order  and  discipline”  is  conduct  which  causes  a  reasonably  direct  and 
obvious  injury  to  good  order  and  discipline.  “Service  discrediting  conduct”  is  conduct  which  tends  to 
harm  the  reputation  of  the  service  or  lower  it  in  public  esteem. 

With  respect  to  “prejudice  to  good  order  and  discipline,”  the  law  recognizes  that  almost  any  irregular 
or  improper  act  on  the  part  of  a  service  member  could  be  regarded  as  prejudicial  in  some  indirect  or 
remote  sense;  however,  only  those  acts  in  which  the  prejudice  is  reasonably  direct  and  palpable  is 
punishable  under  this  Article. 

With  respect  to  “service  discrediting,”  the  law  recognizes  that  almost  any  irregular  or  improper  act  on 
the  part  of  a  service  member  could  be  regarded  as  service  discrediting  in  some  indirect  or  remote 
sense;  however,  only  those  acts  which  would  have  a  tendency  to  bring  the  service  into  disrepute  or 
which  tend  to  lower  it  in  public  esteem  are  punishable  under  this  Article. 

Under  some  circumstances,  your  conduct  may  not  be  prejudicial  to  good  order  and  discipline  but, 
nonetheless,  may  be  service  discrediting,  as  I  have  explained  those  terms  to  you.  Likewise,  depending 
the  circumstances,  your  conduct  can  be  prejudicial  to  good  order  and  discipline  but  not  be  service 
discrediting. 

An  act  is  done  “willfully”  if  it  is  done  voluntarily  and  intentionally  with  the  specific  intent  to  do 
something  the  law  forbids,  that  is,  with  a  bad  purpose  to  disobey  or  disregard  the  law. 

“Possession”  means  the  act  of  having  or  holding  property  or  the  detention  of  property  in  one’s  power 
or  command.  Possession  may  mean  actual  physical  possession  or  constructive  possession. 
“Constructive  possession"  means  having  the  ability  to  exercise  dominion  or  control  over  an  item. 
Possession  inherently  includes  the  power  or  authority  to  preclude  control  by  others.  It  is  possible, 
however,  for  more  than  one  person  to  possess  an  item  simultaneously,  as  when  several  people  share 
control  of  an  item. 

A  person  has  unauthorized  possession  of  documents,  photographs,  videos,  or  computer  files  when  he 
possesses  such  information  under  circumstances  or  in  a  location  which  is  contrary  to  law  or  regulation 
for  the  conditions  of  his  employment. 

In  determining  whether  the  person  who  received  the  information  was  entitled  to  have  it,  the  trier  of 
fact  may  consider  all  the  evidence  introduced  at  trial,  including  any  evidence  concerning  the 
classification  status  of  the  information,  any  evidence  relating  to  law  and  regulations  governing  the 
classification  and  declassification  of  national  security  information,  its  handling,  use,  and  distribution, 
as  well  as  any  evidence  relating  to  regulations  governing  the  handling,  use,  and  distribution  of 
information  obtained  from  classified  systems. 

The  term  “person”  means  any  individual,  firm,  corporation,  education  institution,  financial 
institution,  governmental  entity,  or  legal  or  other  entity. 

41.  MJ:  Do  you  understand  the  elements  and  definitions  as  I  have  read  them  to  you? 

ACC:  (Responds.) 

42.  MJ:  Do  you  have  any  questions  about  any  of  them? 

ACC:  (Responds.) 
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43.  MJ:  Do  you  understand  that  your  plea  of  guilty  admits  that  these  elements  accurately  describe 
what  you  did? 

ACC:  (Responds.) 

44.  MJ:  Do  you  believe  and  admit  that  the  elements  and  definitions  taken  together  correctly  describe 
what  you  did? 

ACC:  (Responds.) 

44 A.  Do  you  understand  that  if  your  plea  to  these  lesser  included  offenses  1  have  just  read  is  accepted, 
the  Government  can  proceed  to  try  you  for  the  greater  offenses? 

ACC:  (Responds.) 

44B.  Do  you  understand  that  to  do  so,  the  Government  need  prove,  beyond  a  reasonable  doubt,  only 
1)  that  the  records,  memoranda,  files,  videos  or  other  material  at  issue  was  information  related  to  the 
national  defense,  2)  that  you  had  reason  to  believe  these  materials  could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  of  any  foreign  nation,  and  3)  that  the  statute  18  USC  793(e)  exists? 

ACC:  (Responds.) 


SPECIFICATION  2  OF  CHARGE  II 


45.  MJ:  At  this  time,  I  want  you  to  tell  me  why  you  are  guilty  of  the  lesser  included  offenses  of 
Specification  2, 3,  5,  7,  9, 10  and  15  of  Charge  II.  Let’s  begin  by  first  having  you  tell  me  what 
happened  with  regards  to  Specification  2  of  Charge  II.  Specification  2  deals  with  the  video  file  named 
“12  JUL  07  CZ  ENGAGEMENT  ZONE  30  GC  Anyone.avi.”  You  were  in  the  Army  between  14 
February  2010  and  21  February  2010? 

ACC:  (Responds) 

45A.  MJ:  Where  were  you  living  during  this  time? 

ACC:  (Responds.) 

46.  MJ:  Are  you  familiar  with  the  video  file  named  “12  JUL  07  CZ  ENGAGEMENT  ZONE  30  GC 
Anyone.avi?” 

ACC:  (Responds.) 

46A.  This  video  has  been  marked  AE _ ,  and  identified  at  Bates  Numbers  00377845-00377845.  Have 

you  reviewed  the  material  marked  as  AE _ ,  and  identified  at  Bates  Numbers  00377845-00377845? 


ACC:  (Responds.) 

46b.  Do  you  have  any  questions  about  the  material  to  which  Specification  2  relates? 

ACC:  (Responds.) 
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47.  MJ:  How  you  are  familiar  with  the  video? 

ACC:  (Responds.) 


ACC:  (Responds.) 

49r  ^VfJ:  Where  were  you  when  you  first  saw  the  charged  video? 

ACC:  (Responds.) 

47 A.  Where  was  the  video  stored  when  you  accessed  the  video? 

ACC:  (Responds.) 

50.  MJ:  Did  you  ever  take  a  copy  of  the  charged  video  out  of  the  T-SCIF? 

ACC:  (Responds.) 

50A.  What  is  a  T-SCIF? 

ACC:  (Responds.) 

51.  MJ:  When  did  you  take  a  copy  of  the  charged  video  out  of  the  T-SCIF? 

ACC:  (Responds.) 

51A.  How  did  you  take  it? 

ACC:  (Responds.) 

52.  MJ:  Was  the  T-SCIF  at  or  near  Contingency  Operating  Station  Hammer,  Iraq? 

ACC:  (Responds.) 

53.  MJ:  Did  you  have  authorization  to  the  take  the  charged  video  out  of  the  T-SCIF  for  an  official 
purpose? 

ACC:  (Responds.) 

54.  MJ:  What  did  you  do  with  the  charged  video  when  you  took  it  out  of  the  T-SCIF? 

ACC:  (Responds.) 

55.  MJ:  Did  you  ever  communicate  the  charged  video  to  a  person  not  entitled  to  receive  it? 

ACC:  (Responds.) 

56.  MJ:  Who  did  you  communicate  the  charged  video  to? 

ACC:  (Responds.) 
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57.  MJ:  When  did  you  communicate  the  charged  video  to  WikiLeaks? 

ACC:  (Responds.) 

58.  MJ:  How  did  you  know  that  WikiLeaks  was  not  entitled  to  receive  the  charged  video? 

ACC:  (Responds.) 

58A.  As  far  as  you  knew  at  the  time  you  communicated  the  video,  was  WikiLeaks  an  authorized 
recipient  of  the  video? 

ACC:  (Responds.) 

58B.  As  I  recited  earlier:  An  act  is  done  “willfully”  if  it  is  done  voluntarily  and  intentionally  with  the 
specific  intent  to  do  something  the  law  forbids,  that  is,  with  a  bad  purpose  to  disobey  or  disregard  the 
law.  Do  you  understand  this  definition? 

ACC:  (Responds.) 

58C.  Do  you  believe  that  definition  adequately  describes  your  communication  of  the  video? 

ACC:  (Responds.) 

58D.  Am  I  correct  in  understanding  that  you  intended  to  communicate  the  video  to  WikiLeaks? 

ACC:  (Responds.) 

58E.  And  did  you  do  so  voluntarily? 

ACC:  (Responds.) 

58F.  How  did  you  communicate  it? 

ACC:  (Responds.) 

59.  MJ:  Did  anyone  tell  you  that  you  had  authorization  to  send  the  charged  video  to  WikiLeaks. 

ACC:  (Responds.) 

60.  MJ:  Were  you  sending  the  charged  video  to  WikiLeaks  for  some  official  purpose? 

ACC:  (Responds.) 

61.  MJ:  Do  you  believe  you  had  received  any  authorization  to  send  the  charged  video  to  WikiLeaks? 

ACC:  (Responds.) 

62.  MJ:  So  there  is  no  doubt  in  your  mind  that  you  willfully  communicated  the  charged  video  to  a 
person  not  entitled  to  receive  it? 

ACC:  (Responds.) 
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152.  MJ:  Now  with  regards  to  Specifications-2,-3,  5,  7,  9,  10,  and  15  do  you  admit  that  your  conduct 
was  to  the  prejudice  of  good  order  and  discipline  in  the  armed  forces  or  of  a  nature  to  bring  discredit 
upon  the  armed  forces? 

ACC:  (Responds.) 

153.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  2, 3,  5,  7,  9, 10,  and  15 
was  prejudicial  to  good  order  and  discipline? 

ACC:  (Responds.) 

154.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  2,  3r5j  7,  9, 10,  and  15 
was  of  a  nature  to  bring  discredit  upon  the  armed  forces? 

ACC:  (Responds.) 

154A.  MJ:  Do  you  admit,  then,  that  at  or  near  COS  Hammer,  Iraq,  between  on  or  about  14  February 
2010  and  on  or  about  21  February  2010,  you  had  unauthorized  possession  of  a  video  file  named  “12 
JUL  07  CZ  ENGAGEMENT  ZONE  30  GC  Anyone.avi”? 

ACC:  (Responds) 

154B.  MJ:  Do  you  admit  that  you  willfully  communicated  the  video  identified  in  Specification  2  of 
Charge  II  to  a  person  not  entitled  to  receive  it? 

ACC:  (Responds) 

154C.  MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  to  the  prejudice  of  good 
order  and  discipline  in  the  armed  forces? 

ACC:  (Responds) 

154E.  MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  of  a  nature  to  bring 
discredit  upon  the  armed  forces? 

ACC:  (Responds) 


SPECIFICATIONS  3  AN&45  OF  CHARGE  II 


MJ:  Now  let’s  talk  about  Specifications  3  and  15  of  Charge  II.  Specifications  3  and  15  deal  with 
classified  memoranda  produced  by  a  United  States  government  intelligence  agency  and  a  United 
States  Army  intelligence  organization.  You  were  in  the  Army  between  14  February  2010  and  21 
February  2010? 


ACC:  (Responds) 

MJ:  Where  were  you  living  during  this  time? 

ACC:  (Responds.) 
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63.  MJ:  Are  you  familiar  with  the  charged  documents  in  Specifications  3  and  15  of  Charge  II? 

ACC:  (Responds.) 

63A.  These  memoranda  have  been  marked  AE _ ,  and  identified  at  Bates  Numbers  00378084- 

00378090.  Have  you  reviewed  the  material  marked  as  AE _ ,  and  identified  at  Bates  Numbers 

00378084-00378090? 

ACC:  (Responds.) 

63B.  Do  you  have  any  questions  about  the  material  to  which  Specification  3  relates? 

ACC:  (Responds.) 

64.  MJ:  Without  stating  the  exact  intelligence  organizations  that  produced  these  documents  or  stating 
the  content  of  the  documents,  how  are  you  familiar  with  them? 

ACC:  (Responds.) 

65.  MJ:  Did  you  look  at  the  memoranda  in  Specifications  3  and  15  when  yon-were-in  frag? 

ACC:  (Responds.) 

66.  MJ:  Where  in  Iraq  were  you  when  you  saw  the  memoranda  in  Specification  3? 

ACC:  (Responds.) 

64A.  Where  were  the  Memoranda  stored  when  you  accessed  them? 

ACC:  (Responds.) 

67.  MJ:  How  many  memoranda  are  charged  in  Specification  3? 

ACC:  (Responds.) 

68.  MJ:  Do  you  agree  that  there  is  more  than  one  classified  memorandum  charged  in  Specification  3? 

ACC:  (Responds.) 

69.  MJ:-  Where  in  Iraq  were  you  when  you  saw  the  memorandum  in  Specification  15? 

ACC;  (Responds.) 

70.  MJ:  Did  you  ever  take  a  copy  of  the  memoranda  in  Specifications  3  and  15  out  of  the  T-SCIF? 

ACC:  (Responds.) 

70 A.  What  is  a  T-SCIF? 

ACC:  (Responds.) 

71.  MJ:  When  did  you  take  a  copy  of  the  memoranda  in  Specifications  3  and  15  out  of  the  T-SCIF? 
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ACC:  (Responds.) 

71A.  How  did  you  take  the  memoranda? 

ACC:  (Responds.) 

7-2.  MJ:  Was  the  T-SCIF  at  or  near  Contingency  Operating  Station  Hammer,  Iraq? 

ACC:  -(Responds.) 

73.  MJ:  Did  you  have  authorization  to  the  take  a  copy  of  the  memoranda  in  Specifications  3  and  15 
out  of  the  T-SCIF  for  an  official  purpose? 

ACC:  (Responds.) 

74.  MJ:  What  did  you  do  with  memoranda  charged  in  Specifications  3  and  15  when  you  took  them 
out  of  the  T-SCIF? 

ACC:  (Responds.) 

75.  MJ:  Did  you  ever  communicate  a  copy  of  the  memoranda  charged  in  Specifications  3  and  15  to  a 
person  not  entitled  to  receive  them? 

ACC:  (Responds.) 

76.  MJ:  Who  did  you  communicate  the  memoranda  charged  in  Specifications  3  and  15  to? 

ACC:  (Responds.) 

77.  MJ:  When  did  you  communicate  a  copy  of  the  memoranda  charged  in  Specifications  3  and  15  to 
WikiLeaks? 

ACC:  (Responds.) 

78.  MJ:  How  did  you  know  that  WikiLeaks  was  not  entitled  to  receive  a  copy  of  the  memoranda 
charged  in  Specifications  3  and  15? 

ACC:  (Responds.) 

79.  MJ:  Were  the  memoranda  charged  in  Specification  3  and  15  classified  at  the  time  you  sent  them 
to  WikiLeaks? 

ACC:  (Responds.) 

80.  MJ:  How  do  you  know  that  the  memoranda  charged  in  Specification  3  and  15  were  classified  at 
the  time  that  you  sent  them  to  WikiLeaks? 

ACC:  (Responds.) 

80A.  As  far  as  you  knew  at  the  time  you  communicated  the  memoranda,  was  WikiLeaks  an  authorized 
recipient  of  classified  information. 
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ACC:  (Responds.) 

80B.  As  I  recited  earlier:  An  act  is  done  “willfully”  if  it  is  done  voluntarily  and  intentionally  with  the 
specific  intent  to  do  something  the  law  forbids,  that  is,  with  a  bad  purpose  to  disobey  or  disregard  the 
law.  Do  you  understand  this  definition? 

ACC:  (Responds.) 


80C.  Do  you  believe  that  definition  adequately  describes  your  communication  of  the  memoranda? 

ACC:  (Responds.) 

80D.  Am  I  correct  in  understanding  that  you  intended  to  communicate  the  memoranda  to 
WikiLeaks? 

ACC:  (Responds.) 

80E.  And  did  you  do  so  voluntarily? 

ACC:  (Responds.) 

80F.  How  did  you  communicate  them? 

ACC:  (Responds.) 

81.  MJ:  Did  anyone  tell  you  that  you  had  authorization  to  send  a  copy  of  the  memoranda  charged  in 
Specifications  3  and  15  to  WikiLeaks. 

ACC:  (Responds.) 

82.  MJ:  Were  you  sending  a  copy  of  the  memoranda  charged  in  Specifications  3  and  15  to  WikiLeaks 
for  some  official  purpose? 

ACC:  (Responds.) 

83.  MJ:  Do  you  believe  you  had  received  any  authorization  to  send  a  copy  of  the  memoranda  charged 
in  Specifications  3  and  15  to  WikiLeaks? 

ACC:  (Responds.) 


charged  in  Specifications  3  and -15-to  a-person  not  entitled  to  receive  them? 

A€€:  (Responds.) 

152.  MJ:  Now  with  regards  to  Specifications  2;  3,  5,  7,  9, 10,  and  15  do  you  admit  that  your  conduct 
was  to  the  prejudice  of  good  order  and  discipline  in  the  armed  forces  or  of  a  nature  to  bring  discredit 
upon  the  armed  forces? 

ACC:  (Responds.) 
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153.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  2*  3.  5,  7,  9, 10,  and  15 
was  prejudicial  to  good  order  and  discipline? 

ACC:  (Responds.) 

154.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications^  3.  5,  7.  9, 10.  and  15 
was  of  a  nature  to  bring  discredit  upon  the  armed  forces? 

ACC:  (Responds.) 

154A.  MJ:  Do  you  admit,  then,  that  at  or  near  COS  Hammer,  Iraq,  between  on  or  about  17  March 
2010  and  on  or  about  22  March  2010,  you  had  unauthorized  possession  of  a  more  than  one  classified 
memorandum  produced  by  a  United  States  government  intelligence  agency? 

ACC:  (Responds) 

154B.  MJ:  Do  you  admit  that  you  willfully  communicated  the  memorandums  identified  in 
Specification  3  of  Charge  II  to  a  person  not  entitled  to  receive  them? 

ACC:  (Responds) 

154C.MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  to  the  prejudice  of  good 
order  and  discipline  in  the  armed  forces? 

ACC:  (Responds) 

155D.  MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  of  a  nature  to  bring 
discredit  upon  the  armed  forces? 

ACC:  (Responds) 


SPECIFICATIONS  3-ANP  15  OF  CHARGE  II 


MJ:  Now  let’s  talk  about  Specifications  3  and  15  of  Charge  II.  Specifications  3  and  15  deal  with 
classified  record  memoranda  produced  by  a  United  States  government  intelligence  agency  and-a 
United  States  Army  intelligence  organization.  You  were  in  the  Army  between  14  February  2010  and 
21  February  2010? 

ACC:  (Responds) 

MJ:  Where  were  you  living  during  this  time? 


63.  MJ:  Are  you  familiar  with  the  charged  documents  in  Specifications  3  and  15  of  Charge  II? 

ACC:  (Responds.) 
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63A.  This  record  has  been  marked  AE _ ,  and  identified  at  Bates  Numbers  00378091-00378122. 

Have  you  reviewed  the  material  marked  as  AE _ ,  and  identified  at  Bates  Numbers  00378091- 

00378122? 


ACC:  (Responds.) 

63B.  Do  you  have  any  questions  about  the  material  to  which  Specification  15  relates? 

ACC:  (Responds.) 

64.  MJ:  Without  stating  the  exact  intelligence  organizations  that  produced  these  documents  or  stating 
the  content  of  the  documents,  how  are  you  familiar  with  them? 

ACC:  (Responds.) 


ACC:  (Responds.) 

66. -  MJ:-  Where  in  Iraq  were  you  when  you  saw  the  memoranda  in  Specification  3? 

ACC:  (Responds.) 

67.  MJ:  How  many  memoranda  are  charged  in  Specification  3? 

ACC:  (Responds.) 

68.  MJ:  Do  you  agree  that  there  is  more  than  one  classified  memorandum  charged  in  Specification -3? 

ACC:  {Responds.-) 

69.  MJ:  Where  in  Iraq  were  you  when  you  saw  the  record  memoranda  in  Specification  15? 

ACC:  (Responds^) 

64A.  Where  were  the  records  stored  when  you  accessed  them? 

70.  MJ:  Did  you  ever  take  a  copy  of  the  record  memoranda  in  Specifications-3-aad  15  out  of  the  T- 
SCIF? 


ACC:  (Responds.) 

70A.  What  is  a  T-SCIF? 

ACC:  (Responds.) 

71.  MJ:  When  did  you  take  a  copy  of  the  record  memoranda  in  Specifications  3  and  15  out  of  the  T- 
SCIF? 


ACC:  (Responds.) 

71  A.  How  did  you  take  it? 
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ACC:  (Responds.) 

33,  MJ:  Was  the  T-SCIF  nt 


Contingency  Operating  Station  Hammer,  Iraq' 


ACC:  (Responds.) 

73.  MJ:  Did  you  have  authorization  to  the  take  a  copy  of  the  record  memoranda  in  Specifications  3 
and  15  out  of  the  T-SCIF  for  an  official  purpose? 

ACC:  (Responds.) 

74.  MJ:  What  did  you  do  with  record  memoranda  charged  in  Specifications  3  and  15  when  you  took 
them  out  of  the  T-SCIF? 

ACC:  (Responds.) 

75.  MJ:  Did  you  ever  communicate  a  copy  of  the  record  memoranda  charged  in  Specifications  3  and 
15  to  a  person  not  entitled  to  receive  them? 

ACC:  (Responds.) 

76.  MJ:  Who  did  you  communicate  the  record  memoranda  charged  in  Specifications  3  and  15  to? 

ACC:  (Responds.) 

77.  MJ:  When  did  you  communicate  a  copy  of  the  record  memoranda  charged  in  Specifications  3  and 
15  to  WikiLeaks? 

ACC:  (Responds.) 

78.  MJ:  How  did  you  know  that  WikiLeaks  was  not  entitled  to  receive  a  copy  of  the  record 
memoranda  charged  in  Specifications  3  and  15? 

ACC:  (Responds.) 

79.  MJ:  Were  the  record  memoranda  charged  in  Specification  3  and  15  classified  at  the  time  you  sent 
them  to  WikiLeaks? 

ACC:  (Responds.) 

80.  MJ:  How  do  you  know  that  the  record  memoranda  charged  in  Specification  3  and  15  were 
classified  at  the  time  that  you  sent  them  to  WikiLeaks? 

ACC:  (Responds.) 

80 A.  As  far  as  you  knew  at  the  time  you  communicated  the  records,  was  WikiLeaks  an  authorized 
recipient  of  classified  information. 

ACC:  (Responds.) 
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80B.  As  I  recited  earlier:  An  act  is  done  “willfully”  if  it  is  done  voluntarily  and  intentionally  with  the 
specific  intent  to  do  something  the  law  forbids,  that  is,  with  a  bad  purpose  to  disobey  or  disregard  the 
law.  Do  you  understand  this  definition? 

ACC:  (Responds.) 

80C.  Do  you  believe  that  definition  adequately  describes  your  communication  of  the  records? 

ACC:  (Responds.) 

80D.  Am  I  correct  in  understanding  that  you  intended  to  communicate  the  records  to  WikiLeaks? 

ACC:  (Responds.) 

80E.  And  did  you  do  so  voluntarily? 

ACC:  (Responds.) 

80F.  When  did  you  decide  to  communicate  the  records? 

ACC:  (Responds.) 

80G.  How  did  you  communicate  it? 

ACC:  (Responds.) 

81.  MJ:  Did  anyone  tell  you  that  you  had  authorization  to  send  a  copy  of  the  record  memoranda 
charged  in  Specifications  3  and  15  to  WikiLeaks. 

ACC:  (Responds.) 

82.  MJ:  Were  you  sending  a  copy  of  the  record  memoranda  charged  in  Specifications  3  and  15  to 
WikiLeaks  for  some  official  purpose? 

ACC:  (Responds.) 

83.  MJ:  Do  you  believe  you  had  any  authorization  to  send  a  copy  of  the  record  memoranda  charged 
in  Specifications  3  and  15  to  WikiLeaks? 

ACC:  (Responds.) 

84.  MJ:  So  there  is  no  doubt  in  yoHr  mind  that  you  willfully  communicated  the  classified  record 

memoranda  charged  in  Specifications  3  and  15  to  a  person  not  entitled  to  receive  them? 

ACC:  (Responds.) 

152.  MJ:  Now  with  regards  to  Specifications  2,  3,  5,  7,  9,  10,  and  15  do  you  admit  that  your  conduct 
was  to  the  prejudice  of  good  order  and  discipline  in  the  armed  forces  or  of  a  nature  to  bring  discredit 
upon  the  armed  forces? 

ACC:  (Responds.) 
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153.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  2,  3,  5,  7,  9,  10,  and  15 
was  prejudicial  to  good  order  and  discipline? 

ACC:  (Responds.) 

154.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  2,  3,  5,  7,  9,  10,  and  15 
was  of  a  nature  to  bring  discredit  upon  the  armed  forces? 

ACC:  (Responds.) 

154A.  MJ:  Do  you  admit,  then,  that  at  or  near  COS  Hammer,  Iraq,  on  or  about  8  March  2010,  you 
had  unauthorized  possession  of  a  classified  record  produced  by  a  United  States  Army  intelligence 
organization? 

ACC:  (Responds) 

154B.  MJ:  Do  you  admit  that  you  willfully  communicated  the  record  identified  in  Specification  15  of 
Charge  II  to  a  person  not  entitled  to  receive  it? 

ACC:  (Responds) 

154C.  MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  to  the  prejudice  of  good 
order  and  discipline  in  the  armed  forces? 

ACC:  (Responds) 

154D.  MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  of  a  nature  to  bring 
discredit  upon  the  armed  forces? 

ACC:  (Responds) 


SPECIFICATIONS  5  AND-?  OF  CHARGE  II 


MJ:  Now  let’s  talk  about  Specifications  5  and  7  of  Charge  II.  Specifications  5  and  7  deal  with 
classified  records  from  the  Combined  Information  Data  Network  Exchange  Iraq  and  Afghanistan 
database.  You  were  in  the  Army  between  14  February  2010  and  21  February  2010? 

ACC:  (Responds) 

MJ:  Where  were  you  living  during  this  time? 

85.  MJ:  Are  you  familiar  with  the  charged  documents  in  Specifications  5  and  7  of  Charge  II? 

ACC:  (Responds.) 

85A.  These  records  have  been  marked  AE _ ,  and  identified  at  Bates  Numbers  00377912-00377919; 

00377921-00377938;  00377940-00377949;  00377952-00377958;  00377960-00377962;  00377965- 
00377980;  00377983-00377986;  00377988-00378013;  00378016-00378026.  Have  you  reviewed  the 
material  marked  as  AE _ ,  and  identified  at  Bates  Numbers  00377912-00377919;  00377921-00377938; 
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00377940-00377949;  00377952-00377958;  00377960-00377962;  00377965-00377980;  00377983- 
00377986;  00377988-00378013;  00378016-00378026? 

ACC:  (Responds.) 

87B.  Do  you  have  any  questions  about  the  material  to  which  Specification  5  relates? 

ACC:  (Responds.) 

86.  MJ:  What  are  the  charged  documents  in  Specification  5  and  7  of  Charge  II? 

ACC:  (Responds.) 

87.  MJ:  How  are  you  familiar  with  SIGACTs  charged  in  Specification  5  and  7? 

ACC:  (Responds.) 

88.  MJ:  How  many  SIGACTs  are  charged  in  Specification  5? 

ACC:  (Responds.) 

89.  MJ:  Do  you  agree  that  more  than  twenty  (20)  SIGACTs  are  charged  in  Specification  5? 

ACC:  (Responds.) 

90.  MJ:  How  many  SIGACTs  are  charged  in  Specification  7? 

ACC:  (Responds.) 

91.  MJ:  Do  you  agree  that  more  than  twenty  (20)  SIGACTs  arc  charged  in  Specification  7? 

ACC  i  (Responds.) 

92.  MJ:  Where  in  Iraq  were  you  when  you  saw  the  SIGACTs  charged  in  Specifications  5  and  7? 

ACC:  (Responds.) 

89A.  Where  were  the  records  stored  when  you  accessed  them? 

ACC:  (Responds.) 

93.  MJ:  Did  you  ever  take  a  copy  of  the  SIGACTs  charged  in  Specifications  5  and  7  out  of  the  T- 
SCIF? 

ACC:  (Responds.) 

93 A.  What  is  a  T-SCIF? 

ACC:  (Responds.) 

94.  MJ:  When  did  you  take  a  copy  of  the  SIGACTS  charged  in  Specifications  5  and  7  out  of  the  T- 
SCIF? 
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ACC:  (Responds.) 

94A.  How  did  you  take  the  records? 

ACC:  (Responds.) 

95.  MJ:  Was  the  T-SCIF  at  or  near  Contingency  Operating  Station  Hammer,  Iraq? 

ACC;  (Responds.) 

96.  MJ:  Did  you  have  authorization  to  the  take  a  copy  of  the  SIGACTs  charged  in  Specifications  5 
and  7  out  of  the  T-SCIF  for  an  official  purpose? 

ACC:  (Responds.) 

97.  MJ:  What  did  you  do  with  the  SIGACTs  charged  in  Specifications  5  and  7  when  you  took  them 
out  of  the  T-SCIF? 

ACC:  (Responds.) 

98.  MJ:  Did  you  ever  communicate  a  copy  of  the  SIGACTS  charged  in  Specifications  5  and  7  to  a 
person  not  entitled  to  receive  them? 

ACC:  (Responds.) 

99.  MJ:  Who  did  you  communicate  the  charged  SIGACTS  in  Specifications  5  and-7  to? 

ACC:  (Responds.) 

100.  MJ:  When  did  you  communicate  a  copy  of  the  SIGACTs  charged  in  Specifications  5  and  7  to 
WikiLeaks? 

ACC:  (Responds.) 

101.  MJ:  How  did  you  know  that  WikiLeaks  was  not  entitled  to  receive  a  copy  of  the  SIGACTS 
charged  in  Specifications  5  and  7? 

ACC:  (Responds.) 

102.  MJ:  Were  the  SIGACTs  charged  in  Specification  5  and  7  classified  at  the  time  you  sent  them  to 
WikiLeaks? 

ACC:  (Responds.) 

103.  MJ:  How  do  you  know  that  the  SIGACTS  charged  in  Specifications  5  and  7  were  classified  at 
the  time  that  you  sent  them  to  WikiLeaks? 


ACC:  (Responds.) 

103A.  As  far  as  you  knew  at  the  time  you  communicated  the  records,  was  WikiLeaks  an  authorized 
recipient  of  classified  information. 
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ACC:  (Responds.) 

103B.  As  I  recited  earlier:  An  act  is  done  “willfully”  if  it  is  done  voluntarily  and  intentionally  with  the 
specific  intent  to  do  something  the  law  forbids,  that  is,  with  a  bad  purpose  to  disobey  or  disregard  the 
law.  Do  you  understand  this  definition? 

ACC:  (Responds.) 

103C.  Do  you  believe  that  definition  adequately  describes  your  communication  of  the  records? 

ACC:  (Responds.) 

103D.  Am  I  correct  in  understanding  that  you  intended  to  communicate  the  records  to  WikiLeaks? 

ACC:  (Responds.) 

103E.  And  did  you  do  so  voluntarily? 

ACC:  (Responds.) 

I03F.  How  did  you  communicate  it? 

ACC:  (Responds.) 

104.  MJ:  Did  anyone  tell  you  that  you  had  authorization  to  send  a  copy  of  the  SIGACTs  charged  in 
Specifications  5  and  7  to  WikiLeaks. 

ACC:  (Responds.) 

105.  MJ:  Were  you  sending  a  copy  of  the  SIGACTs  charged  in  Specifications  5  and  7  to  WikiLeaks 
for  some  official  purpose? 

ACC:  (Responds.) 

106.  MJ:  Do  you  believe  you  had  received  any  authorization  to  send  a  copy  of  the  SIGACTs  charged 
in  Specifications  5  and  7  to  WikiLeaks? 

ACC:  (Responds.) 


107.  MJ:  So  there  is  no  doubt  in  your  mind  that  you  willfully  communicated  the  classified  SIGACTs 


ACC:  -(Responds^ 

152.  MJ:  Now  with  regards  to  Specifications  2^  5,  7,  9, 10,  and  15  do  you  admit  that  your  conduct 
was  to  the  prejudice  of  good  order  and  discipline  in  the  armed  forces  or  of  a  nature  to  bring  discredit 
upon  the  armed  forces? 

ACC:  (Responds.) 

153.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  2,  3,  5,  7,  9, 10,  and  15 
was  prejudicial  to  good  order  and  discipline? 
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154.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications-2r-^-5,  7,  9, 10,  and  15 
was  of  a  nature  to  bring  discredit  upon  the  armed  forces? 

ACC:  (Responds.) 

154A.  MJ:  Do  you  admit,  then,  that  at  or  near  COS  Hammer,  Iraq,  between  on  or  about  5  January 
2010  and  on  or  about  3  February  2010,  you  had  unauthorized  possession  of  more  than  20  classified 
records  from  the  Combined  Information  Data  Network  Exchange  Iraq  database? 

ACC:  (Responds) 

154B.  MJ:  Do  you  admit  that  you  willfully  communicated  the  records  identified  in  Specification  5  of 
Charge  II  to  a  person  not  entitled  to  receive  them? 

ACC:  (Responds) 

154C.  MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  to  the  prejudice  of  good 
order  and  discipline  in  the  armed  forces? 

ACC:  (Responds) 

154D.  MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  of  a  nature  to  bring 
discredit  upon  the  armed  forces? 

ACC:  (Responds) 


SPECIFICATIONS  5  AND  7  OF  CHARGE  II 

MJ:  Now  let’s  talk  about  Specifications  5  and  7  of  Charge  II.  Specifications  5  and  7  deal  with 
classified  records  from  the  Combined  Information  Data  Network  Exchange  Iraq  and  Afghanistan 
database.  You  were  in  the  Army  between  14  February  2010  and  21  February  2010? 

ACC:  (Responds) 

MJ:  Where  were  you  living  during  this  time? 

85.  MJ:  Are  you  familiar  with  the  charged  documents  in  Specifications  5  and  7  of  Charge  II? 

ACC:  (Responds.) 

85A.  These  records  have  been  marked  AE _ ,  and  identified  at  bates  Numbers  00377846-00377846; 

00377849-00377856;  00377860-00377871;  00377874-00377883;  00377886-00377910.  Have  you 

reviewed  the  material  marked  as  AE _ ,  and  identified  at  Bates  Numbers  00377846-00377846; 

00377849-00377856;  00377860-00377871;  00377874-00377883;  00377886-00377910? 


ACC:  (Responds.) 

85B.  Do  you  have  any  questions  about  the  material  to  which  Specification  7  relates? 
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ACC:  (Responds.) 

86.  MJ:  What  are  the  charged  documents  in  Specification  5  and  7  of  Charge  II? 

ACC:  (Responds.) 

87.  MJ:  How  are  you  familiar  with  SIGACTs  charged  in  Specification  5-an4  7? 

ACC:  (Responds.) 


ACC:  (Responds.) 


89;  MJ:-  Do  you  agree  that  more  than  twenty  (20)  SIGACTs  are  charged  in  Specification  52 


90.  MJ:  How  many  SIGACTs  are  charged  in  Specification  7? 

ACC:  (Responds.) 

91.  MJ:  Do  you  agree  that  more  than  twenty  (20)  SIGACTs  are  charged  in  Specification  7? 
ACC:  (Responds.) 

92.  MJ:  Where  in- Iraq  were  vou  when  vou-saw  the  SIGACTs  charged  in^Specifientions  5  and  7? 

ACC:  (Responds-) 

91A.  Where  were  the  records  stored  when  you  accessed  them? 

ACC:  (Responds.) 

93.  MJ:  Did  you  ever  take  a  copy  of  the  SIGACTs  charged  in  Specifications  5  and  7  out  of  the  T- 
SCIF? 


ACC:  (Responds.) 

93A.  What  is  a  T-SCIF? 

ACC:  (Responds.) 

94.  MJ:  When  did  you  take  a  copy  of  the  SIGACTS  charged  in  Specifications  5  and  7  out  of  the  T- 
SCIF? 


ACC:  (Responds.) 

94A.  How  did  you  take  the  records? 

ACC:  (Responds.) 
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95.  MJ:  Was  the  T-SCIF  at  or  near  Contingency  Operating  Station  Hammer,  Iraq? 

ACC:  (Responds.) 

96.  MJ:  Did  you  have  authorization  to  the  take  a  copy  of  the  SIGACTs  charged  in  Specifications  f 
and  7  out  of  the  T-SCIF  for  an  official  purpose? 

ACC:  (Responds.) 

97.  MJ:  What  did  you  do  with  the  SIGACTs  charged  in  Specifications  5  and  7  when  you  took  them 
out  of  the  T-SCIF? 

ACC:  (Responds.) 

98.  MJ:  Did  you  ever  communicate  a  copy  of  the  SIGACTS  charged  in  Specifications^-and  7  to  a 
person  not  entitled  to  receive  them? 

ACC:  (Responds.) 

99.  MJ:  Who  did  you  communicate  the  charged  SIGACTS  in  Specifications  5  and  7  to? 

ACC:  (Responds.) 

100.  MJ:  When  did  you  communicate  a  copy  of  the  SIGACTs  charged  in  Specifications  5  and  7  to 
WikiLeaks? 

ACC:  (Responds.) 

101.  MJ:  How  did  you  know  that  WikiLeaks  was  not  entitled  to  receive  a  copy  of  the  SIGACTS 
charged  in  Specifications  5  and  7? 

ACC:  (Responds.) 

102.  MJ:  Were  the  SIGACTs  charged  in  Specification  5  and  7  classified  at  the  time  you  sent  them  to 
WikiLeaks? 

ACC:  (Responds.) 

103.  MJ:  How  do  you  know  that  the  SIGACTS  charged  in  Specifications  5 -and  7  were  classified  at 
the  time  that  you  sent  them  to  WikiLeaks? 

ACC:  (Responds.) 

103A.  As  far  as  you  knew  at  the  time  you  communicated  the  records,  was  WikiLeaks  an  authorized 
recipient  of  classified  information. 

ACC:  (Responds.) 

103B.  As  I  recited  earlier:  An  act  is  done  “willfully”  if  it  is  done  voluntarily  and  intentionally  with  the 
specific  intent  to  do  something  the  law  forbids,  that  is,  with  a  bad  purpose  to  disobey  or  disregard  the 
law.  Do  you  understand  this  definition? 


Page  25  of  55 


ACC:  (Responds.) 

103C.  Do  you  believe  that  definition  adequately  describes  your  communication  of  the  records? 

ACC:  (Responds.) 

103D.  Am  1  correct  in  understanding  that  you  intended  to  communicate  the  records  to  WikiLeaks? 

ACC:  (Responds.) 

103E.  And  did  you  do  so  voluntarily? 

ACC:  (Responds.) 

103F.  When  did  you  decide  to  communicate  the  records? 

ACC:  (Responds.) 

104.  MJ:  Did  anyone  tell  you  that  you  had  authorization  to  send  a  copy  of  the  SIGACTs  charged  in 
Specifications  5  and  7  to  WikiLeaks. 

ACC:  (Responds.) 

105.  MJ:  Were  you  sending  a  copy  of  the  SIGACTs  charged  in  Specifications  5  and  7  to  WikiLeaks 
for  some  official  purpose? 

ACC:  (Responds.) 

106.  MJ:  Do  you  believe  you  had  any  authorization  to  send  a  copy  of  the  SIGACTs  charged  in 
Specifications  5  and  7  to  WikiLeaks? 

ACC:  (Responds.) 

107.  MJ:  So  there  is  no  doubt  in  your  mind  that  you  willfully  communicated  the  classified  SIGACTs 
charged  in  Specifications  5  and  7  to  a  person  not  entitled  to  receive  them? 

ACC:  (Responds.) 

152.  MJ:  Now  with  regards  to  Specifications  2,  3,  5,  7,  9,  10,  and  15  do  you  admit  that  your  conduct 
was  to  the  prejudice  of  good  order  and  discipline  in  the  armed  forces  or  of  a  nature  to  bring  discredit 
upon  the  armed  forces? 

ACC:  (Responds.) 

153.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  2,  3,  5,  7,  9, 10,  and  15 
was  prejudicial  to  good  order  and  discipline? 


ACC:  (Responds.) 

154.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  2,  3,-5,  7,  9, 10,  and  15 
was  of  a  nature  to  bring  discredit  upon  the  armed  forces? 
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ACC:  (Responds.) 

154A.  MJ:  Do  you  admit,  then,  that  at  or  near  COS  Hammer,  Iraq,  between  on  or  about  5  January 
2010  and  on  or  about  3  February  2010,  you  had  unauthorized  possession  of  more  than  20  classified 
records  from  the  Combined  Information  Data  Network  Exchange  Afghanistan  database? 

ACC:  (Responds) 

154B.  MJ:  Do  you  admit  that  you  willfully  communicated  the  records  identified  in  Specification  7  of 
Charge  II  to  a  person  not  entitled  to  receive  them? 

ACC:  (Responds) 

154C.  MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  to  the  prejudice  of  good 
order  and  discipline  in  the  armed  forces? 

ACC:  (Responds) 

154D.  MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  of  a  nature  to  bring 
discredit  upon  the  armed  forces? 

ACC:  (Responds) 


SPECIFICATION  9  OF  CHARGE  II 


MJ:  Now  let’s  talk  about  Specification  9  of  Charge  II.  Specifications  9  deals  with  more  than  three 
classified  records  from  a  United  States  Southern  Command  database.  You  were  in  the  Army  between 
14  February  2010  and  21  February  2010? 

ACC:  (Responds) 

MJ:  Where  were  you  living  during  this  time? 

108.  MJ:  Are  you  familiar  with  the  charged  documents  in  Specification  9? 

ACC:  (Responds.) 

108 A.  These  documents  have  been  marked  AE _ and  identified  at  Bates  Numbers  00378123- 

00378140.  Have  you  reviewed  the  material  marked  as  AE _ ,  and  identified  at  Bates  Numbers 

00378123-00378140? 

ACC:  (Responds.) 

108B.  Do  you  have  any  questions  about  the  material  to  which  Specification  9  relates? 

ACC:  (Responds.) 

109.  MJ:  How  are  you  familiar  with  charged  documents  in  Specification  9? 

ACC:  (Responds.) 
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110.  MJ:  What  are  the  charged  documents  in  Specification  9? 

ACC:  (Responds.) 

111.  MJ:  How  many  documents  are  charged  in  Specification  9? 

ACC:  (Responds.) 

112.  MJ:  Do  you  agree  that  there  are  more  than  three  classified  records  charged  in  Specification  9? 

ACC:  (Responds.) 

113.  MJ:  Where  in  Iraq  were  you  when  you  saw  the  charged  documents  in  Specification  9? 

AGC:  (Responds.) 

112A.  Where  were  these  documents  stored  when  you  accessed  them? 

ACC:  (Responds.) 

114.  MJ:  Did  you  ever  take  a  copy  of  the  charged  documents  in  Specification  9  out  of  the  T-SCIF? 

ACC:  (Responds.) 

114A.  What  is  a  T-SCIF? 

ACC:  (Responds.) 

115.  MJ:  When  did  you  take  a  copy  of  the  charged  documents  in  Specification  9  out  of  the  T-SCIF? 

ACC:  (Responds.) 

115A.  How  did  you  take  the  records? 

ACC:  (Responds.) 

116.  MJ:  Was  the  T-SCIF  at  or  near  Contingency  Operating  Station  Hammer,  Iraq? 

ACC:  (Responds.) 

117.  MJ:  Did  you  have  authorization  to  the  take  a  copy  of  the  charged  documents  in  Specification  9 
out  of  the  T-SCIF  for  an  official  purpose? 

ACC:  (Responds.) 

118.  MJ:  What  did  you  do  with  the  charged  documents  in  Specification  9  when  you  took  them  out  of 
the  T-SCIF? 


ACC:  (Responds.) 

119.  MJ:  Did  you  ever  communicate  a  copy  of  the  charged  documents  in  Specification  9  to  a  person 
not  entitled  to  receive  them? 
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ACC:  (Responds.) 

120.  MJ:  Who  did  you  communicate  the  charged  documents  in  Specification  9  to? 

ACC:  (Responds.) 

121.  MJ:  When  did  you  communicate  a  copy  of  the  charged  documents  in  Specification  9  to 
WikiLeaks? 

ACC:  (Responds.) 

122.  MJ:  How  did  you  know  that  WikiLeaks  was  not  entitled  to  receive  a  copy  of  the  charged 
documents  in  Specification  9? 

ACC:  (Responds.) 

123.  MJ:  Were  the  documents  charged  in  Specification  9  classified  at  the  time  you  sent  them  to 
WikiLeaks? 

ACC:  (Responds.) 

124.  MJ:  How  do  you  know  that  the  documents  charged  in  Specification  9  were  classified  at  the  time 
that  you  sent  them  to  WikiLeaks? 

ACC:  (Responds.) 

124A.  As  far  as  you  knew  at  the  time  you  communicated  the  records,  was  WikiLeaks  an  authorized 
recipient  of  classified  information. 

ACC:  (Responds.) 

124B.  As  I  recited  earlier:  An  act  is  done  “willfully”  if  it  is  done  voluntarily  and  intentionally  with  the 
specific  intent  to  do  something  the  law  forbids,  that  is,  with  a  bad  purpose  to  disobey  or  disregard  the 
law.  Do  you  understand  this  definition? 

ACC:  (Responds.) 

124C.  Do  you  believe  that  definition  adequately  describes  your  communication  of  the  records? 

ACC:  (Responds.) 

124D.  Am  1  correct  in  understanding  that  you  intended  to  communicate  the  records  to  WikiLeaks? 

ACC:  (Responds.) 

124E.  And  did  you  do  so  voluntarily? 

ACC:  (Responds.) 

124F.  When  did  you  decide  to  communicate  the  records? 

ACC:  (Responds.) 
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124G.  How  did  you  communicate  it? 

ACC:  (Responds.) 

125.  MJ:  Did  anyone  tell  you  that  you  had  authorization  to  send  a  copy  of  the  documents  charged  in 
Specification  9  to  WikiLeaks. 

ACC:  (Responds.) 

126.  MJ:  Were  you  sending  a  copy  of  the  documents  charged  in  Specification  9  to  WikiLeaks  for 
some  official  purpose? 

ACC:  (Responds.) 

127.  MJ:  Do  you  believe  you  had  received  any  authorization  to  send  a  copy  of  the  documents  charged 
in  Specification  9  to  WikiLeaks? 

ACC:  (Responds.) 

128.  MJ:  So  there  is  no  doubt  in  your  mind  that  you  willfully  communicated  the  classified  documents 
charged  in  Specification  9  to  a  person  not  entitled  to  receive  them? 

ACC:  (Responds.) 

152.  MJ:  Now  with  regards  to  Specifications  2,  3,  5,  7-j  9, 10,  and  15  do  you  admit  that  your  conduct 
was  to  the  prejudice  of  good  order  and  discipline  in  the  armed  forces  or  of  a  nature  to  bring  discredit 
upon  the  armed  forces? 

ACC:  (Responds.) 

153.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  2,  3,  5,  7,  9, 10,  and  15 
was  prejudicial  to  good  order  and  discipline? 

ACC:  (Responds.) 

154.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  2,  3^5,  -7-,  9, 10,  and  15 
was  of  a  nature  to  bring  discredit  upon  the  armed  forces? 

ACC:  (Responds.) 

154A.  MJ:  Do  you  admit,  then,  that  at  or  near  COS  Hammer,  Iraq,  on  or  about  8  March  2010,  you 
had  unauthorized  possession  of  more  than  3  classified  records  from  a  United  States  Southern 
Command  database? 

ACC:  (Responds) 

154B.  MJ:  Do  you  admit  that  you  willfully  communicated  the  records  identified  in  Specification  9  of 
Charge  11  to  a  person  not  entitled  to  receive  them? 

ACC:  (Responds) 
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I54C.  MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  to  the  prejudice  of  good 
order  and  discipline  in  the  armed  forces? 

ACC:  (Responds) 

154D.  MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  of  a  nature  to  bring 
discredit  upon  the  armed  forces? 

ACC:  (Responds) 


SPECIFICATION  10  OF  CHARGE  II 

MJ:  Now  let’s  talk  about  Specification  10  of  Charge  II.  Specifications  10  deals  with  more  than  five 
classified  records  relating  to  a  military  operation  in  Farah  Province,  Afghanistan  occurring  on  or 
about  4  May  2009.  You  were  in  the  Army  between  14  February  2010  and  21  February  2010? 

ACC:  (Responds) 

MJ:  Where  were  you  living  during  this  time? 

129.  MJ:  Are  you  familiar  with  the  charged  documents  in  Specification  10? 

ACC:  (Responds.) 

129 A.  These  records  have  been  marked  AE _ and  identified  at  Bates  Numbers  00377425- 

00377492;  00377496-00377498;  00377627-00377637;  00377672-00377675;  00378029-00378083.  Have 

you  reviewed  the  material  marked  as  AE _ ,  and  identified  at  Bates  Numbers  00377425-00377492; 

00377496-00377498;  00377627-00377637;  00377672-00377675;  00378029-00378083? 

ACC:  (Responds.) 

129B.  Do  you  have  any  questions  about  the  material  to  which  Specification  10  relates? 

ACC:  (Responds.) 

130.  MJ:  How  are  you  familiar  with  charged  documents  in  Specification  10? 

ACC:  (Responds.) 

131.  MJ:  What  are  the  charged  documents  in  Specification  10? 

ACC:  (Responds.) 

132.  MJ:  When  was  the  first  time  that  you  saw  the  charged  documents  in  Specification  10? 


ACC:  (Responds.) 

133.  MJ:  How  many  documents  are  charged  in  Specification  10? 


Page  31  of  55 


r  * 

ACC:  (Responds.) 

134.  MJ:  Do  you  agree  that  there  are  more  than  five  (5)  classified  records  relating  to  a  military 
operation  in  Farah  Province,  Afghanistan  occurring  on  or  about  4  May  2009  in  Specification  10? 

ACC:  (Responds.) 

135.  MJ:  Where  in  Iraq  were  you  when  you  saw  the  charged  documents  in  Specification  10? 

ACC:  (Responds.) 

135A.  Where  were  these  documents  stored  when  you  accessed  them? 

ACC:  (Responds.) 

136.  MJ:  Did  you  ever  take  a  copy  of  the  charged  documents  in  Specification  10  out  of  the  T-SCIF? 

ACC:  (Responds.) 

136A.  What  is  a  T-SCIF? 

ACC:  (Responds.) 

137.  MJ:  When  did  you  take  a  copy  of  the  charged  documents  in  Specification  10  out  of  the  T-SCIF? 

ACC:  (Responds.) 

137 A.  How  did  you  take  the  records? 

ACC:  (Responds.) 

139.  MJ:  Was  the  T-SCIF  at  or  near  Contingency  Operating  Station  Hammer,  Iraq? 

ACC:  (Responds.) 

140.  MJ:  Did  you  have  authorization  to  the  take  a  copy  of  the  charged  documents  in  Specification  10 
out  of  the  T-SCIF  for  an  official  purpose? 

ACC:  (Responds.) 

141.  MJ:  What  did  you  do  with  the  charged  documents  in  Specification  10  when  you  took  them  out  of 
the  T-SCIF? 

ACC:  (Responds.) 

142.  MJ:  Did  you  ever  communicate  a  copy  of  the  documents  charged  in  Specification  10  to  a  person 
not  entitled  to  receive  them? 

ACC:  (Responds.) 

143.  MJ:  Who  did  you  communicate  the  charged  documents  in  Specification  10  to? 
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ACC:  (Responds.) 

144.  MJ:  When  did  you  communicate  a  copy  of  the  charged  documents  in  Specification  10  to 
WikiLeaks? 

ACC:  (Responds.) 

145.  MJ:  How  did  you  know  that  WikiLeaks  was  not  entitled  to  receive  a  copy  of  the  charged 
documents  in  Specification  10? 

ACC:  (Responds.) 

146.  MJ:  Were  the  documents  charged  in  Specification  10  classified  at  the  time  you  sent  them  to 
WikiLeaks? 

ACC:  (Responds.) 

147.  MJ:  How  do  you  know  that  the  documents  charged  in  Specification  10  were  classified  at  the  time 
that  you  sent  them  to  WikiLeaks? 

ACC:  (Responds.) 

147 A.  As  far  as  you  knew  at  the  time  you  communicated  the  records,  was  WikiLeaks  an  authorized 
recipient  of  classified  information. 

ACC:  (Responds.) 

147B.  As  I  recited  earlier:  An  act  is  done  “willfully”  if  it  is  done  voluntarily  and  intentionally  with  the 
specific  intent  to  do  something  the  law  forbids,  that  is,  with  a  bad  purpose  to  disobey  or  disregard  the 
law.  Do  you  understand  this  definition? 

ACC:  (Responds.) 

147C.  Do  you  believe  that  definition  adequately  describes  your  communication  of  the  records? 

ACC:  (Responds.) 

147D.  Am  I  correct  in  understanding  that  you  intended  to  communicate  the  records  to  WikiLeaks? 

ACC:  (Responds.) 

147E.  And  did  you  do  so  voluntarily? 

ACC:  (Responds.) 

147F.  When  did  you  decide  to  communicate  the  records? 

ACC:  (Responds.) 

147G.  How  did  you  communicate  it? 

ACC:  (Responds.) 
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148.  MJ:  Did  anyone  tell  you  that  you  had  authorization  to  send  a  copy  of  the  documents  charged  in 
Specification  10  to  WikiLeaks. 

ACC:  (Responds.) 

149.  MJ:  Were  you  sending  a  copy  of  the  documents  charged  in  Specification  10  to  WikiLeaks  for 
some  official  purpose? 

ACC:  (Responds.) 

150.  MJ:  Do  you  believe  you  had  any  authorization  to  send  a  copy  of  the  documents  charged  in 
Specification  10  to  WikiLeaks? 

ACC:  (Responds.) 

151.  MJ:  So  there  is  no  doubt  in  your  mind  that  you  willfully  communicated  the  classified  documents 
charged  in  Specification  10  to  a  person  not  entitled  to  receive  them? 

ACC:  (Responds.) 

152.  MJ:  Now  with  regards  to  Specifications  2, 3, 5,  7, 9, 10,  and-15  do  you  admit  that  your  conduct 
was  to  the  prejudice  of  good  order  and  discipline  in  the  armed  forces  or  of  a  nature  to  bring  discredit 
upon  the  armed  forces? 

ACC:  (Responds.) 

153.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  2,  3,  5,  7,  9, 10,  and  15 
was  prejudicial  to  good  order  and  discipline? 

ACC:  (Responds.) 

154.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  2,  3,-5$  7, 9-,  10,  and  15 
was  of  a  nature  to  bring  discredit  upon  the  armed  forces? 

ACC:  (Responds.) 

154A.  MJ:  Do  you  admit,  then,  that  at  or  near  COS  Hammer,  Iraq,  between  on  or  about  10  April 
2010  and  on  or  about  12  April  2010,  you  had  unauthorized  possession  of  more  than  5  classified  records 
relating  to  a  military  operation  in  Farah  Province,  Afghanistan  occurring  on  or  about  4  May  2009? 

ACC:  (Responds) 

154B.  MJ:  Do  you  admit  that  you  willfully  communicated  the  records  identified  in  Specification  10  of 
Charge  II  to  a  person  not  entitled  to  receive  them? 

ACC:  (Responds) 

154C.  MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  to  the  prejudice  of  good 
order  and  discipline  in  the  armed  forces? 

ACC:  (Responds) 
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154D.  MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  of  a  nature  to  bring 
discredit  upon  the  armed  forces? 

ACC:  (Responds) 


SPECIFICATIONS  2.  3.  5, -7,  9,  10,  AND  15  OF  CHARGE  II 


152.  MJ:  Now  with  regards  to  Specifications  2,  3,  5,  7,  9,-1-Q,  and  15  do  you  admit  that  your  conduct 

was  to  the-prejudice  of-good  order  and  discipline  in  the  armed  forc-es-or-of  a  nature  to  bring-discredit 


ACC:  (Responds.) 


153;  MJ-:  Tell  me  why  you  believe  your  conduct  with  regard; 


to  Specifications  2,  3,  5,  7,  9, 10,  and  15 


ACC:  (Responds.) 

154.  MJ:  Tell  me  w  hy  you  believe  your  conduct  with-regnrds  to  Specifications  2,  3,  5,  7,  9r  10,  and  15 

was  of  a  nature  to  bring  discredit  upon-the- armed  forces? 


ACC:  (Responds.) 

155.  MJ:  Do  you  admit  that  at  or  near  Contingency  Operating-Station  Hammer,  Ira% 


- SPECIFICATION  2:  between  on  or  about  14  February  2010  and  21  February'  2010;  you, 

without  authorization,  had  possession  of,  aceess-te,  or-control  over:  a  video  file  named-- 12  JUL  07  C-Z 

ENGAGEMENT  ZONE  30  GC  Anyone.avi”; 

- SPECIFICATION  3:  between  on  or  about  17  March-2910  and  22  March  2010;  you,  without 

authorization,  had  possession  of,  access  to,  or  control  over:  more  than  one  classified  memorandum 

produced  by  a  United  States  government  intelligence  agenc-yf 

— — SPECIFICATION  5:  between  on  or  about  5  January  2010  and  3  February  2010;  you,  w  ithout 

authorization,  had  possession  of,  access  to,  or  control  over:  more  than  20  classified- records  from  the 

Combined  Information  Data  Network  Exchange  Iraq-database; 

- SPECIFICATION  7:  between  on  or  about  5  January  2010  and  3  February  2010;  you,  without 

authorization,-had  possession  of,  access  to,  or  control  over:  more  than  20  classified  reeords-from  the 

Combined  Information  Data  Network  Exchange  Afghanistan  database; 

- SPECIFICATION  9:  on  or  about  8  March  2010;  you,  without  authorization,  had  possession  of, 

access  to,  or  control  over:  more  than  3  classified  records  from  a  United  States  Southern  Command 
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- SPECIFICATION  Kk  between  on  or  about  10  April  2010  and  12  April  2010;  you,  without 

authorization,  had  possession  of,  access  to,  or  control  over:  more  than  5  classified  records  relating  to 

military  operation  in  Farah  Province,  Afghanistan  occurring  on  or  about  4  May  2009; 


SPECIFICATION  15:  on  or  about  8  March  2010;  you,  without  authorization,  had  possession -oi^ 


organization,  dated  18  March- 2008? 


156.  MJ;  Do  you  admit  that  you  willfully  communicated  the  classified  records,  classified 

memorandum,  videos,  and  files  described  for  Specifications  2,  3,  5,  7,  9,  10,  and  15  to-  a  person  not 


ACC:  -(Responds.) 

157.  MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  to  the  prejudice  of  good 

order  and  discipline  in  the  armed  forces? 


158.-  -MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  of  a  nature  to  bring  discredit 

upon  the  armed  forces? 

ACC:  (Responds.) 


SPECIFICATIONS  13  AND  14  OF  CHARGE  II 


159.  MJ:  Now  I  want  you  to  take  a  look  at  Specifications  13  and  14  of  Charge  II.  These  Specifications 
allege  the  offense  of  fraud  and  related  activity  in  connection  with  computers  in  violation  of  Title  18, 
United  States  Code  Section  1030(a)(1)  and  Article  134,  UCMJ.  Your  counsel  has  entered  a  plea  of 
guilty  for  you  to  the  lesser  included  offenses  for  these  Specifications.  The  elements  of  the  lesser 
included  offenses  to  which  you  have  enter  a  plea  of  guilty  are: 

(1)  That  at  or  near  Contingency  Operating  Station  Hammer,  Iraq, 

SPECIFICATION  13:  between  on  or  about  28  March  2010  and  on  or  about  4  May  2010; 
SPECIFICATION  14:  between  on  or  about  14  February  2010  and  15  February  2010; 

you  knowingly  accessed  a  computer  on  a  Secret  Internet  Protocol  Router  Network. 

(2)  you  obtained  information  that  has  been  determined  by  the  United  States  Government  by 
Executive  Order  or  statute  to  require  protection  against  unauthorized  disclosure  for  reasons  of 
national  defense  or  foreign  relations;  to  wit: 


SPECIFICATION  13:  more  than  75  classified  United  States  Department  of  State  cables; 
SPECIFICATION  14:  a  classified  Department  of  State  cable  title  “Reykjavik-13”; 
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(3)  you  communicated,  delivered,  transmitted,  or  caused  to  be  communicated,  delivered  or 
transmitted  the  information  to  a  person  not  entitled  to  receive  it; 

(4)  you  acted  willfully;  and 

(5)  under  the  circumstances,  your  conduct  was  to  the  prejudice  of  good  order  and  discipline  in 
the  armed  forces  or  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

The  same  definitions  for  prejudice  to  good  order  and  discipline  in  the  armed  forces,  and  of  a  nature  to 
bring  discredit  upon  the  armed  forces  that  I  read  for  you  for  the  offenses  charged  in  Specifications  2, 

3, 5, 7, 9, 10,  and  15  of  Charge  II  also  apply  to  this  offense.  Do  you  need  me  to  read  these  definitions  to 
you  again? 

ACC:  (Responds.) 

An  act  is  done  “willfully”  if  it  is  done  voluntarily  and  intentionally  with  the  specific  intent  to  do 
something  the  law  forbids,  that  is,  with  a  bad  purpose  to  disobey  or  disregard  the  law. 

An  act  is  done  “knowingly”  if  it  is  done  voluntarily  and  intentionally  and  not  because  of  mistake  or 
accident  or  other  innocent  reason. 

The  term  “computer”  means  an  electronic,  magnetic,  optical,  electrochemical,  or  other  high  speed 
data  processing  device  performing  logical,  arithmetic,  or  storage  functions,  and  includes  any  data 
storage  facility  or  communications  facility  directly  related  to  or  operating  in  conjunction  with  such 
device,  but  such  term  does  not  include  an  automated  typewriter  or  typesetter,  a  portable  hand-held 
calculator,  or  other  similar  device. 

In  determining  whether  the  person  who  received  the  information  was  entitled  to  have  it,  the  trier  of 
fact  may  consider  all  the  evidence  introduced  at  trial,  including  any  evidence  concerning  the 
classification  status  of  the  information,  any  evidence  relating  to  law  and  regulations  governing  the 
classification  and  declassification  of  national  security  information,  its  handling,  use,  and  distribution, 
as  well  as  any  evidence  relating  to  regulations  governing  the  handling,  use,  and  distribution  of 
information  obtained  from  classified  systems. 

The  term  “person”  means  any  individual,  firm,  corporation,  education  institution,  financial 
institution,  governmental  entity,  or  legal  or  other  entity. 

160.  MJ:  Do  you  understand  the  elements  and  definitions  as  I  have  read  them  to  you? 

ACC:  (Responds.) 

161.  MJ:  Do  you  have  any  questions  about  any  of  them? 

ACC:  (Responds.) 

162.  MJ:  Do  you  understand  that  your  plea  of  guilty  admits  that  these  elements  accurately  describe 
what  you  did? 

ACC:  (Responds.) 
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163.  MJ:  Do  you  believe  and  admit  that  the  elements  and  definitions  taken  together  correctly 
describe  what  you  did? 

ACC:  (Responds.) 

163A.  Do  you  understand  that  if  your  plea  to  these  lesser  included  offenses  I  have  just  read  is 
accepted,  the  Government  can  proceed  to  try  you  for  the  greater  offenses? 

ACC:  (Responds.) 

163B.  Do  you  understand  that  to  do  so,  the  Government  need  prove  beyond  a  reasonable  doubt  only 
1)  that  you  knowingly  accessed  a  computer  exceeding  authorized  SIPR  access,  2)  that  you  had  reason 
to  believe  these  materials  could  be  used  to  harm  the  United  States  or  to  the  advantage  of  any  foreign 
nation,  and  3)  that  the  statute  18  USC  1030(a)(1)  exists? 

ACC:  (Responds.) 

164.  MJ:  At  this  time,  I  want  you  to  tell  me  why  you  are  guilty  of  the  lesser  included  offenses  of 
Specification  13  and  14  of  Charge  II.  Let’s  begin  by  first  having  you  tell  me  what  happened  with 
regards  to  Specification  14  of  Charge  II.  Specification  14  deals  with  a  classified  Department  of  State 
cable  titled  “Reykjavik-13.”  You  were  in  the  Army  between  14  February  2010  and  21  February 
2010? 

ACC:  (Responds) 

164A.  MJ:  Where  were  you  living  during  this  time? 

ACC:  (Responds.) 

ACC:  (Responds.) 

165.  MJ:  Are  you  familiar  with  the  classified  Department  of  State  cable  titled  “Reykjavik-13?” 

ACC:  (Responds.) 

165A.  This  cable  has  been  marked  AE _ ,  and  identified  at  Bates  Numbers  00377392-00377394. 

Have  you  reviewed  the  material  marked  as  AE _ ,  and  identified  at  Bates  Numbers  00377392- 

00377394? 

ACC:  (Responds.) 

165B.  Do  you  have  any  questions  about  the  material  to  which  Specification  14  relates? 

ACC:  (Responds.) 

166.  MJ:  How  are  you  familiar  with  the  charged  cable  in  Specification  14? 

ACC:  (Responds.) 

167.  MJ:  When  was  the  first  time  that  you  saw  the  charged  cable  in  Specification  14? 

ACC:  (Responds.) 
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168.  MJ:  Where 


you  when  you  first  saw- tin1  charged  cable  in  Specification  14‘ 


ACC:  (Responds.) 

166A.  Where  was  this  cable  stored  when  you  accessed  it? 

ACC:  (Responds.) 

169.  MJ:  Did  you  ever  take  a  copy  of  the  charged  cable  in  Specification  14  out  of  the  T-SCIF? 

ACC:  (Responds.) 

169 A.  What  is  a  T-SCIF? 

ACC:  (Responds.) 

170.  MJ:  When  did  you  take  a  copy  of  the  charged  cable  in  Specification  14  out  of  the  T-SCIF? 

ACC:  (Responds.) 

170A.  How  did  you  take  the  cable? 

ACC:  (Responds.) 

171.  MJ:  Was  the  T-SCIF  at-or-near  Contingency  Operating  Station  Hammer,  Iraq? 

ACC:  (Responds.) 

180.  MJ:  Did  you  have  authorization  to  the  take  the  charged  cables  in  Specifications  13  and  14  out  of 
the  T-SCIF  for  an  official  purpose? 

ACC:  (Responds.) 

181.  MJ:  What  did  you  do  with  the  charged  cables  in  Specifications  13  and  14  when  you  took  them 
out  of  the  T-SCIF? 

ACC:  (Responds.) 

182.  MJ:  Did  you  ever  communicate  the  charged  cables  in  Specifications  13  and  14  to  a  person  not 
entitled  to  receive  it? 

ACC:  (Responds.) 

183.  MJ:  Who  did  you  communicate  the  charged  cables  in  Specifications  13  and  14  to? 

ACC:  (Responds.) 

184.  MJ:  When  did  you  communicate  the  charged  cables  in  Specification  13  to  WikiLeaks? 

ACC:(Rcsponds.) 

185.  MJ:  When  did  you  communicate  the  charged  cable  in  Specification  14  to  WikiLeaks? 
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ACC:  (Responds.) 

186.  MJ:  How  did  you  know  that  WikiLeaks  was  not  entitled  to  receive  the  charged  cables  in 
Specifications  13  and  14? 

ACC:  (Responds.) 

187.  MJ:  Were  the  cables  charged  in  Specification  13  classified  at  the  time  you  sent  them-to 

WikiLeaks? 

ACC:  (Responds.) 

1-88.-MJ:  How  do  you  know  that  the  cables  charged  in  Specification  13  were  classified  at  the  time  that 

you  sent  them-to  WikiLeaks? 

ACC:  (Responds.) 

189.  MJ:  Was  the  cable  charged  in  Specification  14  classified  at  the  time  you  sent  it  to  WikiLeaks? 

ACC:  (Responds.) 

190.  MJ:  How  do  you  know  that  the  cable  charged  in  Specification  14  was  classified  at  the  time  that 
you  sent  it  to  WikiLeaks? 

ACC:  (Responds.) 

190A.  As  far  as  you  knew  at  the  time  you  communicated  the  records,  was  WikiLeaks  an  authorized 
recipient  of  classified  information. 

ACC:  (Responds.) 

190B.  Was  this  document  a  document  that  had  been  determined  by  the  United  States  Government  by 
Executive  order  or  statute  to  require  protection  against  unauthorized  disclosure  for  reasons  of 
national  defense  or  foreign  relations? 

ACC:  (Responds.) 

190C.  How  do  you  know? 

ACC:  (Responds.) 

190D.  As  I  recited  earlier:  An  act  is  done  “willfully”  if  it  is  done  voluntarily  and  intentionally  with  the 
specific  intent  to  do  something  the  law  forbids,  that  is,  with  a  bad  purpose  to  disobey  or  disregard  the 
law.  Do  you  understand  this  definition? 

ACC:  (Responds.) 

190E.  Do  you  believe  that  definition  adequately  describes  your  taking  and  communication  of  the 
records? 

ACC:  (Responds.) 
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190F.  So,  ani  I  correct  in  understanding  you  intended  to  take  possession  of  the  records? 

ACC:  (Responds.) 

190G.  And  did  you  do  that  voluntarily? 

ACC:  (Responds.) 

190H.  Am  I  correct  in  understanding  that  you  intended  to  communicate  the  records  to  WikiLeaks? 

ACC:  (Responds.) 

1901.  And  did  you  do  so  voluntarily? 

ACC:  (Responds.) 

190J.  When  did  you  decide  to  communicate  the  records? 

ACC:  (Responds.) 

190K.  How  did  you  communicate  it? 

ACC:  (Responds.) 

191.  MJ:  Did  anyone  tell  you  that  you  had  authorization  to  send  the  charged  cables  in  Specifications 
13  and  14  to  WikiLeaks. 

ACC:  (Responds.) 

192.  MJ:  Were  you  sending  the  charged  cables  in  Specifications  13  and  14  to  WikiLeaks  for  some 
official  purpose? 

ACC:  (Responds.) 

193.  MJ:  Do  you  believe  you  had  any  authorization  to  send  the  charged  cables  in  Specifications  13 
aad-14  to  WikiLeaks? 

ACC:  (Responds.) 

194.  MJ:  So  there  is  no  doubt  in  your  mind  that  you  willfully  communicated  the  charged  classified 
cables  in  Specifications  13  and  14  to  a  person  not  entitled  to  receive  them? 

ACC:  (Responds.) 

195.  MJ:  Now  with  regards  to  Specifications  13-and-14  do  you  admit  that  your  conduct  was  to  the 
prejudice  of  good  order  and  discipline  in  the  armed  forces  or  of  a  nature  to  bring  discredit  upon  the 
armed  forces? 

ACC:  (Responds.) 

196.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  13  and  14  was 
prejudicial  to  good  order  and  discipline  in  the  armed  forces? 
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ACC:  (Responds.) 


197.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  43~a«d  14  was  of  a 
nature  to  bring  discredit  upon  the  armed  forces? 

ACC:  (Responds.) 

197 A.  MJ:  Do  you  admit,  then,  that  at  or  near  COS  Hammer,  Iraq,  between  on  or  about  14  February 
2010  and  on  or  about  15  February  2010,  you  knowingly  accessed  a  computer  on  a  Secret  Internet 
Protocol  Router  Network? 

ACC:  (Responds) 

MJ:  Do  you  admit  that  you  obtained  information  that  has  been  determined  by  the  United  States 
Government  by  Executive  Order  or  statute  to  require  protection  against  unauthorized  disclosure  for 
reasons  of  national  defense  or  foreign  relations,  to  wit:  a  classified  Department  of  State  cable  titled 
“Reykjavik-13”? 

ACC:  (Responds) 

MJ:  Do  you  admit  that  you  willfully  communicated,  delivered,  transmitted,  or  caused  to  be 
communicated,  delivered  or  transmitted  the  information  to  a  person  not  entitled  to  receive  it? 

ACC:  (Responds) 

MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  to  the  prejudice  of  good  order  and 
discipline  in  the  armed  forces? 

ACC:  (Responds) 

MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  of  a  nature  to  bring  discredit  upon 
the  armed  forces? 

ACC:  (Responds) 

MJ:  Does  either  counsel  believe  any  further  inquiry  is  required? 

TC/DC:  (Respond.) 

MJ:  Now  let’s  talk  about  Specification  13  of  Charge  II.  Specifications  13  deals  with  more  than 
seventy-five  (75)  classified  United  States  Department  of  State  cables.  You  were  in  the  Army  between 
14  February  2010  and  21  February  2010? 

ACC:  (Responds) 

MJ:  Where  were  you  living  during  this  time? 

172.  MJ:  Are  you  familiar  with  the  charged  cables  in  Specification  13? 

ACC:  (Responds.) 
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172A.  These  cables  have  been  marked  AE _ and  identified  at  Bates  Numbers  00376954-00376959; 

00376964-00377030;  00377033-00377044;  00377049-00377098;  00377104-00377136;  00377141- 
00377185;  00377188-00377365;  00377370-00377391;  00377395-00377424;  00377499-00377572; 

00377638-00377653;  00377660-00377671.  Have  you  reviewed  the  material  marked  as  AE _ ,  and 

identified  at  Bates  Numbers  00376954-00376959;  00376964-00377030;  00377033-00377044;  00377049- 
00377098;  00377104-00377136;  00377141-00377185;  00377188-00377365;  00377370-00377391; 
00377395-00377424;  00377499-00377572;  00377638-00377653;  00377660-00377671? 

ACC:  (Responds.) 

172B.  Do  you  have  any  questions  regarding  the  material  to  which  Specification  13  relates? 

ACC:  (Responds.) 

173.  MJ:  How  are  you  familiar  with  charged  cables  in  Specification  13? 

ACC:  (Responds.) 

174.  MJ:  How  many  documents  are  charged  in  Specification  13? 

ACC:  (Responds.) 

175.  MJ:  Do  you  agree  that  there  are  more  than  seventy-five  (75)  classified  cables  charged  in 
Specification  13? 

ACC:  (Responds.) 

175A.  When  did  you  first  see  these  cables? 

ACC:  (Responds.) 

176.  MJ:  Where,  in  Iraq,  were  you  when  you  saw  the  charged  cables  in  Specification  13? 

ACC:  (Responds.) 

176A.  What  were  these  cables  stored  when  you  accessed  them? 

ACC:  (Responds.) 

177.  MJ:  Did  you  ever  take  a  copy  of  the  charged  cables  in  Specification  13  out  of  the  T-SCIF? 

ACC:  (Responds.) 

177 A.  What  is  T-SCIF? 

ACC:  (Responds.) 

178.  MJ:  When  did  you  take  a  copy  of  the  charged  cables  in  Specification  13  out  of  the  T-SCIF? 

ACC:  (Responds.) 

178A.  How  did  you  take  the  cables? 
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ACC:  (Responds.) 

179: -MJ:  Was  the  T-SCIF- 


Contingency  Operating  Station  Hammer,  Iraq' 


ACC:  (Responds.) 

180.  MJ:  Did  you  have  authorization  to  the  take  the  charged  cables  in  Specifications  13  and  14  out  of 
the  T-SCIF? 

ACC:  (Responds.) 

181.  MJ:  What  did  you  do  with  the  charged  cables  in  Specifications  13  and  14  when  you  took  them 
out  of  the  T-SCIF? 

ACC:  (Responds.) 

182.  MJ:  Did  you  ever  communicate  the  charged  cables  in  Specifications  13  an4  14  to  a  person  not 
entitled  to  receive  it? 

ACC:  (Responds.) 

183.  MJ:  Who  did  you  communicate  the  charged  cables  in  Specifications  13  and  14  to? 

ACC:  (Responds.) 

184.  MJ:  When  did  you  communicate  the  charged  cables  in  Specification  13  to  WikiLeaks? 

ACC:  (Responds.) 

185t- -MJ:  When  did  you  communicate  the  charged  cable  in  Specification  14  to  WikiLeaks? 

ACC:  (Responds.) 

186.  MJ:  How  did  you  know  that  WikiLeaks  was  not  entitled  to  receive  the  charged  cables  in 
Specifications  13  and  14? 

ACC:  (Responds.) 

187.  MJ:  Were  the  cables  charged  in  Specification  13  classified  at  the  time  you  sent  them  to 
WikiLeaks? 

ACC:  (Responds.) 

188.  MJ:  How  do  you  know  that  the  cables  charged  in  Specification  13  were  classified  at  the  time  that 
you  sent  them  to  WikiLeaks? 

ACC:  (Responds.) 

188A.  As  far  as  you  knew  at  the  time  you  communicated  the  records,  was  WikiLeaks  an  authorized 
recipient  of  classified  information. 

ACC:  (Responds.) 
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I88B.  Was  this  document  a  document  that  had  been  determined  by  the  United  States  Government  by 
Executive  order  or  statute  to  require  protection  against  unauthorized  disclosure  for  reasons  of 
national  defense  or  foreign  relations? 

ACC:  (Responds.) 

188C.  How  do  you  know? 

ACC:  (Responds.) 

188D.  As  I  recited  earlier:  An  act  is  done  “willfully”  if  it  is  done  voluntarily  and  intentionally  with  the 
specific  intent  to  do  something  the  law  forbids,  that  is,  with  a  bad  purpose  to  disobey  or  disregard  the 
law.  Do  you  understand  this  definition? 

ACC:  (Responds.) 

188E.  Do  you  believe  that  definition  adequately  describes  your  taking  and  communication  of  the 
records? 

ACC:  (Responds.) 

188F.  So,  am  I  correct  in  understanding  you  intended  to  take  possession  of  the  records? 

ACC:  (Responds.) 

188G.  And  did  you  do  that  voluntarily? 

ACC:  (Responds.) 

188H.  Am  I  correct  in  understanding  that  you  intended  to  communicate  the  records  to  WikiLeaks? 

ACC:  (Responds.) 

1881.  And  did  you  do  so  voluntarily? 

ACC:  (Responds.) 

188J.  When  did  you  decide  to  communicate  the  records? 

188K.  How  did  you  communicate  it? 

ACC:  (Responds.) 

189.  MJ:  Was  the  cable  charged  in  Specification  14  classified  at  the  timeyou  sent  it  to  WikiLeaks? 

ACC:  (Responds.-) 

190.  MJ:  How  do  you  knew-  that  the  cable  charged  in  Specification-14  was  classified  at  the  time  that 
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191.  MJ:  Did  anyone  tell  you  that  you  had  authorization  to  send  the  charged  cables  in  Specifications 
13  and  14  to  WikiLeaks. 

ACC:  (Responds.) 

192.  MJ:  Were  you  sending  the  charged  cables  in  Specifications  13  and  14  to  WikiLeaks  for  some 
official  purpose? 

ACC:  (Responds.) 

193.  MJ:  Do  you  believe  you  had  received  any  authorization  to  send  the  charged  cables  in 
Specifications  13  and  14  to  WikiLeaks? 

ACC:  (Responds.) 

194.  -MJ:  So  there  is  no  doubt  in  your  mind  that  you  willfully  communicated  the  charged  classified 

cables  in  Specifications  13  and  14  to  a  person  not  entitled  to  receive  them? 

ACC:  (Responds.) 

195.  MJ:  Now  with  regards  to  Specifications  13  and  14  do  you  admit  that  your  conduct  was  to  the 
prejudice  of  good  order  and  discipline  in  the  armed  forces  or  of  a  nature  to  bring  discredit  upon  the 
armed  forces? 

ACC:  (Responds.) 

196.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  13  and  14  was 
prejudicial  to  good  order  and  discipline  in  the  armed  forces? 

ACC:  (Responds.) 

197.  MJ:  Tell  me  why  you  believe  your  conduct  with  regards  to  Specifications  13  and  14  was  of  a 
nature  to  bring  discredit  upon  the  armed  forces? 

ACC:  (Responds.) 

197 A.  MJ:  Do  you  admit,  then,  that  at  or  near  COS  Hammer,  Iraq,  between  on  or  about  14  February 
2010  and  on  or  about  15  February  2010,  you  knowingly  accessed  a  computer  on  a  Secret  Internet 
Protocol  Router  Network? 

ACC:  (Responds) 

197B.  MJ:  Do  you  admit  that  you  obtained  information  that  has  been  determined  by  the  United  States 
Government  by  Executive  Order  or  statute  to  require  protection  against  unauthorized  disclosure  for 
reasons  of  national  defense  or  foreign  relations,  to  wit:  more  than  75  classified  United  States 
Department  of  State  cables? 

ACC:  (Responds) 

197C.  MJ:  Do  you  admit  that  you  willfully  communicated,  delivered,  transmitted,  or  caused  to  be 
communicated,  delivered  or  transmitted  the  information  to  a  person  not  entitled  to  receive  them? 
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ACC:  (Responds) 

198E.  MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  to  the  prejudice  of  good 
order  and  discipline  in  the  armed  forces? 

ACC:  (Responds) 

197E.  MJ:  Do  you  admit  that  under  the  circumstances,  your  conduct  was  of  a  nature  to  bring 
discredit  upon  the  armed  forces? 

ACC:  (Responds) 

197F.  MJ:  Does  either  counsel  believe  any  further  inquiry  is  required? 

TC/DC:  (Respond.) 

198— MJ;  Do  you-admit  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq, 

- SPECIFICATION  13:  between  on-or  about  28  March  2010  and  on  or  about  4  May  2019; 

- SPECIFICATION  14:  betw  een  on  or  about  14  February  2010  and  15  February  2010; 

you  knowingly  accessed  a  computer  on  a  Secret  Internet  Protocol  Router  Network? 

ACC:  (Responds.) 

199.  MJ:  Do  you  admit  that  you  obtained  information  that  has  been  determined  by  the  United  States 
Government  by  Executive  Order  or  statute  to  require  protection  against  unauthorized  disclosure  for 

reasons  of  national  defense  or  foreign  relations;  to  wit: 

- SPECIFICATION  IT:  more  than  75  classified  United  States  Department  of  Stnte  cables; 

- SPECIFICATION  14:  a  classified  Department  of  State  cable  title  “Reykjavik-43”? 

ACC:  (Responds.) 

200.  MJ:  Do  you  admit  you  communicated  the  charged  information  in  Specifications  13  and  14-to-a 

person  not  entitled  to  receive  it? 

ACC:  (Responds.) 

201.  MJ:  Do  you  admit  you  acted  willfully  in  communicating  the  charged  information -in 

Specifications  13  and  1  4  to  a  person  not  entitled  to  receive  it? 

ACC:  (Responds^ 


202.  MJ:  Do  you  admit  that  under  the  eircumstanees-vour  conduct  w  as  to  the  prejudice  of  good 

order  and  discipline  in  the  armed  forces? 

ACC:  (Responds.) 
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of  a  nature  to  bring  discredit 


r  * 

203.  MJ:  Do  you  admit  that  under  the  circumstances,  your-conduct  was 

upon  the  armed  forces? 

ACC:  (Responds.) 

NOTE:  After  covering  all  offenses  to  which  the  aeeused  pled  guilty- the  MJ  continues 

MJ:  Does  either  counsel  believe  any-farther  inquiry  is  required? 

TC/PC:  (Respond.) 


SPECIFICATION  5  OF  CHARGE  III 


MJ:  Please  look  at  Specification  5  of  Charge  III.  It  alleges  the  offense  of  violating  a  lawful  general 
regulation  in  violation  of  Article  92,  UCMJ.  The  elements  of  the  offense  of  violating  a  lawful  general 
regulation  are: 


(1)  That  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
Paragraph  7-4,  Army  Regulation  380-5,  dated  29  September  2000; 


(2)  That  you  had  a  duty  to  obey  such  regulation;  and 


(3)  That  between  on  or  about  8  January  2010  and  on  or  about  27  May  2010,  at  or  near 
Contingency  Operating  Station  Hammer,  Iraq,  you  violated  this  lawful  general  regulation  by 
wrongfully  storing  classified  information. 


There  are  some  definitions  that  go  with  this  offense. 

NOTE  1:  Proof  of  existence  of  regulation.  The  existence  of  the  regulation  must  be  proven  or  judicial 
notice  taken. 

NOTE  2:  Lawfulness  of  regulation.  The  lawfulness  of  the  regulation  is  not  a  separate  element  of  the 
offense.  Thus,  the  issue  of  lawfulness  is  determined  by  the  MJ  and  is  not  submitted  to  the  members.  See 
United  States  v.  New.  55  MJ  95  (CAAF  2001);  United  States  v.  Deisher .  61  MJ  313  (CAAF  2005).  To  be 
lawful,  the  regulation  must  relate  to  specific  military  duty  and  be  one  that  the  was  authorized  to  be  given 
to  the  accused.  The  regulation  must  require  the  accused  to  do  or  stop  doing  a  particular  thing  either  at 
once  or  at  a  future  time.  A  regulation  is  lawful  if  reasonably  necessary  to  safeguard  and  protect  the 
morale,  discipline,  and  usefulness  of  the  members  of  a  command  and  is  directly  connected  with  the 
maintenance  of  good  order  in  the  services. 
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As  a  matter  of  law,  the  regulation  in  this  case,  as  described  in  the  specification,  if  in  fact 
there  was  such  a  regulation,  was  a  lawful  regulation. 


NOTE  3:  Order  or  regulation  determined  to  be  unlawful.  A  regulation  is  illegal  if,  for  example,  it  is 
unrelated  to  military  duty,  its  sole  purpose  is  to  accomplish  some  private  end,  it  is  arbitrary  and 
unreasonable,  and/or  it  is  given  for  the  sole  purpose  of  increasing  the  punishment  for  an  offense  which  it 
is  expected  the  accused  may  commit 

NOTE  7:  Orders  or  regulations  containing  conditions.  When  an  alleged  regulation  prohibits  a  certain 
act  or  acts  “except  under  certain  conditions,  ”  (e.e..  “except  in  the  course  of  official  duty”  or  “except  with 
proper  authorization”),  and  the  issue  is  raised  by  the  evidence,  the  burden  is  upon  the  prosecution  to 
prove  that  the  accused  is  not  within  the  terms  of  the  exception. 

To  do  something  “wrongfully”  means  to  do  something  without  legal  justification  or  excuse. 

20.  MJ:  Do  you  understand  the  elements  and  definitions  as  I  have  read  them  to  you? 

ACC:  (Responds.) 

21.  MJ:  Do  you  have  any  questions  about  any  of  them? 

ACC:  (Responds.) 

22.  MJ:  Do  you  understand  that  your  plea  of  guilty  admits  that  these  elements  accurately  describe 
what  you  did? 

ACC:  (Responds.) 

23.  MJ:  Do  you  believe  and  admit  that  the  elements  and  definitions  taken  together  correctly  describe 
what  you  did? 

ACC:  (Responds.) 

24.  MJ:  At  this  time,  I  want  you  to  tell  me  why  you  are  guilty  of  the  offense  listed  in  Specification  5  of 
Charge  III.  You  were  in  the  Army  between  8  January  2010  and  27  May  2010?  You  were  in  the  Army 
between  14  February  2010  and  21  February  2010? 

ACC:  (Responds) 

24 A.  MJ:  Where  were  you  living  during  this  time? 

ACC:  (Responds.) 

Tell  me  what  happened. 

ACC:  (Responds;) 

25.  MJ:  Are  you  familiar  with  Army  Regulation  380-5? 

ACC:  (Responds.) 


26.  MJ:  Hw 


?ived  training  on  the  requirements  of  Army  Regulation  380-5? 
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27.  MJ:  Did- you  admit  that  you  had  a  duty  to  obey  Army  Regulation  380-5? 

ACC:  (Responds.) 


ACC:  (Responds.) 


information? 

ACC:  (Responds.) 

30.  MJ:  Are  you  familiar  with  paragraph  7-4  of  Army  Regulation  380-5? 

ACC:  (Responds.) 

31.  MJ:  How  are  you  familiar  with  paragraph  7-4  of  Army  Regulation  380-5? 


32.  MJ:  Do  you  admit  y< 


violated  paragraph  s  4  of  Army  Regulation  380-5  by  wrongfully  storing 


ACC:  (Responds.) 

NOTE:  Paragraph  7-4,  of  AR  380-5,  reads  “Classified  information  that  is  not  under  the  personal  control 
and  observation  of  an  authorized  person,  is  to  be  guarded  or  stored  in  a  locked  security  container,  vault, 
room,  or  area,  pursuant  to  the  level  of  classification  and  this  regulation...” 

33.  MJiTell  me  what  happened  with  respect  to  Specification  5  of  Charge  III.  How  did  you  wrongfully 
store  classified  information? 

ACC:  (Responds.) 

24A.  Where  did  you  store  this  information? 

ACC:  (Responds. )24B.  Where  was  your  personal  computer  located? 

ACC:  (Responds.) 

24C.  Were  you  aware  that  classified  information  not  under  the  personal  control  and  observation  of  an 
authorized  person,  is  to  be  guarded  or  store  in  a  locked  security  container,  vault,  room,  or  area 
pursuant  to  its  level  of  classification? 


ACC:  (Responds.) 

34.  MJ:  Did  anyone  tell  you  that  you  had  authorization  to  store  classified  information  on  your 
personal  computer  or  other  personal  electronics? 
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ACC:  (Responds.) 

35.  MJ:  Were  you  storing  classified  information  on  your  personal  computer  for  some  official 
purpose? 

ACC:  (Responds.) 

36.  MJ:  Do  you  believe  you  had  any  authorization  to  store  classified  information  on  your  personal 
computer? 

ACC:  (Responds.) 

36a.  Do  Soldiers  have  a  duty  to  obey  Army  Regulations? 

ACC:  (Responds.) 

37.  MJ:  So  there  is  no  doubt  in  your  mind  that  you  violated  Army  Regulation  380-5  by  storing 
classified  information  your  personal  computer? 

ACC:  (Responds.) 

38.  MJ:  Do  you  admit  that  you  knew  that  there  was  in  existence  a  certain  lawful  general  regulation  in 
the  following  terms:  Paragraph  7-4,  Army  Regulation  380-5,  dated  29  September  2000? 

ACC:  (Responds.) 

39.  MJ:  Do  you  admit  that  you  had  a  duty  to  obey  this  regulation? 

ACC:  (Responds.) 

40.  MJ:  Do  you  admit  that  between  on  or  about  8  January  2010  and  on  or  about  27  May  2010,  at  or 
near  Contingency  Operating  Station  Hammer,  Iraq,  you  violated  this  lawful  general  regulation  by 
wrongfully  storing  classified  information  on  your  personal  computer? 

ACC:  (Responds.) 
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2-2-4.  MAXIMUM  PUNISHMENT  INQUIRY 

MJ:  Trial  Counsel,  what  do  you  calculate  to  be  the  maximum  punishment  authorized  in  this  case 
based  solely  on  the  accused’s  guilty  plea? 

TC:  (Responds.) 

MJ:  Defense  Counsel,  do  you  agree? 

DC:  (Responds.) 

MJ:  PFC  Manning,  the  maximum  punishment  authorized  in  this  case  based  solely  on  your  guilty  plea 
is  to  forfeit  all  pay  and  allowances,  to  be  reduced  to  Private,  E-l,  to  be  confined  for  20  years,  and  to  be 
dishonorably  discharged  from  the  service,  reduction  to  E-E  total  forfeiture  of  all  pay  and  allowances, 
confinement  for  20  years,  and  a  dishonorable  discharge. 

204.  MJ:  On  your  plea  of  guilty  alone  this  court  could  sentence  you  to  the  maximum  punishment 
which  I  just  stated.  Do  you  understand  that? 

ACC:  (Responds.) 

205.  MJ:  Do  you  have  any  questions  as  to  the  sentence  that  could  be  imposed  as  a  result  of  your  guilty 
plea? 

ACC:  (Responds.) 

MJ:  Trial  Counsel,  is  there  a  pretrial  agreement  in  this  case? 

TC:  (Responds.) 

NOTE:  If  no  pretrial  agreement  exists,  continue  below.  If  a  pretrial  agreement  exists  and 
trial  is  by  Judge  Alone:  Go  to  paragraph  2-2-6,  PRETRIAL  AGREEMENT  (JUDGE 
ALONE).  If  a  pretrial  agreement  exists  and  trial  is  with  court  members:  Go  to  paragraph 
2-2-7,  PRETRIAL  AGREEMENT  (MEMBERS). 
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2-2-5.  IF  NO  PRETRIAL  AGREEMENT  EXISTS 


MJ:  Counsel,  even  though  there  is  no  formal  pretrial  agreement,  are  there  any  unwritten 
agreements  or  understandings  in  this  case? 

TC/DC:  (Respond.) 

206.  MJ:  PFC  Manning,  has  anyone  made  any  agreements  with  you  or  promises  to  you  to 
get  you  to  plead  guilty? 

ACC:  (Responds.) 

NOTE:  Go  to  paragraph  2-2-8,  ACCEPTANCE  OF  GUILTY  PLEA. 


2-2-8.  ACCEPTANCE  OF  GUILTY  PLEA 


MJ :  Defense  Counsel,  have  you  had  enough  time  and  opportunity  to  discuss  this  case  with 
PFC  Manning? 

DC:  (Responds.) 

207.  MJ:  PFC  Manning,  have  you  had  enough  time  and  opportunity  to  discuss  this  case 
with  your  defense  counsel? 

ACC:  (Responds.) 

208.  MJ:  PFC  Manning,  have  you,  in  fact,  consulted  fully  with  your  defense  counsel  and 
received  the  full  benefit  of  their  advice? 

ACC:  (Responds.) 

209.  MJ:  Are  you  satisfied  that  your  defense  counsel’s  advice  is  in  your  best  interest? 

ACC:  (Responds.) 

210.  MJ:  And  are  you  satisfied  with  your  defense  counsel? 

ACC:  (Responds.) 

211.  MJ:  Are  you  pleading  guilty  voluntarily  and  of  your  own  free  will? 

ACC:  (Responds.) 

212.  MJ:  Has  anyone  made  any  threat  or  tried  in  any  way  to  force  you  to  plead  guilty? 

ACC:  (Responds.) 

213.  MJ:  Do  you  have  any  questions  as  to  the  meaning  and  effect  of  a  plea  of  guilty? 

ACC:  (Responds.) 

214.  MJ:  Do  you  fully  understand  the  meaning  and  effect  of  your  plea  of  guilty? 

ACC:  (Responds.) 

215.  MJ:  Do  you  understand  that  even  though  you  believe  you  are  guilty,  you  have  the 
legal  right  to  plead  not  guilty  and  to  place  upon  the  government  the  burden  of  proving 
your  guilt  beyond  a  reasonable  doubt? 

ACC:  (Responds.) 

216.  MJ:  Take  a  moment  now  and  consult  again  with  your  defense  counsel,  then  tell  me 
whether  you  still  want  to  plead  guilty?  (Pause.)  Do  you  still  want  to  plead  guilty? 
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MJ:  PFC  Manning,  I  find  that  your  plea  of  guilty  is  made  voluntarily  and  with  full 
knowledge  of  its  meaning  and  effect.  I  further  find  that  you  have  knowingly,  intelligently, 
and  consciously  waived  your  rights  against  self-incrimination,  to  a  trial  of  the  facts  by  a 
court-martial,  and  to  be  confronted  by  the  witnesses  against  you.  Accordingly,  your  plea  of 
guilty  is  provident  and  is  accepted.  However,  I  advise  you  that  you  may  request  to 
withdraw  your  guilty  plea  at  any  time  before  the  sentence  is  announced,  and  if  you  have  a 
good  reason  for  your  request,  I  will  grant  it. 

NOTE:  If  the  accused  has  pled  guilty  to  only  some  of  the  charges  and 
specifications  or  has  pled  guilty  to  lesser  included  offenses,  ask  the  trial  counsel 
if  the  government  is  going  forward  on  the  offenses  to  which  the  accused  has 
pled  not  guilty.  If  the  government  is  going  forward  on  any  offenses,  do  not 
enter  findings  except  to  those  offenses  to  which  the  accused  pled  guilty  as 
charged  in  a  members  ’  trial  fie.,  if  the  plea  was  to  a  LIO  or  by  exceptions  and 
substitutions  and  the  government  is  going  forward  as  charged,  do  not  enter 
findings). 

MJ:  Trial  Counsel,  is  the  Government  going  forward  on  the  offenses  to  which  the  accused 
has  plead  not  guilty? 

TC:  (Responds.) 

NOTE:  If  issues  of  guilt  remain  in  a  judge  alone  (contest),  go  to  Section  III 
and  in  a  court  members  (contest)  go  to  Section  V.  The  MJ  should  not  inform 
the  court  members  of plea  and  findings  of  guilty  prior  to  presentation  of  the 
evidence  on  another  specification  to  which  the  accused  pled  not  guilty  unless 
the  accused  requests  it  or  the  guilty  plea  was  to  a  LIO  and  the  prosecution 
intends  to  prove  the  greater  offense.  Unless  one  of  these  two  exceptions  exists, 
the  flyer  should  not  have  any  specifications/charges  which  reflect  provident 
guilty  pleas  if  other  offenses  are  being  contested. 

NOTE:  If  no  issues  of  guilt  remain,  continue  below: 

MJ:  Accused  and  Defense  Counsel,  please  rise.  PFC  Manning,  in  accordance  with  your 
plea  of  guilty,  this  court  finds  you:  _ .{  XE  "Pleas:Guilty  plea,  findings"  } 

NOTE:  For  judge  alone  (sentencing),  go  to  Section  IV  and  for  court  members 
(sentencing  only),  after  marking  the  flyer,  go  to  Section  VI. 
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Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 
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Government  Response  to 
the  Accused’s  Proffered 
Statement  and  Associated 
Instructions 


14  February  2013 


On  5  February  2013,  this  Court  ordered  any  Government  filing  addressing  legal  issues 
raised  by  the  accused’s  proposed  providence  inquiry  and  plea  to  be  submitted  no  later  than  14 
February  2013.  This  filing  articulates  those  issues. 


RELIEF  SOUGHT 


The  United  States  respectfully  requests  the  Court  preclude  the  defense  from  offering  this 
statement  into  evidence,  orally  or  as  an  exhibit,  as  part  of  the  providence  inquiry.  Any  statement 
offered  by  the  accused  during  the  providence  inquiry  should  be  tailored  to  the  elements  of  the 
offenses  and  comprised  of  relevant  information.  Should  the  Court  permit  the  accused  to  offer  a 
different  prepared  statement,  the  subsequent  statement  should  be  made  available  for  the  Court’s 
review  in  advance  of  its  submission.  The  United  States  requests  this  relief  in  order  to  maintain 
compliance  with  the  principles  underlying  germane  Rules  for  Courts-Martial,  to  ensure  the 
record  contains  only  relevant  information,  and  to  minimize  potential  defects  in  the  providence 
inquiry  that  would  render  it  vulnerable  to  appellate  review. 

The  United  States  also  requests  an  additional  line  of  questioning  during  the  inquiry  that 
clarifies  the  elements  of  18  U.S.C.  §  793(e);  specifically,  that  the  “documents”  clause  does  not 
require  the  Government  to  prove  the  accused  had  “reason  to  believe”  information  relating  to  the 
national  defense  could  be  used  to  the  injury  of  the  United  States  or  to  the  advantage  of  a  foreign 
nation.  This  additional  inquiry  will  protect  the  record  and  ensure  the  accused’s  plea  is  knowing 
and  intelligent.  The  Government  does  not  dispute  that  the  specifications  alleging  misconduct  in 
violation  of  18  U.S.C.  §  793(e),  as  written,  contain  this  additional  element. 


BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 


The  burden  of  proof  on  any  factual  issue,  the  resolution  of  which  is  necessary  to  decide  a 
motion,  shall  be  by  preponderance  of  the  evidence.  Rule  for  Courts-Martial  (RCM)  905(c)(1). 
The  burden  of  persuasion  on  any  factual  issue,  the  resolution  of  which  is  necessary  to  decide  a 
motion,  shall  be  on  the  moving  party.  RCM  905(c)(2). 


FACTS 


The  accused  is  charged  with  aiding  the  enemy  by  giving  intelligence,  one  specification  of 
disorders  and  neglects  to  the  prejudice  of  good  order  and  discipline  and  service  discrediting, 
eight  specifications  alleging  misconduct  in  violation  of  1 8  U.S.C.  §  793(e),  five  specifications 
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alleging  misconduct  in  violation  of  18  U.S.C.  §  641,  two  specifications  alleging  misconduct  in 
violation  of  18  U.S.C.  §  1030(a)(1),  and  five  specifications  alleging  violations  of  lawful  general 
regulations,  in  violation  of  Articles  104,  134,  and  92,  Uniform  Code  of  Military  Justice  (UCMJ). 
See  Charge  Sheet.  The  misconduct  is  alleged  to  have  occurred  between  1  November  2009  and 
27  May  2010.  Id 

In  its  filing  dated  30  January  2013,  the  defense  provided  the  Court  with  notice  of  plea 
and  forum,  proposed  providence  inquiry  questions  and  instructions,  as  well  as  a  copy  of  a 
statement  the  defense  intends  the  accused  to  provide  the  Court  in  written  form  and  possibly 
through  a  sworn  oral  declaration.  The  proffered  statement  addresses  a  wide  variety  of  issues — 
including  the  accused’s  personal  background  and  motivation.  The  instructions  propose  script 
language  for  the  Court  to  elicit  the  accused’s  statement  that  appears  to  be  largely  based  on  the 
Benchbook  language  for  accepting  stipulations  of  fact  to  support  a  guilty  plea.  See  Military 
Judge’s  Benchbook  Sec.  2-2-2. 

On  5  February  2013,  the  United  States  requested  the  Court’s  leave  to  submit  its  own 
providence  inquiry  questions  because  of  potential  legal  issues  raised  by  the  defense’s  filing.  The 
Court  ruled  that  the  Government  would  submit  proposed  providence  inquiry  questions  in 
accordance  with  the  original  calendar  date,  but  permitted  the  Government  to  address  legal  issues 
raised  by  the  accused’s  proposed  providence  inquiry  and  plea  in  a  subsequent  filing  submitted  no 
later  than  14  February  2013. 


WITNESSES/EVIDENCE 


The  prosecution  requests  the  Court  consider  the  Charge  Sheet  and  the  referenced  filings 
and  rulings. 

LEGAL  AUTHORITY  AND  ARGUMENT 

I.  ACCUSED’S  PROFFERED  STATEMENT  AND  ASSOCIATED  INSTRUCTIONS 


The  accused’s  proffered  statement  and  associated  instructions  are  problematic  in  both 
form  and  substance.  Section  A  addresses  the  substantive  concerns;  namely,  that  the  statement 
contains  largely  irrelevant  material.  Section  B  discusses  the  purpose  and  form  of  providence 
inquiries,  how  they  differ  from  stipulations  (as  outlined  by  the  Rules  for  Courts-Martial  and  case 
law),  and  the  problems  inherent  in  the  defense’s  proposed  use  of  the  statement.  Section  C 
addresses  additional  policy  concerns  and  potential  appellate  issues  should  the  statement  be 
admitted  in  its  current  form  during  the  providence  inquiry. 

A.  Content  of  Statement  is  Largely  Irrelevant 

Military  Rule  of  Evidence  (MRE)  401  provides  that  “relevant  evidence”  is  anything 
having  a  “tendency  to  make  the  existence  of  any  fact  that  is  of  consequence  to  the  determination 
of  the  action  more  probable  or  less  or  probable  than  it  would  be  without  the  evidence.”  MRE 
403  provides  for  the  exclusion  of  relevant  evidence  “if  its  probative  value  is  substantially 
outweighed  by  the  danger  of  unfair  prejudice,  confusion  of  the  issues,”  misleading  the  fact- 
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finder,  or  to  avoid  “undue  delay,  waste  of  time,  or  needless  presentation  of  cumulative 
evidence.” 

On  16  January  2013,  this  Court  ruled  that  motive  evidence  is  only  relevant  to  the 
accused’s  knowledge  in  the  Specification  of  Charge  I.  See  AE  470.  The  accused’s  motive  is 
therefore  irrelevant  to  the  offenses  to  which  the  accused  is  pleading  guilty.  This  Court  also 
stated: 


For  the  specifications  charging  violations  of  18  U.S.C.  §§  793(e) 
and  1030(a)(1)  the  element  that  the  accused  had  “reason  to  believe 
the  information  he  communicated  could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  of  any  foreign  nation”  is  an 
objective  element  evaluated  on  facts  actually  known  by  the 
accused.  It  does  not  require  the  Government  to  prove  the  accused 
knew  the  information  he  communicated  could  be  used  to  the  injury 
of  the  United  States  or  to  the  advantage  of  any  foreign  nation.  The 
Government  must  prove  that  the  accused  had  reason  to  believe  that 
the  information  he  communicated  could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  of  any  foreign  nation.  Either  the 
accused  had  reason  to  believe  or  he  didn't.  A  subjective  conclusion 
by  the  accused  that  he  did  not  have  reason  to  believe  the 
information  he  communicated  could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  or  any  foreign  nation  is 
immaterial  to  this  element. 

As  currently  written,  the  accused’s  statement  addresses  information  that  is  not  relevant  to 
this  case  or  to  the  elements  at  issue  in  this  court-martial.  The  accused  provides  background  and 
ancillary  personal  information.  He  discusses  his  reasons  for  joining  the  military,  how  and  why 
he  became  an  analyst,  and  his  experience  with  potential  separation  from  the  United  States  Army. 
He  also  touches  on  his  likes  and  dislikes  about  work,  his  activities  and  accomplishments  on  other 
intelligence  projects,  and  his  personal  life.  For  example,  in  paragraph  6(d)  of  the  proffered 
statement,  the  accused  writes:  “I  was  excited  to  see  Tyler,  and  planned  on  talking  to  Tyler  about 
where  our  relationship  was  going,  and  about  my  time  in  Iraq.”  In  short,  none  of  the  topics  outlined 
above  relate  to  any  element  of  any  specification. 

Slightly  less  attenuated,  yet  still  irrelevant  according  to  this  Court’s  previous  rulings,  the 
accused  offers  evidence  in  extenuation  and  mitigation,  and  explains  his  motives.  For  example, 
the  accused  writes  in  paragraph  6(j): 

I  believed  that  if  the  general  public,  especially  the  American 
public,  had  access  to  the  information  contained  within  the  CIDNE- 
I  and  CIDNE-A  tables,  this  could  spark  a  domestic  debate  on  the 
role  of  the  military  and  our  foreign  policy  in  general,  as  well  as  it 
related  to  Iraq  and  Afghanistan.  I  also  believed  a  detailed  analysis 
of  the  data  over  a  long  period  of  time,  by  different  sectors  of 
society,  might  cause  society  to  re-evaluate  the  need,  or  even  the 
desire  to  engage  in  CT  and  COIN  operations  that  ignored  the 
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complex  dynamics  of  the  people  living  in  the  affected  environment 
each  day. 

The  accused  also  discusses  his  thoughts  on  the  legitimacy  of  the  WikiLeaks  organization, 
the  personal  value  of  his  chats  with  Julian  Assange,  and  his  attempts  to  contact  other 
organizations  in  order  to  disclose  the  Government  information  he  amassed.  For  example, 
regarding  his  chats  with  Assange,  the  accused  writes  in  paragraphs  8(w)  and  8(x): 

Over  the  next  few  months,  I  stayed  in  frequent  contact  with 
Nathaniel.  We  conversed  on  nearly  a  daily  basis,  and  I  felt  we 
were  developing  a  friendship.  The  conversations  covered  many 
topics,  and  I  enjoyed  the  ability  to  talk  about  pretty  much  anything, 
and  not  just  the  publications  that  the  WLO  was  working  on.  In 
retrospect,  I  realize  these  dynamics  were  artificial,  and  were  valued 
more  by  myself  than  Nathaniel.  For  me,  these  conversations 
represented  an  opportunity  to  escape  from  the  immense  pressures 
and  anxiety  that  I  experienced  and  built  up  throughout  the 
deployment.  It  seemed  that  as  I  tried  harder  to  "fit  in"  at  work,  the 
more  I  seemed  to  alienate  my  peers,  and  lose  respect,  trust  and  the 
support  I  needed. 

Finally,  the  accused  also  discusses  the  contents  of  documents,  and  offers  his  opinion  on 
the  sensitivity  of  the  documents.  For  example,  in  paragraph  3(k),  he  writes: 

In  my  perspective,  the  information  contained  within  a  single 
SIGACT,  or  group  of  SIGACTs  is  not  very  sensitive.  The  events 
encapsulated  within  most  SIGACTs  involve  either  enemy 
engagements  or  casualties.  Most  of  this  information  is  publicly 
reported  by  the  Public  Affairs  Office  (PAO),  embedded  media 
pools,  or  host-nation  (HN)  media. 

By  the  Government’s  estimation,  twenty- four  of  the  thirty-four  pages  of  the  statement  are 
filled  with  this  irrelevant  material.  None  of  the  areas  identified  above  address  the  elements  of 
the  offenses  to  which  the  accused  seeks  to  plead  guilty.  So,  while  the  accused’s  statement  offers 
a  healthy  dose  of  extenuation  and  mitigation,  this  information  has  no  place  in  the  merits  portion 
of  the  proceedings,  and  is  certainly  not  appropriately  placed  in  the  providence  inquiry.  It  is, 
however,  precisely  the  type  of  information  that  an  accused  should  be  permitted  to  express,  either 
under  oath  or  through  an  unsworn  statement,  during  presentencing.  See  RCM  1 000(c)(2). 

B.  The  Proffered  Statement  does  not  Conform  to  the  Purpose  or  Form  of  the  Providence 

Inquiry  as  Outlined  in  the  Rules  for  Courts-Martial 

RCM  910  addresses  the  entry  of  pleas.  RCM  910(e)  explains  that  the  accuracy  of  such 
pleas  is  established  through  inquiry  by  the  military  judge.  The  inquiry  is  designed  to  be  a 
colloquy  between  the  accused  and  the  judge,  discussing  “the  facts  and  circumstances 
surrounding  the  act  or  acts  charged  in  order  to  establish  a  factual  basis  for  the  judge’s  conclusion 
that  the  accused  is,  in  fact,  guilty.”  United  States  v.  Davenport,  9  M.J.  364,  366  (C.M.A.  1980) 
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(discussing  United  States  v.  Care,  40  C.M.R.  247  (C.M.A.  1969)).  While  stipulations  of  fact  can 
be  used  to  supplement  the  inquiry,  they  cannot  stand  alone  in  lieu  of  that  personal  colloquy.  See 
United  States  v.  Sawinski,  16  M.J.  808,  811  (N.M.C.M.R.  1983)  (characterizing  United  States  v. 
Lanzer.  3  M.J.  60  (C.M.A.  1877),  United  States  v.  Davis.  48  C.M.R.  892  (N.C.M.R.  1974),  and 
United  States  v.  Sweisford,  49  C.M.R.  796  (A.C.M.R.  1975)).  The  military  judge  must  be 
convinced  that  the  accused  is  personally  convinced  of  facts  necessary  to  establish  guilt.  RCM 
910(e)  discussion.  Moreover,  the  military  judge  must  also  be  convinced  that  potential  defenses 
are  negated  by  the  facts.  Id.  The  inquiry  must  therefore  be  driven  by  the  facts  and  circumstances 
underlying  the  elements  of  the  offenses. 

Statements  made  during  a  providence  inquiry  may  be  used  for  sentencing.  See  United 
States  v.  Holt.  27  M.J.  57, 61  (C.M.A.  1988).  Nonetheless,  the  “providence  inquiry  may  not  be 
used  as  a  tool  by  the  military  judge  or  Government  to  elicit  responses  that  only  serve  to  magnify 
the  Government’s  case  in  aggravation.”  United  States  v.  Chambers,  2006  WL  4572919 
(N.M.Ct.Crim.App.)  (unpub.)  (citing  United  States  v.  Sauer.  15  M.J.  1 13,  1 14  (C.M.A.  1983); 
Estelle  v.  Smith,  451  U.S.  454  (1981)).  Additionally,  in  United  States  v.  Cahn.  the  Air  Force 
Court  of  Military  Review  stated  that  the  distinction  between  use  of  Care  inquiry  statements  in 
sentencing  and  to  prove  contested  charges  is  “critical”  for  both  policy  and  practical  reasons.  See 
United  States  v.  Cahn.  31  M.J.  729,  730-31  (A.F.C.M.R.  1990).  Though  discussing  the  use  of 
providence  inquiry  statements  against  an  accused  on  contested  specifications,  the  Court 
cautioned  against  setting  up  rules  which  tempt  the  parties  to  pepper  their  pleas  with  favorable 
statements.  See  id.  at  73 1  (“From  the  standpoint  of  information  favorable  to  an  accused,  this 
practice  would  tempt  an  accused  to  ‘garnish’  his  Care  testimony  with  favorable  statements, 
thereby  placing  such  statements  before  the  court  without  being  subject  to  cross-examination.”). 

In  light  of  the  purpose  articulated  by  Care,  these  cases  suggest  the  providence  inquiry  should  not 
be  used  as  a  vehicle  for  eliciting  helpful  sentencing  evidence  for  the  defense  or  government. 

An  accused  is  free  to  take  the  stand  and  testify  under  oath  during  the  merits  portion  of  the 
proceedings,  thus  subjecting  himself  to  cross-examination  by  the  United  States.  Additionally, 
the  Rules  for  Courts-Martial  afford  the  accused  the  opportunity  to  make  a  sworn  or  unsworn 
statement  during  sentencing.  RCM  1001(c)(2)  (“The  accused  may  testify,  make  an  unsworn 
statement,  or  both  in  extenuation,  in  mitigation  or  to  rebut  matters  presented  by  the 
prosecution.”).  However,  sworn  oral  testimony  shall  be  subject  to  cross-examination,  and  any 
unsworn  statement  subject  to  the  prosecution’s  opportunity  to  rebut  any  statements  of  facts 
therein.  See  RCM  1001  (c)(2)(B)-(C). 

In  this  case,  the  statement  submitted  by  the  defense  is  inappropriate  in  both  form  and 
substance.  Substantively,  the  statement  does  not  contain  the  sort  of  uncontested  facts  or 
information  helpful  to  focus  issues,  such  as  those  found  in  a  stipulation.  Likewise,  because  the 
statement  contains  largely  irrelevant  information,  it  is  not  geared  toward  establishing  facts 
underlying  the  elements  of  the  offenses  to  which  the  accused  is  pleading — which  is  the  purpose 
of  a  providence  inquiry. 

Additionally,  the  form  and  substance  of  the  proffered  statement  allow  the  defense  and  the 
accused  to  circumvent  the  adversarial  process  outlined  in  the  Rules  for  Courts-Martial;  namely, 
by  avoiding  cross-examination  of  the  accused  and  rebuttal  of  the  evidence.  Where  the  Rules 
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discuss  the  entry  of  evidence  to  the  record  -  whether  by  stipulation,  by  testimony,  or  by 
statement  -  they  contemplate  the  participation  of  both  parties.  Parties  must  agree  to  a 
stipulation;  testimony  is  subject  to  cross-examination;  and  statements  by  an  accused  at 
presentencing  are  subject,  at  least,  to  rebuttal.  In  this  case,  the  statement  is  submitted  by  the 
defense  as  a  stipulation  would  be,  and,  presumably,  is  intended  to  have  a  similar  effect.  This  is 
evidenced  by  the  defense  proposing  the  Court  use  the  stipulation  of  fact  script  as  the  colloquy  for 
the  statement.  However,  it  has  not  been  agreed  upon  by  the  parties.  It  should  not  be  accorded 
the  same  procedural  respect  and  allowed  to  supplement  the  Court’s  in-person  inquiry.  Also, 
given  the  statement  is  not  element-driven,  it  would  be  inappropriate  to  allow  the  statement  to  be 
shielded  from  cross-examination  in  the  same  way  that  statements  made  during  the  providence 
inquiry  are  normally  protected.  Finally,  the  Government’s  understanding  is  that  the  Court’s 
interest  in  a  proffered  statement  by  the  accused  was  driven  by  the  Court’s  desire  to  be  provided 
with  background  information  and  orient  the  Court  to  issues  of  contention.  In  that  sense,  the 
proffered  statement  fails  to  satisfy  this  interest. 

C.  The  Statement’s  Inclusion  of  Broad  Topics  Increases  the  Probability  of  Inconsistency  and 

Thereby  the  Onus  on  the  Court  to  Track  the  Accused’s  Statements  for  Follow-up  During 

Proceedings 

The  providence  “inquiry  must  be  made  to  ascertain  if  an  accused  is  convinced  of  his  own 
guilt.”  United  States  v.  Moglia,  3  M.J.  216,  218  (C.M.A.  1977).  It  must  establish  “not  only  that 
the  accused  himself  believes  he  is  guilty  but  also  that  the  factual  circumstances  as  revealed  by 
the  accused  himself  objectively  support  [his]  plea.”  United  States  v.  Higgins,  40  M.J.  67,  68 
(C.M.A.  1994)  (citing  Davenport,  9  M.J.  at  367).  If  an  accused,  after  a  plea  of  guilty,  sets  up  a 
matter  inconsistent  with  the  plea  of  guilty,  a  plea  of  not  guilty  shall  be  entered  in  the  record.  See 
Article  45,  UCMJ. 

The  decision  to  accept  or  reject  a  guilty  plea  will  be  reviewed  by  an  appellate  court  “for 
an  abuse  of  discretion  and  questions  of  law  arising  from  the  guilty  plea  de  novo.”  United  States 
v.  Inabinette,  66  M.J.  320,  321  (C.A.A.F.  2008).  “When  evaluating  a  guilty  plea,  an  appellate 
court  will  not  disturb  the  plea  unless  the  record  fails  to  objectively  support  the  guilty  plea,  or 
where  there  is  evidence  in  ‘substantial  conflict’  with  the  plea  of  guilty.”  United  States  v. 
Schiewe.  64  M.J.  703,  706  (C.G.C.C.A.  2007);  see  also  United  States  v.  Adams.  2005  WL 
139182  (N.M.Ct.Crim.App.)  (unpub.)  (citing  United  States  v.  Bullman,  56  M.J.  377,  381 
(C.A.A.F.  2002)).  The  record  must  contain  some  reasonable  ground  for  finding  an 
inconsistency,”  in  order  for  the  plea  to  be  overturned.  See  United  States  v.  Logan,  22 
U.S.C.M.A.  349,  350-51  (C.M.R.  1973). 


The  reviewing  authority  will  “apply  the  substantial  basis  test,  looking  at  whether  there  in 
something  in  the  record  of  trial,  with  regard  to  the  factual  basis  or  the  law,  that  would  raise  a 
substantial  question  regarding  the  accused’s  guilty  plea.”  Inabinette,  66  M.J.  at  321.  In  this 
review,  the  totality  of  the  record  will  be  considered.  See  Adams,  2005  WL  139182 
(N.M.Ct.Crim.App.)  (unpub.);  Schiewe.  64  M.J.  at  706.  This  includes  not  only  the  accused’s 
statements  but  also  other  evidence  in  the  record.  United  States  v.  Garcia,  44  M.J.  496, 498 
(C.A.A.F.  1996).  Indeed,  the  “import  and  intent  of  [the  Care  inquiry  in  the  first  place]  is  that  the 
record  contain  the  true  facts  of  the  accused’s  offense.”  United  States  v.  Johnson,  1  M.J.  36,  39 
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(C.M.A.  1975).  Under  Care,  the  “guilty  plea  deals  with  truth  and  all  parties  have  an  obligation  to 
establish  that  truth  on  the  record.”  Id.  So,  “where  [an]  inconsistent  matter  is  set  up,  the  judge 
has  the  duty  to  inquire  into  the  circumstances  . . .  [and  if  appropriate]  to  reject  the  plea.”  United 
States  v.  Lee.  16  M.J.  278,  280  (C.M.A.  1983).  The  Care  inquiry  must  be  thorough,  “with 
particular  emphasis  being  placed  on  the  accused’s  understanding  of  the  nature  and  effect  of  his 
plea,  the  factual  basis  for  his  admission  of  guilt,  and  full  inquiry  by  the  military  judge  into  any 
inconsistencies  that  may  develop.”  See  Logan,  22  U.S.C.M.A.  at  351. 

Inconsistencies  that  have  concerned  appellate  courts  include  when  a  plea  is  inconsistent 
with  elements  of  the  charged  offenses  (see,  e.g.,  Higgins.  40  M.J.  at  68),  when  the  accused  has 
accepted  guilt  for  a  period  of  time  which  does  not  accord  with  known  facts  (see,  e.g.,  Johnson, 

40  M.J.  at  38),  or  when  the  tenor  of  the  accused’s  answers  during  an  inquiry  do  not  match  the 
guilt  required  by  the  offense  (see,  e.g..  Bullman,  56  M.J.  at  381). 

The  United  States  does  not  suggest  the  defense  may  not  present  facts  with  which  the 
United  States  disagrees.  The  accused  should  be  allowed  to  speak  freely  during  the  inquiry  on 
matters  relevant  to  the  issues  before  the  Court,  so  that  the  Court  may  become  convinced  of  the 
factual  predicate  underlying  the  accused’s  guilt.  See  Schiewe,  64  M.J.  at  708.  However,  to 
allow  broad  commentary  on  unrelated  issues  not  subject  to  ready  rebuttal  threatens  issue 
confusion  by  mixing  relevant  and  irrelevant  information  on  the  record — making  it  exponentially 
more  difficult  to  track  facts  to  the  elements  at  issue.  The  inclusion  of  extraneous  commentary 
also  raises  the  possibility  of  inconsistencies  between  facts  elicited  during  the  inquiry  and  those 
presented  during  the  merits  portion  of  the  proceedings.  It  thereby  muddies  the  water  and 
provides  more  material  for  the  court  to  monitor.  Moreover,  the  United  States  intends  to  move 
forward  on  the  greater  offenses  and,  in  so  doing,  will  present  evidence  relating  to  the  elements  of 
both  the  lesser  and  greater  offenses.  As  such,  to  admit  this  largely  irrelevant  statement  as  sworn 
evidence  would  make  an  already  complicated  inquiry  untenable.  In  short,  the  inclusion  of 
extraneous  information  in  the  providence  inquiry  requires  the  Court  and  the  parties  to  be  hyper- 
vigilant  to  ensure  any  inconsistencies  are  identified  and  addressed. 

D.  Court  Provided  Guidelines  Would  Provide  an  Alternative  to  Outright  Rejection  of  the 

Accused’s  Statement 


The  military  judge  is  responsible  for  “ensuring  that  the  court-martial  proceedings  are 
conducted  in  a  fair  and  orderly  manner,  without  unnecessary  delay  or  waste  of  time  or 
resources.”  RCM  801(a)  discussion.  Additionally,  the  Military  Judge  shall  “exercise  reasonable 
control  over  the  proceedings  to  promote  the  purposes  of  the  [Rules  for  Courts-Martial].  RCM 
801(a)(3).  MRE  104  vests  the  Military  Judge  with  the  power  to  determine  preliminary  questions 
of  evidence  admissibility. 

The  United  States  concedes  it  is  within  the  Court’s  broad  discretion  to  control  her 
courtroom  and  allow  the  accused  to  make  or  submit  a  statement  that  will  be  entered  into 
evidence.  The  United  States  further  acknowledges  that  prepared  statements  are  occasionally 
given,  in  practice,  in  response  to  open-ended  inquiries  from  the  Court  (e.g.  “Tell  me  what 
happened?”).  Accordingly,  should  the  Court  wish  to  permit  such  a  statement,  given  what  has 
already  been  proffered  by  the  defense,  the  United  States  requests  the  Court  establish  several 
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guidelines.  First,  the  statement  should  be  tailored  to  the  facts  and  circumstances  directly  relevant 
to  the  elements  of  the  offenses  to  which  the  accused  is  pleading  and  which  therefore  can  serve  as 
the  factual  predicate  for  his  guilt.  Second,  the  United  States  recommends  the  Court  be  provided 
with  a  copy  of  this  statement  in  advance  of  its  submission,  so  that  the  Court  may  ensure  tailored 
and  relevant  information  will  in  fact  enter  the  record.  This  will  avoid  potentially  time-intensive 
on-the-fly  interruptions  of  the  accused’s  statement.  Finally,  the  United  States  recommends  the 
Court  accept  such  a  statement  in  response  to  an  open-ended  providence  inquiry  question,  and 
not,  as  the  defense  suggests,  in  a  manner  more  befitting  a  stipulation. 

II.  ADDITIONAL  LINE  OF  QUESTIONING 


In  making  his  plea,  the  accused  will  waive  certain  rights — including  the  right  against  self¬ 
incrimination  as  to  the  offense  to  which  he  is  pleading.  This  waiver  must  be  “knowing, 
intelligent,  and  voluntary.”  United  States  v.  Dusenberry.  23  U.S.C.M.A.  287,  291  (C.M.A. 

1975);  see  also  Article  45,  UCMJ  (stating  that  a  plea  of  not  guilty  shall  be  entered  if  the  accused 
appears  to  have  entered  the  plea  of  guilty  through  lack  of  understanding  of  its  meaning  and 
effect).  Additionally,  before  accepting  a  plea  of  guilty,  the  military  judge  must  address  the 
accused  and  inform  him  of  the  nature  of  the  offense  to  which  the  plea  is  offered,  including  the 
elements  of  each  offense  to  which  the  accused  has  pleaded  guilty.  RCM  91 0(c)(l ). 

In  an  abundance  of  caution,  the  United  States  requests  the  Court  instruct  the  accused 
during  the  providence  inquiry  that  under  the  “documents”  or  “tangible  items”  clause  of  1 8 
U.S.C.  §  793(e),  the  Government  is  not  required  to  prove  that  the  accused  had  reason  to  believe 
the  information  transmitted  “could  be  used  to  the  injury  of  the  United  States.”  In  other  words, 
the  “reason  to  believe”  scienter  requirement  only  applies  to  intangible  information  relating  to  the 
national  defense.  See  United  States  .  Kiriakou,  2012  WL  4903319,  at  *1  (E.D.  Va.  Oct.  16, 

2012)  (“Importantly,  §  793  [e]  differentiates  between  ‘tangible’  NDI,  described  in  the 
‘documents’  clause  (‘any  document,  ...  or  note  relating  to  the  national  defense’),  and  ‘intangible’ 
NDI,  described  in  the  ‘information’  clause  (‘information  relating  to  the  national  defense’).”); 
United  States  v.  Rosen.  445  F.  Supp.  2d  602,  612  (E.D.  Va.  2006)  (“Second,  Congress  expanded 
the  category  of  what  could  not  be  communicated  pursuant  to  §§  793(d)  and  (e)  to  include 
‘information  relating  to  the  national  defense,’  but  modified  this  additional  item  by  adding  a 
scienter  requirement. . ..”);  United  States  v.  Drake.  81 8  F.  Supp.  2d  909,  916-17  (“As  the 
Government  points  out,  however.  Defendant’s  brief  conflates  the  different  mens  rea 
requirements  required  for  criminal  violations  involving  the  ‘documents’  clause  and  the 
‘information’  clause  of  Section  793(e)... Thus,  only  the  second  ‘information’  clause  requires 
proof  of  the  ‘reason  to  believe’  element.”). 

This  issue  was  initially  raised  by  the  Government  in  its  Response  to  Court’s  Clarification 
of  Ruling  on  LIO  Max  Punishments,  dated  1 6  November  2012.  See  AE  391 .  Although  “reason 
to  believe”  is  an  element  of  the  charged  specifications  and  not  of  the  lesser-included  offenses  to 
which  the  accused  is  pleading  guilty,  the  Government  believes  it  would  be  prudent  for  the  Court 
to  ensure  the  accused  is  fully  informed  of  the  nature  and  effect  of  his  plea,  including  any 
potential  variations  and  their  effect  at  trial.  The  Court  indicated  that  it  would  instruct  the 
accused  on  the  remaining  elements  in  the  greater  offenses.  To  protect  the  record  and  ensure  the 
accused’s  plea  is  knowing  and  intelligent,  the  Court  should  also  instruct  on  the  elements  of  the 
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‘documents’  clause  in  §  793(e)  and  how  findings  on  those  elements  at  trial  would  result  in  the 
same  exposure  as  the  charged  offenses.  See  18  U.S.C.  §  793(e). 


CONCLUSION 


The  United  States  respectfully  requests  the  Court  preclude  the  defense  from  entry  of  this 
statement  into  evidence.  The  statement  and  its  associated  instructions  seek  to  secure  the 
protections  of  a  stipulation  in  the  forum  of  a  providence  inquiry,  while  disregarding  the  form  and 
purpose  of  both.  Additionally,  muddled  by  extraneous  and  irrelevant  information,  the  statement 
threatens  issue  confusion  and  will  make  it  more  difficult  to  track  facts  to  the  elements  at  issue. 
This  raises  the  probability  of  inconsistencies  and  thereby  the  likelihood  of  appellate  attention  to 
the  providence  of  any  accepted  plea.  Assuming,  arguendo,  the  Court  permits  the  defense  to 
present  a  different  statement  of  the  accused,  the  Government  suggests  the  Court  establish 
guidelines  under  which  any  such  statement  must  conform.  Chiefly,  the  United  States  proposes 
that  any  statement  made  or  submitted  in  the  context  of  this  providence  inquiry  be  submitted  to 
the  Court  in  advance  and  be  tailored  to  address  facts  and  circumstances  relevant  to  the  elements 
of  the  offenses  at  issue.  Finally,  the  United  States  requests  the  Court  instruct  the  accused  on  the 
elements  of  the  “documents”  clause  in  18  U.S.C.  §  793(e),  to  ensure  the  plea  is  knowing  and 


intelligent. 


BORROW 


Assistant  Trial  Counsel 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Defense  Counsel 
via  electronic  mail,  on  14  February  2013. 


Assistant  Trial  Counsel 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES 


v. 


)  DEFENSE  RESPONSE  TO 
)  THE  ALLEGED  LEGAL  ISSUES 
)  RAISED  BY  THE  PROPOSED 
)  PROVIDENCE  INQUIRY  AND 


PLEA 


MANNING,  Bradley  E.,  PFC 


U.S.  Army, 


DATED:  21  February  2013 


Headquarters  and  Headquarters  Company,  U.S.  ) 
Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  ) 
Fort  Myer,VA  22211  ) 


RELIEF  SOUGHT 


1 .  The  Defense  respectfully  requests  that  this  Court  deny  the  Government’s  requested  relief. 
The  Defense  requests  oral  argument. 


BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 


2.  The  burden  of  proof  on  any  factual  issue  the  resolution  of  which  is  necessary  to  decide  a 
motion  shall  be  by  preponderance  of  the  evidence.  See  Manual  for  Courts-Martial,  United 
States,  Rule  for  Courts-Martial  (RCM)  905(c)(1)  (2012).  The  burden  of  persuasion  on  any 
factual  issue  the  resolution  of  which  is  necessary  to  decide  a  motion  shall  be  on  the  Government 
as  the  moving  party.  See  RCM  905(c)(2). 


FACTS 


3.  PFC  Manning  is  charged  with  one  specification  of  aiding  the  enemy,  one  specification  of 
disorders  and  neglects  to  the  prejudice  of  good  order  and  discipline  and  service  discrediting, 
eight  specifications  of  violations  of  18  U.S.C.  §  793(e),  five  specifications  of  violations  of  18 
U.S.C.  §  641,  two  specifications  of  violations  of  18  U.S.C.  §  1030,  and  five  specifications  of 
violating  a  lawful  general  regulation,  in  violation  of  Article  104,  134,  and  92,  Uniform  Code  of 
Military  Justice  (UCMJ). 


WITNESSES/EVIDENCE 


4.  The  Defense  does  not  intend  to  produce  any  witnesses  or  evidence  for  this  motion. 


APPELLATE  EXHIBIT  f/ii_ 

PAGE  REFERENCED: - 

PAGE  OF _ PAGES 


LEGAL  AUTHORITY  AND  ARGUMENT 


5.  The  Court  should  deny  the  Government’s  requested  relief  of  precluding  the  Defense  from 
offering  PFC  Manning’s  statement  as  a  document  in  support  of  his  providence  inquiry.  The 
Government’s  objection  is  based  upon  a  fundamental  misunderstanding  of  the  use  of  statements 
during  the  providence  inquiry.  Statements  made  during  the  providence  inquiry  may  only  be 
considered  by  the  military  judge  in  determining  the  providence  of  an  accused’s  guilty  plea  and  in 
sentencing  in  order  to  determine  an  appropriate  sentence.  Statements  made  during  the 
providence  inquiry  may  not  be  used  during  the  merits  phase  of  the  trial  on  contested  offenses. 

6.  The  case  the  Government  primarily  relies  upon  for  its  argument  is  U.S.  v.  Cahn,  31  M.J.  729 
(A.F.C.M.R.  1990).  The  Government’s  reliance  on  Cahn  is  misplaced.  Far  from  supporting  the 
Government’s  position,  Cahn  undercuts  its  entire  argument. 

7.  In  Cahn,  the  appellant  was  convicted  of  the  theft  of  his  roommate’s  automated  teller  machine 
(ATM)  card  despite  his  plea  of  not  guilty.  During  the  Care  inquiry  on  related  offenses  of  theft  of 
money  by  using  the  ATM  card,  the  appellant  explained  to  the  judge  how  he  came  into  lawful 
possession  of  the  ATM  card.  Id.  at  729.  The  appellant  told  the  military  judge  that  when  he 
asked  for  the  ATM  card  his  roommate  had  initially  said  “no.”  Id.  at  730.  The  appellant  then 
told  the  military  judge  that  despite  the  initial  “no”  he  was  eventually  successful  in  talking  his 
roommate  into  loaning  him  the  ATM  card.1  Id. 

8.  The  appellant  elected  not  to  testify  during  the  contested  portion  of  the  trial.  Id.  As  such,  the 
appellant  did  not  offer  his  version  of  the  events  again  where  he  claimed  that  he  was  eventually 
successful  in  convincing  his  roommate  into  letting  him  borrow  the  ATM  card.  Instead,  the 
appellant  relied  upon  the  cross-examination  of  his  roommate  in  order  to  attempt  to  establish  that 
he  had  authorization  to  possess  the  ATM  card.  Id. 

9.  During  the  findings  argument,  the  military  judge  stated  the  he  would  not  consider  the 
statements  made  by  the  appellant  during  the  Care  inquiry  on  the  contested  offense.2  Id.;  see 
generally  U.S.  v.  Care,  40  CMR  247  (1969).  Instead,  the  military  judged  stated  that  he  would 
rely  solely  on  the  evidence  presented  by  the  parties  during  the  merits  on  the  contested  offense. 

Id. 


10.  On  appeal,  the  appellant  defense  counsel  argued  that  the  statements  made  during  the 
providence  inquiry  should  have  also  been  admissible  during  the  merits  phase  on  the  contested 
offenses.  Id.  The  appellate  defense  counsel  argued  “that  it  would  be  ‘an  absurd  distinction’  to 
allow  such  statements  to  be  used  to  support  charges  to  which  an  accused  pleads  guilty,  but  not  to 
permit  their  consideration  on  other  charges  which  are  being  contested.”  Id.  In  response  to  the 
appellant’s  assertion  that  it  would  be  “an  absurd  distinction”  the  court  in  Cahn  held  “on  the 
contrary,  we  find  this  distinction  to  be  a  critical  one.”  Id. 


1  Although  the  facts  provided  by  Airman  Cahn  were  not  relevant  to  the  theft  of  money  offenses  that  he  was  pleading 
guilty  to,  they  were  circumstances  surrounding  the  theft  offenses  in  that  they  explained  how  he  gained  access  to  his 
roommate’s  money. 

2  Interestingly,  both  the  trial  counsel  and  defense  counsel  had  specifically  agreed  that  the  stipulation  of  fact  used 
during  the  Care  inquiry  was  intended  for  consideration  on  the  merits  of  the  contested  offense  as  well. 
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1 1 .  The  above  quote,  “we  find  this  distinction  to  be  a  critical  one”  was  just  the  first  of  several 
quotes  that  the  Government  chose  to  cherry-pick  from  the  Cahn  opinion.  In  doing  so,  the 
Government  has  presented  a  misleading  account  of  the  Cahn  opinion  in  order  to  support  its 
request  for  this  Court  to  limit  the  proffered  statement  by  PFC  Manning.  To  demonstrate  the 
liberties  taken  by  the  Government,  the  entire  relevant  portion  of  the  Cahn  opinion  is  provided 
below: 


Allowing  Care  inquiry  statements  to  be  considered  in  sentencing  is  a  far  cry 
from  approving  the  use  of  such  statements  on  the  merits  of  an  offense  to  which 
an  accused  has  pled  not  guilty  and,  thus,  has  chosen  to  place  on  the  government 
the  burden  of  producing  evidence  to  prove  his  guilt.  Indeed,  in  so  arguing, 
appellate  defense  counsel  would  have  us  establish  a  dangerous  precedent — one 
which  would  undoubtedly  serve  more  often  as  a  sword  against  an  accused 
rather  than,  as  in  this  case,  a  shield  in  his  favor.  We  find  no  support  for  the 
proposition  that  an  accused’s  right  to  remain  silent  on  a  contested  offense  may 
be  abridged  by  allowing  consideration  of  statements  required  to  be  made  in 
support  of  a  guilty  plea. 

Allowing  such  use  would  not  only  serve  as  a  deterrent  to  guilty  pleas  where 
related  offenses  were  to  be  contested,  but  would  inhibit  an  accused’s 
willingness  to  speak  freely  in  establishing  a  factual  basis  for  pleas  of  guilty  in 
such  situations.  From  the  standpoint  of  information  favorable  to  an  accused, 
this  practice  would  tempt  an  accused  to  “garnish”  his  Care  testimony  with 
favorable  statements,  thereby  placing  such  statements  before  the  court  without 
being  subject  to  cross-examination. 

For  the  foregoing  reasons,  we  conclude  that  the  military  judge  acted  properly  in 
not  considering  appellant's  Care  inquiry  statements  in  arriving  at  findings  on  the 
contested  offense. 

Id.  at  730  -  73 1  (emphasis  added;  citations  omitted).  The  court  in  Cahn  was  concerned  about  an 
accused’s  statements  being  used  during  the  merits  stage  of  the  trial  -  not  about  an  accused’s 
statements  being  used  during  the  providence  inquiry  itself  or  on  sentencing.  Specifically,  the 
court  in  Cahn  was  concerned  about  1)  the  chilling  effect  on  an  accused  during  the  providence 
inquiry  if  his  statements  could  be  used  against  him  during  the  contested  portion  of  the  trial  (use 
as  a  sword)  and  2)  the  incentive  of  an  accused  to  pepper  his  providence  inquiry  statements  with 
favorable  statements  for  use  during  the  merits,  thereby  avoiding  cross-examination  (use  as  a 
shield).  Importantly,  the  court  in  Cahn  did  not  say  that  the  statements  made  by  the  appellant 
could  not  be  properly  considered  by  the  military  judge  during  the  providence  inquiry  itself  or  on 
sentencing  to  determine  an  appropriate  sentence. 

12.  In  the  instant  case,  the  Defense  is  simply  requesting  the  Court  to  consider  the  statement 
during  the  providence  inquiry  and  in  determining  an  appropriate  sentence.  Thus,  the  concerns  in 
Cahn  are  not  applicable  to  this  case  and  the  Government’s  reliance  upon  Cahn  is  not  persuasive. 
As  the  Court  is  well  aware,  in  a  guilty  plea  the  military  judge  is  responsible  for  ensuring  the 
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providence  of  an  accused’s  plea.  U.S.  v.  Care,  40  CMR  247  (1969).  An  accused’s  plea  must  be 
knowing,  intelligent,  and  voluntary,  and  have  a  basis  to  survive  appellate  review.  U.S.  v. 
Grisham,  66  M.J.  501,  504  (A.  Ct.  Crim.  App.  2008)  ( citing  Santobello  v.  New  York,  404  U.S. 
257, 262-63  (1971));  RCM  910(e).  A  militaryjudge  ensures  that  an  accused’s  plea  is  knowing, 
intelligent,  and  voluntary  through  a  Care  Inquiry.  Id. 

13.  The  Care  inquiry  consists  of  arraignment  and  the  providence  inquiry.  During  the 
providence  inquiry,  the  militaryjudge  must  include  an  explanation  of  the  offenses  and  ensure  the 
accused: 

a)  Understands  that  the  accused  waives  certain  rights:  specifically  the  right 

against  self-incrimination;  trial  of  facts  by  members;  and  the  right  of  confrontation; 

b)  Understands  the  elements  of  the  offense; 

c)  Agrees  that  the  plea  admits  every  element,  act  or  omission,  and  relevant  intent; 

d)  Understands  that  the  accused  may  be  convicted  on  plea  alone  without  further 
proof; 

e)  Is  advised  of  the  maximum  sentence  available  based  on  the  plea  alone; 

f)  Has  had  the  opportunity  to  consult  with  counsel; 

g)  Is  entering  the  plea  knowingly,  intelligently,  and  voluntarily. 

RCM  910(c)-(e);  see  also  Boykin  v.  Alabama,  395  U.S.  238  (1969).  In  order  to  establish  that 
there  is  a  factual  basis  for  the  plea,  the  militaryjudge  is  required  to  question  the  accused,  under 
oath,  about  the  offenses.  RCMs  910(c)(5),  910(e).  The  militaryjudge  must  ascertain,  through 
the  accused’s  own  words,  why  the  accused  believes  he  is  guilty.  Id. 

14.  In  most  guilty  pleas,  the  militaryjudge  will  have  the  assistance  of  a  stipulation  of  fact  by  the 
parties.  However,  in  cases  where  there  is  no  pretrial  agreement,  there  is  no  stipulation  of  fact.  In 
such  situations,  the  militaryjudge  must  rely  upon  the  accused  to  provide  the  factual  basis  for  the 
plea,  but  also  the  details  of  the  circumstances  surrounding  the  offense.  Illustrative  of  such  a 
situation  is  U.S.  v.  Irwin,  42  M.J.  479  (C.A.A.F.  1995). 

15.  In  Irwin,  the  appellant  entered  his  guilty  pleas  without  the  benefit  of  a  pretrial  agreement. 

Id.  at  480.  During  the  “providence  inquiry,  the  appellant  described  in  detail  the  how,  when,  why, 
and  where  he  committed  each  of  the  offenses.”  Id.  (emphasis  added).  The  appellant’s 
“recitation  of  the  facts  not  only  provided  the  factual  basis  required”  under  the  Care  inquiry,  but 
“it  also  included  details  of  the  circumstances  surrounding  the  offenses.  Id.  at  fn  6  (noting  that 
“The  appellant’s  recollection  of  the  events  was  so  vivid  at  two  places  during  the  providence 
inquiry  that  he  spoke  without  interruption  or  prompting  by  the  militaryjudge  for  three  and  six 
pages,  respectively,  in  the  record  of  trial....”). 

16.  After  the  providence  inquiry,  the  government  gave  notice  to  the  militaryjudge  and  the 
defense  of  its  intent  to  play  a  recording  of  the  providence  inquiry  to  the  panel  members  on 
sentencing.  Id.  at  480  -  481 .  The  trial  counsel  argued  that  the  “appellant’s  statement  was,  in 
effect,  a  judicial  confession;  that  the  court  members  should  have  the  facts  surrounding  the 
offenses  in  order  to  adjudge  a  proper  sentence;  and  that  playing  the  tape  would  be  in  accordance 
with  United  States  v.  Holt,  27  MJ  57  (CMA  1 988).”  Id.  at  48 1 . 
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1 7.  Over  the  defense’s  objection,  the  trial  court  permitted  the  government  to  play  portions  of  the 
providence  inquiry  for  the  members  as  proper  aggravation  evidence  under  RCM  1001(b)(4).  Id. 
On  appeal,  the  appellant  contended  that  admissibility  of  his  providence  inquiry  statement  was  in 
violation  of  the  Holt  opinion  and  an  impermissible  admission  of  his  statements  since  the 
members  were  “given  access  to  evidence  of  misconduct  of  which  he  was  not  found  guilty.”  Id. 

1 8.  The  CMA  rejected  the  appellant’s  argument  that  it  was  error  under  Holt  to  consider 
statements  made  by  him  during  the  providence  inquiry  on  sentencing.  Id.  The  CMA  specifically 
held  “[cjontrary  to  appellant’s  beliefs,  Holt  did  not  place  limits  on  how  much  evidence  is 
admissible  during  sentencing;  it  only  limits  the  kind  of  evidence.”  Id.  Thus,  the  Court  held  the 
“question  becomes  whether  that  portion  of  the  providence  inquiry  that  was  presented  to  the 
members  amounted  to  “aggravating  circumstances  directly  relating  to  ...  the  offenses  of  which 
the  accused”  was  found  guilty.  RCM  1001(b)(4).”3  Id.  at  482.  With  this  question  in  mind,  the 
Court  held  that  the  appellant’s  responses  during  the  providence  inquiry  “did  not  ‘range[]  far 
afield’  but  instead,  were  relevant  as  they  directly  described  circumstances  surrounding  the 
offenses  without  venturing  into  unrelated  matters,  and  there  was  no  stipulation  of  fact  in  this  case 
so  there  was  no  danger  of  cumulative  effect.”  Id.  (citations  omitted).  As  such,  the  statements 
amounted  to  a  judicial  admission  under  MRE  801(d)(2). 

19.  As  in  Irwin ,  PFC  Manning  should  be  allowed  to  provide  the  facts  and  circumstances 
surrounding  the  commission  of  the  charged  offenses  during  his  providence  inquiry.  When  doing 
so,  PFC  Manning  is  permitted  to  “described  in  detail  the  how,  when,  why,  and  where  he 
committed  each  of  the  offenses.”  Irwin,  42  M.J.  at  480  (emphasis  added).  As  long  as  a 
statement  describes  the  “circumstances  surrounding  the  offenses  without  venturing  into  unrelated 
matters”  the  statement  is  properly  before  the  Court.4  Id.  at  482. 

20.  Given  that  there  is  no  stipulation  of  fact,  the  statement  provided  by  PFC  Manning  will  help 
the  Court  with  an  understanding  of  the  facts  and  circumstances  surrounding  the  offenses.  It  also 
provides  the  Court  with  the  factual  basis  to  conduct  a  sufficient  inquiry  of  PFC  Manning.  U.S.  v. 
Bailey,  20  M.J.  703  (A.C.M.R.  1985)  (holding  that  a  military  judge  must  conduct  a  sufficient 
inquiry  in  order  for  a  guilty  plea  to  not  be  set  aside  on  appeal).  The  facts  provided  by  PFC 
Manning  will  provide  the  Court  with  the  factual  basis  to  determine  that  PFC  Manning’s  plea  is 
indeed  knowing,  intelligent  and  voluntary.  RCM  910(c)-(e).  Thus,  the  Court  can  certainly 
consider  PFC  Manning’s  statement  in  determining  the  providence  of  his  pleas. 


3  The  Court  also  stated  that  admissibility  of  the  statement  for  sentencing  purposes  must  satisfy  the  Military  Rules  of 
Evidence.  Id.  at  582  (citations  omitted). 

4  PFC  Manning’s  initial  draft  of  his  statement  contained  several  pages  describing  in  detail  his  struggles  with  not 
being  able  to  dress  like  a  woman  during  the  deployment.  PFC  Manning  discussed  how  this  impacted  him  during  the 
deployment  and  how  it  made  it  difficult  for  him  to  control  his  emotions.  He  also  discussed  how  he  dressed  like  a 
woman  while  on  mid-tour  leave  from  Iraq.  Specifically,  he  described  how  he  dressed  like  a  woman  during  his  train 
trip  to  and  from  Boston  to  see  his  boyfriend,  Tyler  Watkins.  Although  these  details  were  important  to  PFC 
Manning,  because  they  helped  describe  the  emotional  struggles  that  he  was  enduring  during  the  deployment,  the 
Defense  advised  him  to  remove  these  from  his  statement  as  we  believed  that  they  ventured  into  unrelated  matters 
more  appropriately  brought  out  during  direct  examination  of  witnesses.  The  remaining  facts,  however,  we  advised 
him  to  retain  given  that  they  describe  circumstances  surrounding  the  offenses  that  he  was  pleading  guilty  to. 
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21.  The  Government  argues  that  PFC  Manning’s  statement  must  “contain  the  sort  of 
uncontested  facts  or  information  helpful  to  focus  issues,  such  as  those  found  in  a  stipulation.” 

The  Government’s  continues  its  diatribe  by  stating  the  “form  and  substance  of  the  proffered 
statement  allow[s]  the  defense  and  the  accused  to  circumvent  the  adversarial  process  outlined  in 
the  Rules  for  Court-Martial”  and  that  “[w]here  the  Rules  discuss  the  entry  of  evidence  to  the 
record  -  whether  by  stipulation,  by  testimony,  or  by  statement  -  they  contemplate  the 
participation  of  both  parties.”  Government’s  Motion  at  p.  5-6. 

22.  The  Government  cites  no  authority  for  its  position.  Undoubtedly  this  is  because  it  has  no 
such  authority.  When  an  accused  pleads  guilty  without  the  benefit  of  a  pretrial  agreement,  there 
will  be  no  such  stipulation  of  fact  and  obviously  no  “participation  of  both  parties”  in  any 
statement  provided  to  the  Court  during  the  providence  inquiry.  If  the  Government  contests  the 
facts  within  PFC  Manning’s  statement  in  support  of  his  plea  to  the  lesser  included  offenses,  it 
may  either  attempt  to  prove  up  the  greater  offenses  or  offer  proper  rebuttal  evidence  during 
sentencing.  The  Government,  however,  is  not  permitted  to  limit  PFC  Manning’s  statement  to  a 
bald  assertion  of  the  elements  of  the  offenses.  U.  S.  v.  Frederick,  23  M.J.  561  (A.C.M.R.  1986) 
(military  judge’s  inquiry  requiring  simple  yes  or  no  answers  when  asked  whether  he  did  that 
which  the  specifications  alleged  was  inadequate).  Additionally,  the  Government’s  concerns 
ignore  the  practical  reality  that  statements  made  during  the  providence  inquiry  are  only  admitted 
for  the  purposes  of  the  military  judge  determining  the  providence  of  an  accused’s  plea  and  on 
sentencing  in  determining  an  appropriate  sentence.  U.S.  v.  Resch,  65  M.J.  233  (C.A.A.F.  2007) 
(CAAF  concluded  that  it  was  error  to  use  the  providence  inquiry  statements  in  determining  guilt 
of  the  contested  offense). 

23.  Assuming  that  PFC  Manning’s  pleas  are  providence  and  accepted  by  the  Court,  the 
providence  inquiry  statement  may  also  be  considered  by  the  Court  in  order  to  determine  an 
appropriate  sentence.  When  deciding  which  portions  of  the  providence  inquiiy  statement  to 
consider  during  sentencing,  the  Court  may  clearly  consider  those  statements  that  either  amount  to 
“aggravating  circumstances  directly  relating  to  or  resulting  from  the  offense  of  which  the 
accused  has  been  found  guilty”  or  are  matters  in  extenuation  or  mitigation.  RCMs  1001(b)(4) 
and  1001(c)(1)(A)  and  (B). 

24.  The  Government’s  final  argument  regarding  PFC  Manning’s  statement  is  also  without  merit. 
The  Government  argues  that  PFC  Manning’s  statement  may  increase  the  probability  of  creating  a 
matter  inconsistent  with  his  plea.  The  Government  frames  its  concern  by  stating: 

to  allow  broad  commentary  on  unrelated  issues  not  subject  to  ready  rebuttal 
threatens  issue  confusion  by  mixing  relevant  and  irrelevant  information  on 
the  record  -  making  it  exponentially  more  difficult  to  track  facts  to  the 
elements  at  issue.  The  inclusion  of  extraneous  commentary  also  raises  the 
possibility  of  inconsistencies  between  facts  elicited  during  the  inquiry  and 
those  presented  during  the  merits  portion  of  the  proceedings.  It  thereby 
muddies  the  water  and  provides  more  material  for  the  [Cjourt  to  monitor. 

Moreover,  the  United  States  intends  to  move  forward  on  the  greater 
offenses  and,  in  so  doing,  will  present  evidence  relating  to  the  elements  of 
both  the  lesser  and  greater  offense.  As  such,  to  admit  this  largely  irrelevant 
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statement  as  sworn  evidence  would  make  an  already  complicated  inquiry 
untenable.  In  short,  the  inclusion  of  extraneous  information  in  the 
providence  inquiry  requires  the  Court  and  the  parties  to  be  hyper  -vigilant 
to  ensure  any  inconsistencies  are  identified  and  addressed. 

Government  Motion  at  p.  6-7.  The  Government’s  concern  is  based  upon  a  misunderstanding  of 
what  it  means  to  have  a  matter  inconsistent  with  factual  or  legal  guilt.  Under  RCM  910(h)(2), 

“If  after  findings  but  before  the  sentence  is  announced  the  accused  makes  a  statement  to  the 
court-martial,  in  testimony  or  otherwise,  or  presents  evidence  which  is  inconsistent  with  a  plea  of 
guilty  on  which  a  finding  is  based,  the  military  judge  shall  inquire  into  the  providence  of  the 
plea.”  The  key  is  that  the  inconsistent  matter  must  be  raised  by  the  accused,  not  the  Government. 
This  requirement  is  also  outlined  in  Article  45(a),  UCMJ,  “[i]f  an  accused  . . .  after  a  plea  of 
guilty  sets  up  a  matter  inconsistent  with  the  plea  ...  a  plea  of  not  guilty  shall  be  entered.”  When 
an  accused  presents  either  a  matter  inconsistent  with  factual  or  legal  guilt,  the  military  judge  is 
required  to  explain  the  inconsistent  matter  to  the  accused  and  should  not  accept  the  plea  unless 
the  accused  admits  facts  which  negate  the  factual  or  legal  inconsistency.  See  discussion  to  RCM 
910(h)(2);  see  also  U.S.  v.  Phillippe,  63  M.J.  307  (C.A.A.F.  2006)  (accused’s  statement 
regarding  his  attempt  to  return  right  after  9/1 1  raised  a  matter  inconsistent  with  pleading  guilty  to 
an  almost  three  year  AWOL). 

25.  Far  from  creating  an  “untenable”  situation,  the  statement  by  PFC  Manning  provides  the 
Court  with  the  facts  surrounding  the  offenses  to  which  PFC  Manning’s  is  pleading  guilty.  If  the 
Government  goes  forward  on  the  greater  offenses,  and  if  they  are  unsuccessful  in  proving  the 
greater  offenses,  the  Court  will  find  PFC  Manning  guilty  in  accordance  with  his  pleas.  In  such  a 
situation,  the  Court  need  only  be  concerned  with  PFC  Manning  raising  a  matter  that  is 
inconsistent  with  his  factual  or  legal  guilt  to  the  lesser  included  offenses.  Whatever  facts  the 
Government  would  present  on  the  greater  offenses  would  be  of  no  importance.  If,  however,  the 
Government  is  successful  in  proving  the  greater  offenses,  then  there  is  no  potential  issue  for  a 
matter  that  is  inconsistent  with  factual  or  legal  guilt.  In  this  situation,  the  Court  would  enter  a 
finding  of  guilt  to  the  greater  offenses,  and  not  to  the  lesser  included  offenses  pled  to  by  PFC 
Manning.  In  short,  the  Government  spends  seven  pages  discussing  possible  concerns  and  issues 
with  PFC  Manning’s  statement  that  are  simply  not  valid  concerns.  As  such,  the  Court  should 
deny  the  Government’s  requested  relief  of  altering  the  content  of  PFC  Manning’s  pretrial 
statement  or  accepting  PFC  Manning’s  statement  in  an  open-ended  providence  inquiry  question- 
and-answer  colloquy  that  meets  with  the  Government’s  arbitrary  sense  of  what  an  accused’s 
statement  in  support  of  his  pleas  should  be. 

26.  Finally,  the  Government  proposes  an  additional  line  of  questioning  “in  an  abundance  of 
caution”  to  ensure  PFC  Manning  understands  the  nature  and  effect  of  his  plea  of  guilty. 
Government  Motion  at  p.  8.  The  Defense  believes  the  current  proposed  providence  inquiry 
ensures  that  PFC  Manning’s  plea  is  knowing,  intelligent,  and  voluntary.  As  such,  the  Court 
should  deny  the  Government’s  request  for  an  additional  line  of  questioning. 
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27.  For  foregoing  reasons,  the  Defense  respectfully  requests  that  this  Court  deny  the 
Government’s  requested  relief. 


Respectfully  submitted. 


DAVID  E.  COOMBS 
Civilian  Defense  Counsel 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES 


) 

) 


v. 


)  DEFENSE  NOTICE  OF 
)  PLEA  AND  FORUM 


MANNING,  Bradley  E.,  PFC 


) 

) 

) 


U.S.  Army, 


Headquarters  and  Headquarters  Company,  U.S. 
Army  Garrison,  Joint  Base  Myer-Henderson  Hall, 
Fort  Myer,VA  22211 


)  DATED:  30  January  2013 

) 


In  accordance  with  the  Rules  of  Practice  before  Army  Courts-Martial,  PFC  Manning,  by  and 
through  his  attorney  hereby  serves  notice  to  the  Government  and  Court  of  anticipated  plea, 
requested  forum,  and  expected  motions. 


Plea: 


To  the  Specification  of  Charge  I  and  to  Charge  I:  Not  Guilty. 

To  Specification  1  of  Charge  II:  Not  Guilty. 

To  Specification  2  of  Charge  II:  Guilty,  except  the  words  and  figures  “15  February  2010” 
and  “5  April  2010”,  substituting  therefore  the  words  and  figures  “14  February  2010”  and  “21 
February  2010”;  further  excepting  the  words  “information  relating  to  the  national  defense,  to 
wit:”;  further  excepting  the  words  “with  reason  to  believe  such  information  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation,  willfully  communicate, 
deliver,  transmit,  or  cause  to  be  communicated,  delivered,  or  transmitted,”,  substituting  therefore 
the  words  “did  willfully  communicate”;  further  excepting  the  words  and  figures,  “in  violation  of 
18  U.S.  Code  Section  793(e),”;  to  the  excepted  words  and  figures,  Not  Guilty;  to  the  substituted 
words  and  figures,  Guilty. 

(Revised  Specification  2  of  Charge  II:  In  that  Private  First  Class  Bradley  E.  Manning, 
U.S.  Army,  did,  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  14 
February  2010  and  on  or  about  21  February  2010,  having  unauthorized  possession  of  a  video  file 
named  “12  JUL  07  CZ  ENGAGEMENT  ZONE  30  CG  Anyone.avi”,  willfully  communicate  the 
said  information,  to  a  person  not  entitled  to  receive  it,  such  conduct  being  prejudicial  to  good 
order  and  discipline  in  the  armed  forces  and  being  of  a  nature  to  bring  discredit  upon  the  armed 
forces.) 

To  Specification  3  of  Charge  II:  Guilty,  except  the  words  and  figures  “22  March  2010” 
and  “26  March  2010”,  substituting  therefore  the  words  and  figures  “17  March  2010”  and  “22 
March  2010”;  further  excepting  the  words  “information  relating  to  the  national  defense,  to  wit:”; 
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further  excepting  the  words  “with  reason  to  believe  such  information  could  be  used  to  the  injury 
of  the  United  States  or  to  the  advantage  of  any  foreign  nation,  willfully  communicate,  deliver, 
transmit,  or  cause  to  be  communicated,  delivered,  or  transmitted,”,  substituting  therefore  the 
words  “did  willfully  communicate”;  further  excepting  the  words  and  figures  “in  violation  of  1 8 
U.S.  Code  Section  793(e),”;  to  the  excepted  words  and  figures,  Not  Guilty;  to  the  substituted 
words  and  figures,  Guilty. 

(Revised  Specification  3  of  Charge  II:  In  that  Private  First  Class  Bradley  E.  Manning, 
U.S.  Army,  did,  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  17 
March  2010  and  on  or  about  22  March  2010,  having  unauthorized  possession  of  more  than  one 
classified  memorandum  produced  by  a  United  States  government  intelligence  agency,  willfully 
communicate  the  said  information,  to  a  person  not  entitled  to  receive  it,  such  conduct  being 
prejudicial  to  good  order  and  discipline  in  the  armed  forces  and  being  of  a  nature  to  bring 
discredit  upon  the  armed  forces.) 

To  Specification  4  of  Charge  II:  Not  Guilty. 

To  Specification  5  of  Charge  II:  Guilty,  except  the  words  and  figures  “31  December 
2009”  and  “9  February  2010”,  substituting  therefore  the  words  and  figures  “5  January  2010”  and 
“3  February  2010”;  further  excepting  the  words  “information  relating  to  the  national  defense,  to 
wit:”;  further  excepting  the  words  “with  reason  to  believe  such  information  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation,  willfully  communicate, 
deliver,  transmit,  or  cause  to  be  communicated,  delivered,  or  transmitted,”,  substituting  therefore 
the  words,  “did  willfully  communicate”;  further  excepting  the  words  and  figures  “in  violation  of 
18  U.S.  Code  Section  793(e),”;  to  the  excepted  words  and  figures.  Not  Guilty;  to  the  substituted 
words  and  figures,  Guilty. 

(Revised  Specification  5  of  Charge  II:  In  that  Private  First  Class  Bradley  E.  Manning, 
U.S.  Army,  did,  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  5 
January  2010  and  on  or  about  3  February  2010,  having  unauthorized  possession  of  more  than 
twenty  classified  records  from  the  Combined  Information  Data  Network  Exchange  Iraq  database, 
willfully  communicate  the  said  information,  to  a  person  not  entitled  to  receive  it,  such  conduct 
being  prejudicial  to  good  order  and  discipline  in  the  armed  forces  and  being  of  a  nature  to  bring 
discredit  upon  the  armed  forces.) 

To  Specification  6  of  Charge  II:  Not  Guilty. 

To  Specification  7  of  Charge  II:  Guilty,  except  the  words  and  figures  “31  December 
2009”  and  “9  February  2010”,  substituting  the  words  and  figures  “5  January  2010”  and  “3 
February  2010”;  further  excepting  the  words  “information  relating  to  the  national  defense,  to 
wit:”;  further  excepting  the  words  “Avith  reason  to  believe  such  information  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation,  willfully  communicate, 
deliver,  transmit,  or  cause  to  be  communicated,  delivered,  or  transmitted,”,  substituting  therefore 
the  words  “did  willfully  communicate”;  further  excepting  the  words  and  figures  “in  violation  of 
1 8  U.S.  Code  793(e),”;  to  the  excepted  words  and  figures,  Not  Guilty;  to  the  substituted  words 
and  figures.  Guilty. 
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(Revised  Specification  7  of  Charge  II:  In  that  Private  First  Class  Bradley  E.  Manning, 
U.S.  Army,  did,  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  5 
January  2010  and  on  or  about  3  February  2010,  having  unauthorized  possession  of  more  than 
twenty  classified  records  from  the  Combined  Information  Data  Network  Exchange  Afghanistan 
database,  willfully  communicate  the  said  information,  to  a  person  not  entitled  to  receive  it,  such 
conduct  being  prejudicial  to  good  order  and  discipline  in  the  armed  forces  and  being  of  a  nature 
to  bring  discredit  upon  the  armed  forces.) 

To  Specification  8  of  Charge  II:  Not  Guilty. 

To  Specification  9  of  Charge  II:  Guilty,  except  the  words  and  figures  “between  on  or 
about  8  March  2010  and  on  or  about  27  May  2010”,  substituting  therefore  the  words  and  figures 
“on  or  about  8  March  2010”;  further  excepting  the  words  “information  relating  to  the  national 
defense,  to  wit:”;  further  excepting  the  words  “with  reason  to  believe  such  information  could  be 
used  to  the  injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation,  willfully 
communicate,  deliver,  transmit,  or  cause  to  be  communicated,  delivered,  or  transmitted,”, 
substituting  therefore  the  words  “did  willfully  communicate”;  further  excepting  the  words  and 
figures  “in  violation  of  1 8  U.S.  Code  793(e)”;  to  the  excepted  words  and  figures.  Not  Guilty;  to 
the  substituted  words  and  figures.  Guilty. 

(Revised  Specification  9  of  Charge  II:  In  that  Private  First  Class  Bradley  E.  Manning, 
U.S.  Army,  did,  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  on  or  about  8  March 
2010,  having  unauthorized  possession  of  more  than  three  classified  records  from  a  United  States 
Southern  Command  database,  willfully  communicate  the  said  information,  to  a  person  not 
entitled  to  receive  it,  such  conduct  being  prejudicial  to  good  order  and  discipline  in  the  armed 
forces  and  being  of  a  nature  to  bring  discredit  upon  the  armed  forces.) 

To  Specification  10  of  Charge  II:  Guilty,  except  the  words  and  figures  “1 1  April  2010” 
and  “27  May  2010”,  substituting  therefore  the  words  and  figures  “10  April  2010”  and  “12  April 
2010”;  further  excepting  the  words  “information  relating  to  the  national  defense,  to  wit:”;  further 
excepting  the  words  “with  reason  to  believe  such  information  could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  of  any  foreign  nation,  willfully  communicate,  deliver,  transmit, 
or  cause  to  be  communicated,  delivered,  or  transmitted,”,  substituting  therefore  the  words  “did 
willfully  communicate”;  further  excepting  the  words  and  figures  “in  violation  of  18  U.S.  Code 
Section  793(e)”;  to  the  excepted  words  and  figures.  Not  Guilty;  to  the  substituted  words  and 
figures,  Guilty. 

(Revised  Specification  10  of  Charge  II:  In  that  Private  First  Class  Bradley  E.  Manning, 
U.S.  Army,  did,  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  10 
April  2010  and  on  or  about  12  April  2010,  having  unauthorized  possession  of  more  than  five 
classified  records  relating  to  a  military  operation  in  Farah  Province,  Afghanistan  occurring  on  or 
about  4  May  2009,  willfully  communicate  the  said  information,  to  a  person  not  entitled  to 
receive  it,  such  conduct  being  prejudicial  to  good  order  and  discipline  in  the  armed  forces  and 
being  of  a  nature  to  bring  discredit  upon  the  armed  forces.) 
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To  Specification  1 1  of  Charge  II:  Not  Guilty. 

To  Specification  12  of  Charge  II:  Not  Guilty. 

To  Specification  13  of  Charge  II:  Guilty,  except  the  words  and  figures  “27  May  2010”, 
substituting  therefore  the  words  and  figures  “4  May  2010”;  further  excepting  the  words 
“knowingly  exceeded  authorized  access”,  substituting  therefore  the  words  “knowingly 
accessed”;  further  excepting  the  words  “with  reason  to  believe  that  such  information  so  obtained 
could  be  used  to  the  injury  of  the  United  States,  or  to  the  advantage  of  any  foreign  nation,  in 
violation  of  18  U.S.  Code  Section  1030(a)(1)”;  to  the  excepted  words  and  figures.  Not  Guilty;  to 
the  substituted  words  and  figures.  Guilty. 

(Revised  Specification  13  of  Charge  II:  In  that  Private  First  Class  Bradley  E.  Manning, 
U.S.  Army,  did,  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  28 
March  2010  and  on  or  about  4  May  2010,  having  knowingly  accessed  a  Secret  Internet  Protocol 
Router  Network  computer,  and  by  means  of  such  conduct  having  obtained  information  that  has 
been  determined  by  the  United  States  government  pursuant  to  an  Executive  Order  or  statute  to 
require  protection  against  unauthorized  disclosure  for  reasons  of  national  defense  or  foreign 
relations,  to  wit:  more  than  seventy-five  classified  United  States  Department  of  State  cables, 
willfully  communicate,  deliver,  transmit,  or  caused  to  be  communicated,  delivered,  or 
transmitted  the  said  information,  to  a  person  not  entitled  to  receive  it,  such  conduct  being 
prejudicial  to  good  order  and  discipline  in  the  armed  forces  and  being  of  a  nature  to  bring 
discredit  upon  the  armed  forces.) 

To  Specification  14  of  Charge  II:  Guilty,  except  the  words  and  figures  “15  February 
2010”  and  “18  February  2010”,  substituting  therefore  the  words  and  figures  “14  February  2010” 
and  “15  February  2010”;  further  excepting  the  words  “knowingly  exceeded  authorized  access”, 
substituting  therefore  the  words  “knowingly  accessed”;  further  excepting  the  words  “with  reason 
to  believe  that  such  information  so  obtained  could  be  used  to  the  injury  of  the  United  States,  or  to 
the  advantage  of  any  foreign  nation,  in  violation  of  18  U.S.  Code  Section  1030(a)(1)”;  to  the 
excepted  words  and  figures,  Not  Guilty;  to  the  substituted  words  and  figures,  Guilty. 

(Revised  Specification  14  of  Charge  II:  In  that  Private  First  Class  Bradley  E.  Manning, 
U.S.  Army,  did,  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  14 
February  2010  and  on  or  about  15  February  2010,  having  knowingly  accessed  a  Secret  Internet 
Protocol  Router  Network  computer,  and  by  means  of  such  conduct  having  obtained  information 
that  has  been  determined  by  the  United  States  government  pursuant  to  an  Executive  Order  or 
statute  to  require  protection  against  unauthorized  disclosure  for  reasons  of  national  defense  or 
foreign  relations,  to  wit:  a  classified  Department  of  State  cable  titled  “Reykjavik- 1 3”,  willfully 
communicate,  deliver,  transmit,  or  caused  to  be  communicated,  delivered,  or  transmitted  the  said 
information,  to  a  person  not  entitled  to  receive  it,  such  conduct  being  prejudicial  to  good  order 
and  discipline  in  the  armed  forces  and  being  of  a  nature  to  bring  discredit  upon  the  armed 
forces.) 


To  Specification  15  of  Charge  II:  Guilty,  except  the  words  and  figures  “between  on  or 
about  1 5  February  2010  and  on  or  about  1 5  March  2010”,  substituting  therefore  the  words  and 
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figures  “on  or  about  8  March  2010”;  further  excepting  the  words  “information  relating  to  the 
national  defense,  to  wit:”;  further  excepting  the  words  “with  reason  to  believe  such  information 
could  be  used  to  the  injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation, 
willfully  communicate,  deliver,  transmit,  or  cause  to  be  communicated,  delivered,  or 
transmitted,”,  substituting  therefore  the  words  “did  willfully  communicate”;  further  excepting  the 
words  and  figures  “in  violation  of  1 8  U.S.  Code  Section  793(e),”;  to  the  excepted  words  and 
figures,  Not  Guilty;  to  the  substituted  words  and  figures,  Guilty. 

(Revised  Specification  15  of  Charge  II:  In  that  Private  First  Class  Bradley  E.  Manning, 
U.S.  Army,  did,  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  on  or  about  8  March 
2010,  having  unauthorized  possession  of  a  classified  record  produced  by  a  United  States  Army 
intelligence  organization,  dated  18  March  2008,  willfully  communicate  the  said  information,  to  a 
person  not  entitled  to  receive  it,  such  conduct  being  prejudicial  to  good  order  and  discipline  in 
the  armed  forces  and  being  of  a  nature  to  bring  discredit  upon  the  armed  forces.) 

To  Specification  16  of  Charge  II:  Not  Guilty. 

To  Charge  II:  Guilty. 

To  Specification  1  of  Charge  III:  Not  Guilty. 

To  Specification  2  of  Charge  III:  Not  Guilty. 

To  Specification  3  of  Charge  III:  Not  Guilty. 

To  Specification  4  of  Charge  III:  Not  Guilty. 

To  Specification  5  of  Charge  III:  Guilty,  except  the  words  and  figures  “1  November 
2009”,  substituting  therefore  the  words  and  figures  “8  January  2010”;  to  the  excepted  words  and 
figures.  Not  Guilty;  to  the  substituted  words  and  figures,  Guilty. 

To  Charge  III:  Guilty. 

Forum: 

Trial  by  Military  Judge  Alone. 

Maximum  Punishment: 


The  maximum  punishment  authorized  in  this  case,  based  solely  on  PFC  Manning’s  guilty 
plea  is:  reduction  to  E-l,  total  forfeiture  of  all  pay  and  allowances,  confinement  for  20  years,  and 
a  dishonorable  discharge. 

The  Defense  arrives  at  this  maximum  punishment  determination  based  upon  the  findings 
of  the  Court  in  Appellate  Exhibit  421  and  the  Defense’s  belief  the  proposed  pleas  to  specification 
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13  and  14  should  each  carry  a  maximum  punishment  of  reduction  to  E-l,  total  forfeiture  of  all 
pay  and  allowances,  confinement  for  2  years,  and  a  dishonorable  discharge. 

PFC  Manning’s  proposed  pleas  to  specifications  13  and  14  of  Charge  II  under  clauses  1 
and  2  of  Article  134  are  lesser  included  offenses  of  the  offenses  charged  under  18  U.S.C.  Section 
1030(a)(1)  and  Article  134.  The  Defense  asserts  that  the  Article  134  lesser  included  offenses  are 
not  included  in  or  closely  analogous  to  an  offense  listed  in  the  MCM.  The  Defense  also  asserts 
that  the  conduct  and  mens  reas  of  the  lesser  included  offenses  are  not  essentially  the  same  as  a 
violation  of  United  States  Code  Section  1030(a)(1)  because  PFC  Manning  is  pleading  to  a 
residuum  of  elements  for  that  offense.  Army  Regulation  (AR)  380-5  dated  29  September  2000 
(Information  Security  Program)  establishes  a  custom  of  the  service  penalizing  disclosures  of 
classified  and  sensitive  information.  A  disclosure  in  violation  of  AR  380-5  would  be  charged 
under  Article  92  of  the  UCMJ.  A  violation  of  Article  92  would  carry  a  maximum  punishment  of 
reduction  to  E-l,  total  forfeiture  of  all  pay  and  allowances,  confinement  for  2  years,  and  a 
dishonorable  discharge.  Thus,  the  maximum  punishment  for  each  of  the  lesser  included  offenses 
of  specification  13  and  14  proposed  by  PFC  Manning  should  be  reduction  to  E-l,  total  forfeiture 
of  all  pay  and  allowances,  confinement  for  2  years,  and  a  dishonorable  discharge. 

Expected  Motions: 

Motion  to  Dismiss:  Unreasonable  Multiplication  of  Charges  for  Findings  and 
Sentencing  (after  announcement  of  Findings). 


Respectfully  submitted, 


DAVID  EDWARD  COOMBS 
Civilian  Defense  Counsel 
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UNCLASSIFIED 


29  January  2013 


MEMORANDUM  THRU  Civilian  Defense  Counsel,  11  South  Angell  Street 
#317,  Providence,  RI  02906 

Military  Defense  Counsel,  U.S.  Army  Trial  Defense  Service 
(USATDS)  ,  Fort  Belvoir,  VA  22060 

FOR  Military  Judge,  U.S.  Army  First  Judicial  Circuit,  Fort 
Meade,  MD  20755 

Trial  Counsel,  Joint  Force  Headquarters  -  National  Capital 
Region/Military  District  of  Washington  ( JFHQ-NCR/MDW ) ,  103  3rd 
Avenue  SW,  Fort  McNair,  DC  20319-5058 

SUBJECT:  Statement  in  Support  of  Providence  Inquiry  —  U.S.  v. 

Private  First  Class  (PFC)  Bradley  E.  Manning  (U) 


1.  (U)  The  following  facts  are  provided  in  support  of  the 
providence  inquiry  for  my  court-martial.  United  States  v.  PFC 
Bradley  E.  Manning. 

2.  (U)  Personal  Facts. 

a.  (U)  I  am  a  twenty-five  (25)  year-old  Private  First  Class 
in  the  United  States  Army,  currently  assigned  to  Headquarters 
and  Headquarters  Company  (HHC) ,  U.S.  Army  Garrison  (USAG) ,  Joint 
Base  Myer-Henderson  Hall,  Fort  Myer,  Virginia.  Prior  to  this 
assignment,  I  was  assigned  to  HHC,  2nd  Brigade  Combat  Team,  10th 
Mountain  Division,  Fort  Drum,  New  York.  My  Primary  Military 
Occupational  Specialty  (PMOS)  is  35F,  "Intelligence  Analyst." 

b.  (U)  I  entered  Active  Duty  status  on  2  October  2007.  I 
enlisted  with  the  hope  of  obtaining  both  real-world  experience 
and  earning  benefits  under  the  GI  Bill  for  college 
opportunities . 

3.  (U)  Facts  Regarding  My  position  as  an  Intelligence  Analyst. 

a.  (U)  In  order  to  enlist  in  the  Army,  I  took  the  standard 
Armed  Services  Aptitude  Battery  (ASVAB) .  My  score  on  this 
battery  was  high  enough  for  me  to  qualify  for  any  enlisted  MOS 
position.  My  recruiter  informed  me  that  I  should  select  an  MOS 
that  complimented  my  interests  outside  the  military.  In 
response,  I  told  him  I  was  interested  in  geopolitical  matters 
and  information  technology.  He  suggested  I  consider  becoming  an 
intelligence  analyst. 
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SUBJECT:  Statement  in  Support  of  Providence  Inquiry  —  U.S.  v. 

Private  First  Class  (PFC)  Bradley  E.  Manning  (U) 


b.  (U)  After  researching  the  Intelligence  Analyst  position,  I 
agreed  that  this  would  be  a  good  fit  for  me.  In  particular,  I 
enjoyed  the  fact  that  an  analyst  would  use  information  derived 
from  a  variety  of  sources  to  create  work  products  that  informed 
the  command  on  its  available  choices  for  determining  the  best 
courses  of  action  (COAs) .  Although  the  MOS  required  a  working 
knowledge  of  computers,  it  primarily  required  me  to  consider  how 
raw  information  can  be  combined  with  other  available 
intelligence  sources  in  order  to  create  products  that  assisted 
the  command  in  its  situational  awareness  (SA) .  I  assessed  that 
my  natural  interest  in  geopolitical  affairs  and  my  computer 
skills  would  make  me  an  excellent  Intelligence  Analyst. 

c.  (U)  After  enlisting,  I  reported  to  the  Fort  Meade  Military 
Entrance  Processing  Station  (MEPS)  on  01  October  2007.  I  then 
traveled  to,  and  reported  at  Fort  Leonard  Wood  on  02  October 
2007  to  begin  Basic  Combat  Training  (BCT) . 

d.  (U)  Once  at  Fort  Leonard  Wood,  I  quickly  realized  that  I 
was  neither  physically  nor  mentally  prepared  for  the 
requirements  of  BCT.  My  BCT  experience  lasted  six  (6)  months 
instead  of  the  normal  ten  (10)  weeks.  Due  to  medical  issues,  I 
was  placed  in  a  hold  status.  A  physical  examination  indicated  I 
sustained  injuries  to  my  right  shoulder  and  left  foot.  Due  to 
these  injuries  I  was  unable  to  continue  BCT. 

e.  (U)  During  medical  hold,  I  was  informed  that  I  may  be  out- 
processed  from  the  Army.  However,  I  resisted  being  "chaptered" 
because  I  felt  I  could  overcome  my  medical  issues  and  continue 
to  serve. 

f.  On  20  January  2008,  I  returned  to  BCT.  This  time  I  was 
better  prepared,  and  I  completed  training  on  2  April  2008.  I 
then  reported  for  the  MOS-specific  Advanced  Individual  Training 
(AIT)  on  7  April  2008. 

g.  (U)  AIT  was  an  enjoyable  experience  for  me.  Unlike  BCT, 
where  I  felt  different  than  the  other  Soldiers,  I  fit  in  and  did 
well.  I  preferred  the  mental  challenges  of  reviewing  a  large 
amount  of  information  from  various  sources  and  trying  to  create 
useful,  or  "actionable,"  products.  I  especially  enjoyed  the 
practice  of  analysis  through  the  use  of  computer  applications 
and  methods  I  was  familiar  with. 
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SUBJECT:  Statement  in  Support  of  Providence  Inquiry  — •  U.S.  v. 
Private  First  Class  (PFC)  Bradley  E.  Manning  (U) 


h.  (U)  I  graduated  from  AIT  on  16  August  2008  and  reported  to 
my  first  duty  station.  Fort  Drum,  New  York  on  28  August  2008. 

As  an  analyst,  Significant  Activities  (SIGACTs)  were  a  frequent 
source  of  information  for  me  to  use  in  creating  work  products. 

I  started  working  extensively  with  SIGACTs  early  after  my 
arrival  at  Fort  Drum.  My  computer  background  allowed  me  to  use 
the  tools  organic  to  the  Distributed  Common  Ground  System — Army 
(DCGS-A)  computers  and  create  polished  work  products  for  the  2nd 
Brigade  Combat  Team  (2BCT)  chain  of  command. 

i.  (U)  The  non-commissioned-officer-in-charge  (NCOIC)  of  the 
S2  section.  Master  Sergeant  (MSG)  David  P.  Adkins  recognized  my 
skills  and  potential,  and  tasked  me  to  work  on  a  tool  abandoned 
by  a  previously  assigned  analyst,  the  "Incident  Tracker."  The 
Incident  Tracker  was  viewed  as  a  backup  to  the  Combined 
Information  Data  Network  Exchange  (CIDNE)  and  a  unit  historical 
reference  tool. 

j.  (U)  In  the  months  preceding  my  upcoming  deployment,  I 
worked  on  creating  a  new  version  of  the  incident  tracker,  and 
used  SIGACTs  to  populate  it.  The  SIGACTs  I  used  were  from 
Afghanistan,  because  at  the  time  our  unit  was  scheduled  to 
deploy  to  the  Logar  and  Wardak  provinces  Afghanistan.  Later, 
our  unit  was  reassigned  to  deploy  to  eastern  Baghdad,  Iraq.  At 
that  point,  I  removed  the  Afghanistan  SIGACTs  and  switched  to 
Iraq  SIGACTs. 

k.  (U)  As  an  analyst,  I  view  the  SIGACTs  as  historical  data. 

I  believe  this  view  is  shared  by  other  all-source  analysts  as 
well.  SIGACTs  give  a  first-look  impression  of  a  specific  or 
isolated  event.  This  event  can  be  an  Improvised  Explosive 
Devise  ( IED)  attack,  a  Small  Arms  Fire  (SAF)  engagement  with  a 
hostile  force,  or  any  other  event  a  specific  unit  documented  and 
reported  in  real-time.  In  my  perspective,  the  information 
contained  within  a  single  SIGACT,  or  group  of  SIGACTs  is  not 
very  sensitive.  The  events  encapsulated  within  most  SIGACTs 
involve  either  enemy  engagements  or  casualties.  Most  of  this 
information  is  publicly  reported  by  the  Public  Affairs  Office 
(PAO),  embedded  media  pools,  or  host-nation  (HN)  media. 
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l.  (U)  As  I  started  working  with  SIGACTs,  I  felt  they  were 
similar  to  a  daily  journal  or  log  that  a  person  may  keep.  They 
capture  what  happens  on  a  particular  day  and  time.  They  are 
created  immediately  after  the  event  and  are  potentially  updated 
over  a  period  of  hours  until  a  final  version  is  published  on 
CIDNE . 

m.  (U)  Each  unit  has  its  own  standard  operating  procedure 
(SOP)  for  reporting  and  recording  SIGACTs.  The  SOP  may  differ 
between  reporting  in  a  particular  deployment,  and  reporting  in 
garrison.  In  garrison,  a  SIGACT  normally  involves  personnel 
issues,  such  as  a  Driving  Under-the-Inf luence  (DUI)  incident,  or 
an  automobile  accident  involving  the  death  or  serious  injury  of 
a  Soldier.  The  report  starts  at  the  company  level,  and  goes  up 
to  the  battalion,  brigade,  and  even  up  to  the  division  level. 

In  a  deployed  environment,  a  unit  may  observe  or  participate  in 
an  event  and  the  platoon  leader  or  platoon  sergeant  may  report 
the  event  as  a  SIGACT  to  the  Company  Headquarters  through  the 
radio  transmission  operator  (RTO) .  The  commander  or  RTO  will 
then  forward  the  report  to  the  Battalion  Battlecaptain  or  Battle 
Non-commissioned  officer  (NCO) .  Once  the  Battalion 
Battlecaptain  or  Battle  NCO  receives  the  report,  they  will 
either: 


(1)  Notify  the  Battalion  Operations  Officer  (S3) . 

(2)  Conduct  an  action,  such  as  launching  the  Quick 
Reaction  Force  (QRF) . 

(3)  Record  the  event  and  report  further  report  it  up  the 
chain  of  command  to  the  Brigade. 

The  recording  of  each  event  is  done  by  radio  or  over  the  Secret 
Internet  Protocol  Router  Network  (SIPRNet) ,  normally  by  an 
assigned  Soldier,  usually  junior  enlisted  (E-4  and  below) . 

n.  (U)  Once  a  SIGACT  is  reported,  the  SIGACT  is  further  sent 
up  the  chain  of  command.  At  each  level,  additional  information 
can  either  be  added  or  corrected  as  needed.  Normally,  within  24 
to  48  hours,  the  updating  and  reporting  of  a  particular  SIGACT 
is  complete.  Eventually,  all  reports  and  SIGACTs  go  through  the 
chain  of  command  from  Brigade  to  Division,  and  Division  to 
Corps.  At  Corps-level,  the  SIGACT  is  finalized  and  published. 
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o.  (U)  The  CIDNE  system  contains  a  database  that  is  used  by 
thousands  of  Department  of  Defense  (DoD)  personnel,  including 
Soldiers,  civilians,  and  contractor  support.  It  was  the  U.S. 
Central  Command  (CENTCOM)  reporting  tool  for  operational 
reporting  in  Iraq  and  Afghanistan.  Two  separate  but  similar 
databases  were  maintained  for  each  theater,  "CIDNE-I"  for  Iraq 
and  "CIDNE-A"  for  Afghanistan. 

p.  (U)  Each  database  encompasses  over  a  hundred  types  of 
reports  and  other  historical  information  for  access.  They 
contain  millions  of  vetted  and  finalized  records  including 
operational  and  intelligence  reporting.  CIDNE  was  created  to 
collect  and  analyze  battlespace  data  to  provide  daily  operation 
and  intelligence  community  (IC)  reporting  relevant  to  a 
commander's  daily  decision  making  process. 

q.  (U)  The  CIDNE-I  and  CIDNE-A  databases  contain  reporting 
and  analysis  fields  from  multiple  disciplines  including: 

(1)  Human  Intelligence  (HUM-INT)  reports. 

{2)  Psychological  Operations  (PSYOP)  reports. 

(3)  Engagement  reports. 

(4)  Counter-Improvised  Explosive  Device  (CIED)  reports. 

(5)  SIGACT  reports. 

(6)  Targeting  reports. 

(7)  Social-Cultural  reports. 

(8)  Civil  Affairs  reports. 

(9)  Human  Terrain  reporting. 

r.  (U)  As  an  intelligence  analyst,  I  had  unlimited  access  to 
the  CIDNE-I  and  CIDNE-A  databases  and  the  information  contained 
within  them.  Although  each  table  within  the  databases  is 
important,  I  primarily  dealt  with  HUMINT  reports,  SIGACT 
reports,  and  CIED  reports  because  these  reports  were  used  to 
create  the  work  product  I  was  required  to  publish  as  an  analyst. 
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s.  (U)  When  working  on  an  assignment,  I  looked  anywhere  and 
everywhere  for  information.  As  an  all-source  analyst,  this  was 
something  that  was  expected.  The  DCGS-A  systems  had  databases 
built  in,  and  I  utilized  them  on  a  daily  basis.  This  includes 
the  search  tools  available  on  DCGS-A  systems  on  SIPRNet  such  as 
Query-Tree,  and  the  DoD  and  Intelink  search  engines. 

t.  (U)  Primarily,  I  utilized  the  CIDNE  database,  using  the 
historical  and  HUMINT  reporting  to  conduct  my  analysis  and 
provide  backup  for  my  work  product.  I  did  statistical  analysis 
on  historical  data,  including  SIGACTs,  to  back  up  analyses  that 
were  based  on  HUMINT  reporting  and  produce  charts,  graphs,  and 
tables.  I  also  created  maps  and  charts  to  conduct  predictive 
analysis  based  on  statistical  trends.  The  SIGACT  reporting 
provided  a  reference  point  for  what  occurred,  and  provided 
myself  and  other  analysts  with  the  information  to  conclude  a 
possible  outcome. 

u.  (U)  Although  SIGACT  reporting  is  sensitive  at  the  time  of 
their  creation,  their  sensitivity  normally  dissipates  within  48 
to  72  hours  as  the  information  is  either  publicly  released,  or 
the  unit  involved  is  no  longer  in  the  area  and  not  in  danger. 

It  is  my  understanding  that  the  SIGACT  reports  remain  classified 
only  because  they  are  maintained  within  CIDNE,  because  it  is 
only  accessible  on  SIPRNet.  Everything  on  CIDNE-I  and  CIDNE-A, 
to  include  SIGACT  reporting  was  treated  as  classified 
information. 
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4.  (U)  Facts  Regarding  Storage  of  SIGACT  Reports. 

a.  (U)  As  part  of  my  training  at  Fort  Drum,  I  was  instructed 
to  ensure  that  I  create  back-ups  of  my  work  product.  The  need 
to  create  back-ups  was  particularly  acute  given  the  relative 
instability  of  and  unreliability  of  the  computer  systems  we  used 
in  the  field  and  during  deployment.  These  computer  systems 
included  both  organic  and  theater-provided  equipment  (TPE)  DCGS- 
A  machines.  The  organic  DCGS-A  machines  we  brought  with  us  into 
the  field  and  on  deployment  were  Dell  M-90  laptops,  and  the  TPE 
DCGS-A  machines  were  Alienware  brand  laptops. 

b.  (U)  The  M-90  DCGS-A  laptops  were  the  preferred  machine  to 
use,  as  they  were  slightly  faster,  and  had  fewer  problems  with 
dust  and  temperature  than  the  TPE  Alienware  laptops. 

c.  (U)  I  used  several  DCGS-A  machines  during  the  deployment 
due  to  various  technical  problems  with  the  laptops.  With  these 
issues,  several  analysts  lost  information,  but  I  never  lost 
information  due  to  the  multiple  back-ups  I  created. 

d.  {U)I  attempted  to  back-up  as  much  relevant  information  as 
possible.  I  would  save  the  information  so  that  I,  or  another 
analyst  could  quickly  access  it  when  a  machine  crashed,  SIPRNet 
connectivity  was  down,  or  I  forgot  where  data  was  stored.  When 
backing-up  information  I  would  do  one  or  all  of  the  following 
things,  based  on  my  training: 

(1)  (U)  Physical  Back-up.  I  tried  to  keep  physical  backup 
copies  of  information  on  paper,  so  information  could  be  grabbed 
quickly.  Also,  it  was  easier  to  brief  from  hard-copies  research 
and  HUMINT  reports. 

(2)  (U)  Local  Drive  Back-up.  I  tried  to  sort  out 
information  I  deemed  relevant  and  keep  complete  copies  of  the 
information  on  each  of  the  computers  I  used  in  the  Temporary 
Sensitive  Compartmented  Information  Facility  (T-SCIF) ,  including 
my  primary  and  secondary  DCGS-A  machines.  This  was  stored  under 
my  user-profile  on  the  "desktop." 

(3)  (U)  Shared  Drive  Backup.  Each  analyst  had  access  to  a 
"T-Drive"  shared  across  the  SIPRNet.  It  allowed  others  to  access 
information  that  was  stored  on  it.  S6  operated  the  "T-Drive." 
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(4)  (U)  Compact  Disc  Re-Writable  (CD-RW)  Back-up.  For 
larger  datasets,  I  saved  the  information  onto  a  re-writable 
disc,  labeled  the  discs  and  stored  them  in  the  conference  room 
of  the  T-SCIF. 

e.  (U)  This  redundancy  permitted  us  the  ability  to  not  worry 
about  information  loss.  If  a  system  crashed,  I  could  easily 
pull  the  information  from  my  secondary  computer,  the  "T-Drive, " 
or  one  of  the  CD-RWs.  If  another  analyst  wanted  access  to  my 
data,  but  I  was  unavailable,  she  could  find  my  published 
products  directory  on  the  "T-Drive"  or  on  the  CD-RWs.  I  sorted 
all  of  my  products  and  research  by  date,  time,  and  group,  and 
updated  the  information  on  each  of  the  storage  methods  to  ensure 
that  the  latest  information  was  available  to  them. 

f.  (U)  During  the  deployment,  I  had  several  of  the  DCGS-A 
machines  crash  on  me.  Whenever  the  computer  crashed,  I  usually 
lost  information,  but  the  redundancy  method  ensured  my  ability 
to  quickly  restore  old  backup  data,  and  add  my  current 
information  to  the  machine  when  it  was  repaired  or  replaced. 

g.  (U)  I  stored  the  backup  CD-RWs  of  larger  datasets  in  the 
conference  room  of  the  T-SCIF  or  next  to  my  workstation.  I 
marked  the  CD-RWs  based  on  the  classification  level  and  its 
content.  Unclassified  CD-RWs  were  only  labeled  with  the  content 
type,  and  not  marked  with  classification  markings. 

h.  (U)  Early  on  in  the  deployment,  I  only  saved  and  stored 
the  SIGACTs  that  were  within  or  near  our  Operational  Environment 
(OE) .  Later,  I  thought  it  would  be  easier  just  to  save  all  the 
SIGACTs  onto  a  CD-RW.  The  process  would  not  take  very  long  to 
complete,  and  so  I  downloaded  the  SIGACTs  from  CIDNE-I  onto  a 
CD-RW.  After  finishing  with  CIDNE-I,  I  did  the  same  with  CIDNE- 
A.  By  downloading  the  CIDNE-I  and  CIDNE-A  SIGACTs,  I  was  able 
to  retrieve  the  information  whenever  I  needed  it,  and  not  rely 
upon  the  unreliable  and  slow  SIPRNet  connectivity  needed  to 
"pull"  them.  Instead,  I  could  just  find  the  CD-RW,  and  open  the 
preloaded  spreadsheet, 

i.  This  process  began  in  late-December  2009,  and  continued 
through  early-January  2010.  I  could  quickly  export  one  month  of 
the  SIGACT  data  at  a  time,  and  download  in  the  background  as  I 
did  other  tasks. 
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j.  (U)  The  process  took  approximately  a  week  for  each  table. 
After  downloading  the  SIGACT  tables,  I  periodically  updated  them 
by  pulling  only  the  most  recent  SIGACTs,  and  simply  copying  them 
and  "pasting"  them  into  the  database  saved  on  CD-RW. 

k.  (U)  I  never  hid  the  fact  I  had  downloaded  copies  of  both 
the  SIGACT  tables  from  CIDNE-I  and  CIDNE-A.  They  were  stored  on 
appropriately  labeled  and  marked  CD-RWs  stored  in  the  open.  I 
views  the  saved  copies  of  the  CIDNE-I  and  CIDNE-A  SIGACT  tables 
as  being  for  both  my  use,  and  the  use  of  anyone  within  the  S2 
section  during  SIPRNet  connectivity  issues. 

l.  (U)  In  addition  to  the  SIGACT  table,  I  had  a  large 
repository  of  HUMINT  reports  and  CIED  reports  downloaded  from 
CIDNE-I.  These  contained  reports  that  were  relevant  to  the  area 
in  and  around  our  OE,  in  eastern  Baghdad  and  the  Diyala  province 
of  Iraq. 

m.  (U)  In  order  to  compress  the  data  to  fit  onto  a  CD-RW,  I 
used  a  compression  algorithm  called  "BZip2."  The  program  used 
to  compress  the  data  is  called  "WinRAR."  WinRAR  is  an 
application  that  is  free  and  can  easily  be  downloaded  from  the 
Internet  via  the  Non-secure  Internet  Relay  Protocol  Network 
(NIPRNet ) .  I  downloaded  WinRAR  on  NIPRNet  and  transferred  it  to 
the  DCGS-A  machine  user  profile  "desktop"  using  a  CD-RW. 

n.  (U)  I  did  not  try  to  hide  the  fact  that  I  was  downloading 
WinRAR  onto  my  SIPRNet  DCGS-A  computer.  With  the  assistance  of 
the  BZip2  compression  algorithm  using  the  WinRAR  program,  I  was 
able  to  fit  all  the  SIGACTs  onto  a  single  CD-RW,  and  the 
relevant  HUMINT  and  CIED  reports  onto  a  separate  CD-RW. 
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5.  (U)  Facts  regarding  my  knowledge  of  the  WikiLeaks 

Organization  (WLO) 

a.  (U)  I  first  became  vaguely  aware  of  WLO  during  my  AIT  at 
Fort  Huachuca,  AZ.  Though,  I  did  not  fully  pay  attention  until 
WLO  released  purported  Short  Messaging  System  (SMS)  messages 
from  11  September  2001  on  25  November  2009.  At  that  time, 
references  to  the  release  and  the  WLO  website  showed  up  in  my 
daily  Google  News  open  source  search  for  information  related  to 
U.S.  foreign  policy. 

b.  (U)  The  stories  were  about  how  WLO  published  approximately 
500,000  messages.  I  then  reviewed  the  messages  myself,  and 
realized  that  the  posted  messages  were  very  likely  real  given 
the  sheer  volume  and  detail  of  the  content. 

c.  (U)  After  this,  I  began  conducting  research  on  WLO.  I 
conducted  searches  on  both  NIPRNet  and  SIPRNet  on  WLO  beginning 
in  late  November  2009  and  early  December  2009.  At  this  time  I 
also  began  to  routinely  monitor  the  WLO  website. 

d.  (U)  In  response  to  one  of  my  searches  in  December  2009,  I 
found  the  U.S.  Army  Counter-Intelligence  Center  (USACIC)  report 
on  WLO.  After  reviewing  the  report,  I  believed  that  this  report 
was  the  one  that  my  AIT  instructor  referenced  in  early  2008.  I 
may  or  may  not  have  saved  the  report  on  my  DCGS-A  workstation. 

I  know  I  reviewed  the  document  on  other  occasions  throughout 
early  2010,  and  saved  it  on  both  my  primary  and  secondary 
laptops. 

e.  (U)  After  reviewing  the  report,  I  continued  doing  my 
research  on  WLO.  However,  based  upon  my  open-source  collection, 
I  discovered  information  that  contradicted  the  2008  USACIC 
report,  including  information  indicating  that,  similar  to  other 
press  agencies,  WLO  seemed  to  be  dedicated  to  exposing  illegal 
activities  and  corruption.  WLO  received  numerous  awards  and 
recognition  for  its  reporting  activities.  Also,  in  reviewing 
the  WLO  website,  I  found  information  regarding  U.S.  military 
SOPs  for  Camp  Delta  at  Guantanamo  Bay,  Cuba,  and  information  on 
then-outdated  Rules  of  Engagement  (ROE)  in  Iraq  for  cross-border 
pursuits  of  former  members  of  Saddam  Hussein  al-Tikriti's 
government . 
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f.  (U)  After  seeing  the  information  available  on  the  WLO 
website,  I  continued  following  it  and  collecting  open-source 
information  from  it.  During  this  time  period,  I  followed 
several  organizations  and  groups,  including  wire  press  agencies 
such  as  the  Associated  Press  and  Reuters  and  private 
intelligence  agencies  including  Strategic  Forecasting 
(STRATFOR) .  This  practice  was  something  I  was  trained  to  do 
during  AIT,  and  was  something  that  good  analysts  are  expected  to 
do. 


g.  (U)  During  the  searches  of  WLO  I  found  several  pieces  of 
information  that  I  found  useful  in  my  work  as  an  analyst. 
Specifically,  I  recall  WLO  publishing  documents  relating  to 
weapons  trafficking  between  two  nations  that  affected  my  OE.  I 
integrated  this  information  into  one  or  more  of  my  work 
products . 

h.  (U)  In  addition  to  visiting  the  WLO  website,  I  began 
following  WLO  using  an  Instant  Relay  Chat  (IRC)  client  called 
"X-Chat"  sometime  in  early  January  2010.  IRC  is  a  protocol  for 
real-time  internet  communications  by  messaging  or  conferencing, 
colloquially  referred  to  as  "chat  rooms"  or  "chats."  The  IRC 
chat  rooms  are  designed  for  group  communication  in  discussion 
forums.  Each  IRC  chat  room  is  called  a  "channel."  Similar  to  a 
television,  you  can  "tune-in"  to  or  "follow"  a  channel,  so  long 
as  it  is  open  and  does  not  require  an  invite.  Once  joining  a 
specific  IRC  conversation,  other  users  in  the  conversation  can 
see  you  have  "joined"  the  room.  On  the  Internet,  there  are 
millions  of  different  IRC  channels  across  several  services. 
Channel  topics  span  a  range  of  topics,  covering  all  kinds  of 
interests  and  hobbies. 

i.  (U)  The  primary  reason  for  following  WLO  on  IRC  was 
curiosity,  particularly  in  regards  to  how  and  why  they  obtained 
the  SMS  messages  referenced  above.  I  believed  collecting 
information  on  the  WLO  would  assist  me  in  this  goal. 

j.  (U)  Initially,  I  simply  observed  the  IRC  conversations.  I 
wanted  to  know  how  the  organization  was  structured,  and  how  they 
obtained  their  data.  The  conversations  I  viewed  were  usually 
technical  in  nature,  but  sometimes  switched  to  a  lively  debate 
on  issues  a  particular  individual  felt  strongly  about. 
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k.  (U)  Over  a  period  of  time,  I  became  more  involved  in  these 
discussions,  especially  when  the  conversation  turned  to 
geopolitical  events  and  information  topics,  such  as  networking 
and  encryption  methods.  Based  on  these  observations  I  would 
describe  the  WLO  conversation  as  almost  academic  in  nature. 

l.  (U)  In  addition  to  the  WLO  conversations,  I  participated 
in  numerous  other  IRC  channels  across  at  least  three  different 
networks.  The  other  IRC  channels  I  participated  in  normally 
dealt  with  technical  topics  including  the  Linux  and  Berkeley 
Security  Distribution  (BSD)  Operating  Systems  (OS),  networking, 
encryption  algorithms  and  techniques,  and  other  more  political 
topics  such  as  politics  and  queer  rights. 

m.  (U)  I  normally  engaged  in  multiple  IRC  conversations 
simultaneously,  mostly  publicly  but  often  privately.  The  X-Chat 
client  enabled  me  to  manage  these  multiple  conversations  across 
different  channels  and  servers.  The  screen  for  X-Chat  was  often 
busy,  but  experience  enabled  me  to  see  when  something  was 
interesting.  I  would  then  select  the  conversation  and  either 
observe  or  participate. 

n.  (U)  I  really  enjoyed  the  IRC  conversations  pertaining  to 
and  involving  the  WLO.  However,  at  some  point  in  late  February 
or  early  March,  the  WLO  IRC  channel  was  no  longer  accessible. 
Instead,  the  regular  participants  of  this  channel  switched  to 
using  a  "Jabber"  server.  Jabber  is  another  Internet 
communication  tool,  similar,  but  more  sophisticated  than  IRC. 

The  IRC  and  Jabber  conversations  allowed  me  to  feel  connected  to 
others  even  when  alone.  They  helped  me  pass  the  time  and  keep 
motivated  throughout  the  deployment. 
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6.  (U)  Facts  regarding  the  unauthorized  storage  and  disclosure 

of  the  SIGACTs. 

a.  (U)  As  indicated  above,  I  created  copies  of  the  CIDNE-I 
and  CIDNE-A  SIGACTs  tables  as  part  of  the  process  of  backing  up 
information.  At  the  time  I  did  so,  I  did  not  intend  to  use  this 
information  for  any  purpose  other  than  for  back-up.  However,  I 
later  decided  to  release  this  information  publicly.  At  that 
time  I  believed,  and  still  believe,  that  these  tables  are  two  of 
the  most  significant  documents  of  our  time. 

b.  (U)  On  8  January  2010,  I  collected  the  CD-RW  I  stored  in 
the  conference  room  of  the  T-SCIF  and  placed  it  into  the  cargo 
pocket  of  my  Army  Combat  Uniform  (ACU) .  At  the  end  of  my  shift, 

I  took  the  CD-RW  out  of  the  T-SCIF  and  brought  it  to  my 
Containerized  Housing  Unit  (CHU) .  I  copied  the  data  onto  my 
personal  laptop.  Later,  at  the  beginning  of  my  shift,  I 
returned  the  CD-RW  back  to  the  conference  room  of  the  T-SCIF. 

c.  (U)  At  the  time  I  saved  the  SIGACTs  to  my  laptop,  I 
planned  to  take  them  with  me  on  mid-tour  leave,  and  decide  what 
to  do  with  them.  At  some  point  prior  to  mid-tour  leave,  I 
transferred  the  information  from  my  computer  to  a  Secured 
Digital  memory  card  for  my  digital  camera.  The  SD  card  for  the 
camera  also  worked  on  my  computer,  and  allowed  me  to  store  the 
SIGACT  tables  in  a  secure  manner  for  transport. 

d.  (U)  I  began  mid-tour  leave  on  23  January  2010,  flying  from 
Atlanta,  GA  to  Reagan  National  Airport  in  Virginia.  I  arrived 
at  the  home  of  my  aunt,  Debra  M.  Van  Alstyne,  in  Potomac,  MD  and 
quickly  got  into  contact  with  my  then-boyfriend  Tyler  R. 

Watkins.  Tyler,  then  a  student  at  Brandeis  University  in 
Waltham,  MA,  and  I  made  plans  for  me  to  visit  in  the  Boston,  MA 
area.  I  was  excited  to  see  Tyler,  and  planned  on  talking  to 
Tyler  about  where  our  relationship  was  going,  and  about  my  time 
in  Iraq. 

e.  (U)  However,  when  I  arrived  in  the  Boston  area,  Tyler  and 
I  seemed  to  have  become  distant.  He  did  not  seem  very  excited 
about  my  return  from  Iraq.  I  tried  talking  to  him  about  our 
relationship,  but  he  refused  to  make  any  plans.  I  also  tried 
raising  the  topic  of  releasing  the  CIDNE-I  and  CIDNE-A  SIGACT 
tables  to  the  public. 
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f.  (U)  I  asked  Tyler  hypothetical  questions  about  what  he 
would  do  if  he  had  documents  that  he  thought  the  public  needed 
access  to.  Tyler  didn't  really  have  a  specific  answer  for  me. 

He  tried  to  answer  the  question  and  be  supportive,  but  seemed 
confused  by  the  question  and  its  context.  I  then  tried  to  be 
more  specific,  but  he  asked  too  many  questions.  Rather  than  try 
to  explain  my  dilemma,  I  decided  to  just  drop  the  conversation. 

g.  (U)  After  a  few  days  in  Waltham,  I  began  feeling  that  I 
was  overstaying  my  welcome,  and  I  returned  to  Maryland.  I  spent 
the  remainder  of  my  time  on  leave  in  the  Washington,  DC  area. 

h.  (U)  During  this  time,  a  blizzard  bombarded  the  mid- 
Atlantic,  and  I  spent  a  significant  period  of  time  essentially 
stuck  at  my  aunt's  house  in  Maryland.  I  began  to  think  about 
what  I  knew,  and  the  information  I  still  had  in  my  possession. 
For  me,  the  SIGACTs  represented  the  on-the-ground  reality  of 
both  the  conflicts  in  Iraq  and  Afghanistan.  I  felt  we  were 
risking  so  much  for  people  that  seemed  unwilling  to  cooperate 
with  us,  leading  to  frustration  and  hatred  on  both  sides. 

i.  (U)  I  began  to  become  depressed  at  the  situation  that  we 
found  ourselves  increasingly  mired  in,  year-after-year.  The 
SIGACTs  documented  this  in  great  detail,  and  provided  context  to 
what  we  were  seeing  on-the-ground.  In  attempting  to  conduct 
counter-terrorism  <CT)  and  counter-insurgency  (COIN)  operations, 
we  became  obsessed  with  capturing  and  killing  human  targets  on 
lists,  on  being  suspicious  of  and  avoiding  cooperation  with  our 
host-nation  partners,  and  ignoring  the  second  and  third  order 
effects  of  accomplishing  short-term  goals  and  missions. 

j.  (U)  I  believed  that  if  the  general  public,  especially  the 
American  public,  had  access  to  the  information  contained  within 
the  CIDNE-I  and  CIDNE-A  tables,  this  could  spark  a  domestic 
debate  on  the  role  of  the  military  and  our  foreign  policy  in 
general,  as  well  as  it  related  to  Iraq  and  Afghanistan.  I  also 
believed  a  detailed  analysis  of  the  data  over  a  long  period  of 
time,  by  different  sectors  of  society,  might  cause  society  to 
re-evaluate  the  need,  or  even  the  desire  to  engage  in  CT  and 
COIN  operations  that  ignored  the  complex  dynamics  of  the  people 
living  in  the  affected  environment  each  day. 
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k.  (U)  At  my  aunt's  house,  I  debated  about  what  I  should  do 
with  the  SIGACTs.  In  particular,  whether  I  should  hold  on  to 
them,  or  disclose  them  through  a  press  agency.  At  this  point,  I 
decided  it  made  sense  to  try  and  disclose  the  SIGACT  tables  to 
an  American  newspaper. 

l.  (U)  I  first  called  my  local  newspaper,  the  Washington  Post 
and  spoke  with  a  woman  saying  she  was  a  reporter.  I  asked  her 
if  the  Washington  Post  would  be  interested  in  receiving 
information  that  would  have  enormous  value  to  the  American 
public.  Although  we  spoke  for  about  five  minutes  concerning  the 
general  nature  of  what  I  possessed,  I  do  not  believe  she  took  me 
seriously.  She  informed  me  that  the  Washington  Post  would 
possibly  be  interested,  but  that  such  decisions  are  made  only 
after  seeing  the  information  I  was  referring  to,  and  after 
consideration  by  the  senior  editors. 

m.  (U)  I  then  decided  to  contact  the  largest  and  most  popular 
newspaper,  the  New  York  Times.  I  called  the  public  editor 
number  on  the  New  York  Times  website.  The  phone  rang  and  was 
answered  by  a  machine.  I  went  through  the  menu  to  the  section 
for  news  tips  and  was  routed  to  an  answering  machine.  I  left  a 
message  stating  I  had  access  to  information  about  Iraq  and 
Afghanistan  that  I  believed  was  very  important.  However, 
despite  leaving  my  Skype  phone  number  and  personal  email 
address,  I  never  received  a  reply  from  the  New  York  Times. 

n.  (U)  I  also  briefly  considered  dropping  into  the  office  for 
the  political  commentary  blog  Politico.  However,  the  weather 
conditions  during  my  leave  hampered  my  efforts  to  travel. 

o.  (U)  After  these  failed  efforts,  I  ultimately  decided  to 
submit  the  materials  to  the  WLO.  I  was  not  sure  if  WLO  would 
actually  publish  the  SIGACT  tables,  or,  even  if  they  did 
publish,  I  was  concerned  they  might  not  be  noticed  by  the 
American  media.  However,  based  on  what  I  read  about  WLO  through 
my  research  described  above,  this  seemed  to  be  the  best  medium 
for  publishing  this  information  to  the  world  within  my  reach. 

p.  (U)  At  my  aunt's  house,  I  joined  in  on  an  IRC  conversation 
and  stated  I  had  information  that  needed  to  be  shared  with  the 
world.  I  wrote  that  the  information  would  help  document  the 
true  costs  of  the  wars  in  Iraq  and  Afghanistan. 


15 

UNCLASSIFIED 


UNCLASSIFIED 


SUBJECT:  Statement  in  Support  of  Providence  Inquiry  —  U.S.  v. 

Private  First  Class  (PFC)  Bradley  E.  Manning  (U) 


q.  (U)  One  of  the  individuals  in  the  IRC  asked  me  to  describe 
the  information.  However,  before  I  could  describe  the 
information,  another  individual  pointed  me  to  the  link  for  the 
WLO  website's  online  submission  system. 

r.  (U)  After  ending  my  IRC  connection,  I  considered  my 
options  one  more  time.  Ultimately,  I  felt  that  the  right  thing 
to  do  was  to  release  the  SIGACTs.  On  3  February  2010,  I  visited 
the  WLO  website  on  my  computer,  and  clicked  on  the  "Submit 
Documents"  link.  Next,  I  found  the  "submit  your  information 
online  link, "  and  elected  to  submit  the  SIGACTs  via  the  TOR 
Onion  Router  (TOR)  anonymizing  network  by  a  special  link. 

s.  (U)  TOR  is  a  system  intended  to  provide  anonymity  online. 
The  software  routes  Internet  traffic  through  network  of  servers 
and  other  TOR  clients  in  order  to  conceal  a  user's  location  and 
identity.  I  was  familiar  with  TOR  and  had  it  previously 
installed  on  my  computer  to  anonymously  monitor  the  social  media 
websites  of  militia  groups  operating  within  central  Iraq. 

t.  (U)  I  followed  the  prompts  and  attached  the  compressed 
data  files  of  the  CIDNE-I  and  CIDNE-A  SIGACTs.  I  attached  a 
text  file  I  drafted  while  preparing  to  provide  the  documents  to 
the  Washington  Post.  It  provided  rough  guidelines  stating  "it's 
already  been  sanitized  of  any  source  identifying  information. 

You  might  need  to  sit  on  this  information,  perhaps  90-180  days, 
to  figure  out  how  best  to  release  such  a  large  amount  of  data, 
and  to  protect  source.  This  is  possibly  one  of  the  more 
significant  documents  of  our  time,  removing  the  fog  of  war,  and 
revealing  the  true  nature  of  21st  century  asymmetric  warfare. 
Have  a  good  day."  After  sending  this,  I  left  the  SD  card  in  a 
camera  case  at  my  aunt's  house,  in  the  event  I  needed  it  again 
in  the  future. 

u.  (U)  I  returned  from  mid-tour  leave  on  11  February  2010. 
Although  the  information  had  not  yet  been  published  by  the  WLO, 

I  felt  a  sense  of  relief  by  them  having  it.  I  felt  had 
accomplished  something  that  allowed  me  to  have  a  clear 
conscience  based  upon  what  I  had  seen,  read  about  and  knew  were 
happening  in  both  Iraq  and  Afghanistan  every  day. 
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7.  (U)  Facts  regarding  the  unauthorized  storage  and  disclosure 

of  "10REYKJAVIK13". 

a.  (U)  I  first  became  aware  of  diplomatic  cables  during  my 
training  period  in  AIT.  I  later  learned  about  the  Department  of 
State  (DOS)  Net-Centric  Diplomacy  (NCD)  portal  from  the  2-10BCT 
S2,  Captain  (CPT)  Steven  Lim.  CPT  Lim  sent  a  section-wide  email 
to  the  other  analysts  and  officers  in  late  December  2009 
containing  the  SIPRNet  link  to  the  portal,  along  with 
instructions  to  look  at  the  cables  contained  within  and 
incorporate  them  into  our  work  product.  Shortly  after  this,  I 
also  noticed  that  diplomatic  cables  were  being  referred  to  in 
products  from  the  Corps-level,  U.S.  Forces-Iraq  (USF-I). 

b.  (U)  Based  on  CPT  Lim' s  direction  to  become  familiar  with 
its  contents,  I  read  virtually  every  published  cable  concerning 
Iraq.  I  also  began  scanning  the  database  and  reading  other, 
random,  cables  that  piqued  my  curiosity.  It  was  around  this 
time,  in  early-to-mid- January  2010  that  I  began  searching  the 
database  for  information  on  Iceland.  I  became  interested  in 
Iceland  due  to  IRC  conversations  I  viewed  in  the  WLO  channel 
discussed  an  issue  called  "Icesave."  At  this  time,  I  was  not 
very  familiar  with  the  topic,  but  it  seemed  to  be  a  big  issue 
for  those  participating  in  the  conversation.  This  is  when  I 
decided  to  investigate,  and  conduct  a  few  searches  on  Iceland  to 
find  out  more. 

c.  (U)  At  the  time,  I  did  not  find  anything  discussing  the 
"Icesave"  issue,  either  directly  or  indirectly.  I  then 
conducted  an  open  source  search  for  "Icesave."  I  then  learned 
that  Iceland  was  involved  in  a  dispute  with  the  United  Kingdom 
(UK)  and  Netherlands  concerning  the  financial  collapse  of  one  or 
more  of  Iceland's  banks.  According  to  open  source  reports,  much 
of  the  public  controversy  involved  the  UK's  use  of  "anti¬ 
terrorism  legislation"  against  Iceland  in  order  to  freeze 
Icelandic  assets  for  payment  of  the  guarantees  for  UK  depositors 
that  lost  money. 

d.  (U)  Shortly  after  returning  from  mid-tour  leave,  I 
returned  to  the  NCD  to  search  for  information  on  Iceland  and 
"Icesave"  as  the  topic  had  not  abated  on  the  WLO  IRC  channel. 

To  my  surprise,  on  14  February  2010,  I  found  the  cable 
10REYKJAVIK13  which  referenced  the  "Icesave"  issue  directly. 


17 

UNCLASSIFIED 


UNCLASSIFIED 


SUBJECT:  Statement  in  Support  of  Providence  Inquiry  —  U.S.  v. 

Private  First  Class  (PFC)  Bradley  E.  Manning  (U) 


e.  (U)  The  cable,  published  on  13  January  2010,  was  just  over 
two  pages  in  length.  I  read  the  cable,  and  quickly  concluded 
that  Iceland  was  essentially  being  bullied,  diplomatically,  by 
two  larger  European  powers.  It  appeared  to  me  that  Iceland  was 
out  of  viable  solutions,  and  was  now  coming  to  the  U.S.  for 
assistance.  Despite  their  quiet  request  for  assistance,  it  did 
not  appear  we  were  going  to  do  anything.  From  my  perspective, 
it  appeared  we  were  not  getting  involved  due  to  the  lack  of  long 
term  geopolitical  benefit  to  do  so. 

f.  (U)  After  digesting  the  contents  of  10REYKJAVIK13,  I 
debated  on  whether  this  was  something  I  should  send  to  the  WLO. 
At  this  point,  the  WLO  had  not  published  nor  acknowledged 
receipt  of  the  CIDNE-I  and  CIDNE-A  SIGACT  tables.  Despite  not 
knowing  if  the  SIGACTs  were  a  priority  for  the  WLO,  I  decided 
the  cable  was  something  that  would  be  important,  and  I  felt  I 
might  be  able  to  right  a  wrong  by  having  them  publish  this 
document.  I  burned  the  information  onto  a  CD-RW  on  15  February 
2010,  took  it  to  my  CHU  and  saved  it  onto  my  personal  laptop. 

g.  (U)  I  navigated  to  the  WLO  website  via  a  TOR  connection 
like  before,  and  uploaded  the  document  via  the  secure  form. 
Amazingly,  the  WLO  published  10REYKJAVIK13  within  hours,  proving 
that  the  form  worked  and  that  they  must  have  received  the  SIGACT 
tables . 
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8.  (U)  Facts  regarding  the  unauthorized  storage  and  disclosure 

of  the  12  July  2007  Air  Weapons  Team  (AWT)  video. 

a.  (U)  During  the  mid-February  2010  timeframe,  the  2-10BCT 
Targeting  analyst,  then-Specialist  (SPC)  Jihrleah  W.  Showman  and 
others  discussed  video  Ms.  Showman  found  on  the  "T-Drive."  The 
video  depicted  a  several  individuals  being  engaged  by  an  Air 
Weapons  Team  (AWT) .  At  first,  I  did  not  consider  the  video  very 
special,  as  I  had  viewed  countless  other  "war-porn"  type  videos 
depicting  combat.  However,  the  recorded  audio  comments  by  the 
AWT  crew  and  the  second  engagement  in  the  video,  of  an  unarmed 
bongo  truck,  troubled  me. 

b.  (U)  Ms.  Showman  and  a  few  other  analysts  and  officers  in 
the  T-SCIF  commented  on  the  video,  and  debated  whether  the  crew 
violated  the  Rules  of  Engagement  (ROE)  in  the  second  engagement. 
I  shied  away  from  this  debate,  and  instead  conducted  some 
research  on  the  event.  I  wanted  to  learn  what  happened,  and 
whether  there  was  any  background  to  the  events  of  the  day  the 
event  occurred,  12  July  2007. 

c.  (U)  Using  Google,  I  searched  for  the  event  by  its  date  and 
general  location.  I  found  several  news  accounts  involving  two 
Reuters  employees  who  were  killed  during  the  AWT' s  engagement. 
Another  story  explained  that  Reuters  requested  for  a  copy  of  the 
video  under  the  Freedom  of  Information  Act  (FOIA) .  Reuters 
wanted  to  view  the  video  in  order  to  be  able  to  understand  what 
happened,  and  improve  their  safety  practices  in  combat  zones.  A 
spokesperson  for  Reuters  was  quoted  saying  that  the  video  might 
help  avoid  a  reoccurrence  of  the  tragedy,  and  believed  there  was 
a  compelling  need  for  the  immediate  release  of  the  video. 

d.  (U)  Despite  the  submission  of  a  FOIA  request,  the  news 
account  explained  that  CENTCOM  replied  to  Reuters,  stating  that 
they  could  not  give  a  timeframe  for  considering  the  FOIA 
request,  and  the  video  might  no  longer  exist.  Another  story  I 
found,  written  a  year  later,  said  that  even  though  Reuters  was 
still  pursuing  their  request,  they  still  did  not  receive  a 
formal  response  or  written  determination  in  accordance  with  the 
FOIA. 
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e.  (U)  The  fact  neither  CENTCOM  nor  Multi-National  Forces- 
Iraq  (MCF-I)  would  not  voluntarily  release  the  video  troubled  me 
further.  It  was  clear  to  me  that  the  event  happened  because  the 
AWT  mistakenly  identified  the  Reuters  employees  with  a  potential 
threat,  and  that  the  people  in  the  bongo  truck  were  merely 
attempting  to  assist  the  wounded.  The  people  in  the  van  were 
not  a  threat,  but  "good  Samaritans." 

f.  (U)  The  most  alarming  aspect  of  the  video  to  me,  however, 
was  the  seemingly  delightful  bloodlust  they  appeared  to  have. 
They  dehumanized  the  individuals  they  were  engaging,  and  seemed 
to  not  value  human  life  by  referring  to  them  as  "dead  bastards" 
and  congratulating  each  other  on  the  ability  to  kill  in  large 
numbers. 

g.  (U)  At  one  point  in  the  video,  there  is  an  individual  on 
the  ground  attempting  to  crawl  to  safety.  The  individual  is 
seriously  wounded.  Instead  of  calling  for  medical  attention  to 
the  location,  one  of  the  AWT  crew  members  verbally  asked  for  the 
wounded  person  to  pick  up  a  weapon  so  he  would  have  a  reason  to 
engage.  For  me,  this  seems  similar  to  a  child  torturing  ants 
with  a  magnifying  glass. 

h.  (U)  While  saddened  by  the  AWT  crew's  lack  of  concern  about 
human  life,  I  was  disturbed  by  their  response  to  the  discovery 
of  injured  children  at  the  scene.  In  the  video,  you  can  see  the 
bongo  truck  driving  up  to  assist  the  wounded  individual.  In 
response,  the  AWT  crew  assumes  the  individuals  are  a  threat. 

They  repeatedly  request  for  authorization  to  fire  on  the  bongo 
truck,  and  once  granted,  they  engage  the  vehicle  at  least  six 
times. 


i.  (U)  Shortly  after  the  second  engagement,  a  mechanized 
infantry  unit  arrives  at  the  scene.  Within  minutes,  the  AWT 
crew  learns  that  children  were  in  the  van  and,  despite  the 
injuries,  the  crew  exhibits  no  remorse.  Instead,  they 
downplayed  the  significance  of  their  actions  saying  "well,  it's 
their  fault  for  bringing  their  kids  into  a  battle."  The  AWT 
crew  members  sound  like  they  lack  sympathy  for  the  children  or 
their  parents.  Later,  in  a  particularly  disturbing  manner,  the 
AWT  crew  verbalizes  enjoyment  at  the  sight  of  one  of  the  ground 
vehicles  driving  over  the  bodies. 
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j .  (U)  As  I  continued  my  research  I  found  an  article 
discussing  a  book  "The  Good  Soldiers,"  written  by  Washington 
Post  writer  David  Finkel.  In  Mr.  Finkel' s  book,  he  writes  about 
the  AWT  attack.  As  I  read  an  online  excerpt  on  "Google  Books," 

I  followed  Mr.  Finkel' s  account  of  the  event,  along  with  the 
video.  I  quickly  realized  Mr.  Finkel  was  quoting,  I  feel  in 
verbatim,  the  audio  communications  of  the  AWT  crew.  It's  clear 
to  me  that  Mr.  Finkel  obtained  access  and  a  copy  of  the  video 
during  his  tenure  as  an  embedded  journalist. 

k.  (U)  I  was  aghast  at  Mr.  Finkel' s  portrayal  of  the 
incident.  Reading  his  account,  one  would  believe  the  engagement 
was  somehow  justified  as  "payback"  for  an  earlier  attack  that 
lead  to  the  death  of  a  Soldier.  Mr.  Finkel  ends  his  account  of 
the  engagement  by  discussing  how  a  Soldier  finds  an  individual 
still  alive  from  the  attack.  He  writes  that  the  Soldier  finds 
him,  and  sees  him  gesture  with  his  two  forefingers  together,  a 
common  method  in  the  Middle-East  to  communicate  that  they  are 
friendly.  However,  instead  of  assisting  him,  the  Soldier  makes 
an  obscene  gesture,  extending  his  middle  finger.  The  individual 
apparently  dies  shortly  thereafter.  Reading  this,  I  can  only 
think  of  how  this  person  was  simply  trying  to  help  others,  and 
then  quickly  finds  he  needs  help  as  well.  To  make  matters 
worse,  in  the  last  moments  of  his  life,  he  continues  to  express 
his  friendly  intent,  only  to  find  himself  receiving  this  well 
known  gesture  of  "unfriendliness."  For  me,  it's  all  a  big  mess, 
and  I'm  left  wondering  what  these  things  mean,  and  how  it  all 
fits  together.  It  burdens  me  emotionally. 

l.  (U)  I  saved  a  copy  of  the  video  on  my  workstation.  I 
searched  for,  and  found  the  ROE,  ROW  Annexes  and  a  flowchart 
from  the  2007  time  period,  as  well  as  an  unclassified  ROE  smart 
card  from  2006.  On  15  February  2010,  I  burned  these  documents 
onto  a  CD-RW,  the  same  time  I  burned  10REYKJAVIK13  onto  a  CD-RW. 

m.  (U)  At  the  time,  I  placed  the  video  and  ROE  information 
onto  my  personal  laptop  in  my  CHU.  I  planned  to  keep  this 
information  there  until  I  redeployed  in  Summer  2010.  I  planned 
on  providing  this  to  the  Reuters  office  in  London,  UK  to  assist 
them  in  preventing  events  such  as  this  in  the  future. 
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n.  (U)  However,  after  the  WLO  published  10REYKJAVIK13,  I 
altered  my  plans.  I  decided  to  provide  the  video  and  ROEs  to 
them,  so  that  Reuters  would  have  this  information  before  I 
redeployed  from  Iraq.  On  about  21  February  2010,  as  described 
above,  I  used  the  WLO  submission  form  and  uploaded  the 
documents . 

o.  (U)  The  WLO  released  the  video  on  5  April  2010.  After  the 
release,  I  was  concerned  about  the  impact  of  the  video,  and  how 
it  would  be  perceived  by  the  general  public.  I  hoped  the  public 
would  be  as  alarmed  as  me  about  the  conduct  of  the  AWT  crew 
members.  I  wanted  the  American  public  to  know  that  not  everyone 
in  Iraq  and  Afghanistan  were  targets  that  needed  to  be 
neutralized,  but  rather  people  who  were  struggling  to  live  in 
the  "pressure-cooker"  environment  of  what  we  call  asymmetric 
warfare. 

p.  (U)  After  the  release,  I  was  encouraged  by  the  response  in 
the  media  and  general  public  who  observed  the  AWT  video.  As  I 
hoped,  others  were  just  as  troubled,  if  not  more  troubled,  than 
me  by  what  they  saw.  At  this  time,  I  began  seeing  reports 
claiming  that  DoD  and  CENTCOM  could  not  confirm  the  authenticity 
of  the  video.  Additionally,  one  of  my  supervisors  CPT  Casey 
Fulton  (nee  Martin)  stated  her  belief  that  the  video  was  not 
authentic.  In  response,  I  decided  to  ensure  that  the 
authenticity  of  the  video  would  not  be  questioned  in  the  future. 
On  25  April  2010  I  e-mailed  CPT  Fulton  a  link  to  the  video  that 
was  on  our  ”T-Drive"  and  to  a  copy  of  the  video  published  by  WLO 
from  the  Open  Source  Center  (OSC)  so  she  could  compare  them 
herself. 

q.  (U)  Around  this  timeframe,  I  burned  a  second  CD-RW 
containing  the  AWT  video.  In  order  to  make  it  appear  authentic, 
I  placed  a  classification  sticker  and  wrote  "Reuters  FOIA  Req" 
on  its  face.  I  placed  the  CD-RW  in  one  of  my  personal  CD  cases 
containing  a  set  of  "Starting  out  in  Arabic."  I  planned  on 
mailing  the  CD-RW  to  Reuters  after  I  redeployed  so  they  could 
have  a  copy  that  was  unquestionably  authentic. 

r.  (U)  Almost  immediately  after  submitting  the  AWT  video  and 
ROE  documents,  I  notified  the  individuals  in  the  WLO  IRC  to 
expect  an  important  submission.  I  received  a  response  from  an 
individual  going  by  the  handle  of  "office." 
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s.  (U)  At  first  our  conversations  were  general  in  nature,  but 
over  time,  as  our  conversations  progressed,  I  assessed  this 
individual  to  be  an  important  part  of  the  WLO.  Due  to  the 
strict  adherence  of  anonymity  by  the  WLO,  we  never  exchanged 
identifying  information;  however,  I  believed  the  individual  was 
likely  Mr.  Julian  Assange,  Mr.  Daniel  Schmidt,  or  a  proxy- 
representative  of  Mr.  Assange  and  Schmidt. 

t.  (U)  As  the  communications  transferred  from  IRC  to  the 
Jabber  client,  I  gave  "office,"  and  later  "pressassociation"  the 
name  of  "Nathaniel  Frank"  in  my  address  book,  after  the  author 
of  a  book  I  read  in  2009. 

u.  (U)  After  a  period  of  time,  I  developed  what  I  felt  was  a 
friendly  relationship  with  Nathaniel.  Our  mutual  interest  in 
information  technology  and  politics  made  our  conversations 
enjoyable.  We  engaged  in  conversation  often,  sometimes  as  long 
as  an  hour  or  more.  I  often  looked  forward  to  my  discussions 
with  Nathaniel  after  work. 

v.  (U)  The  anonymity  that  provided  by  TOR,  the  Jabber  client, 
and  WLO' s  policy  allowed  me  to  feel  I  could  just  be  myself,  free 
of  the  concerns  of  social  labeling  and  perceptions  that  are 
often  place  upon  me  in  real  life  (IRL) .  IRL,  I  lacked  close 
friendship  with  the  people  I  worked  with  in  my  section,  the  S2 
sections  in  subordinate  battalions,  and  2BCT  as  a  whole.  For 
instance,  I  lacked  close  ties  with  my  roommate  due  to  his 
discomfort  regarding  my  perceived  sexual  orientation. 

w.  (U)  Over  the  next  few  months,  I  stayed  in  frequent  contact 
with  Nathaniel.  We  conversed  on  nearly  a  daily  basis,  and  I 
felt  we  were  developing  a  friendship.  The  conversations  covered 
many  topics,  and  I  enjoyed  the  ability  to  talk  about  pretty  much 
anything,  and  not  just  the  publications  that  the  WLO  was  working 
on. 

x.  (U)  In  retrospect,  I  realize  these  dynamics  were 
artificial,  and  were  valued  more  by  myself  than  Nathaniel.  For 
me,  these  conversations  represented  an  opportunity  to  escape 
from  the  immense  pressures  and  anxiety  that  I  experienced  and 
built  up  throughout  the  deployment.  It  seemed  that  as  I  tried 
harder  to  "fit  in"  at  work,  the  more  I  seemed  to  alienate  my 
peers,  and  lose  respect,  trust  and  the  support  I  needed. 
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9.  (U)  Facts  regarding  the  unauthorized  storage  and  disclosure 

of  documents  relating  to  detainments  by  the  Iraqi  Federal  Police 
(FP),  the  Detainee  Assessment  Briefs  (DABs) ,  and  the  USACIC 
report . 


a.  (U)  On  27  February  2010,  a  report  was  received  from  a 
subordinate  battalion.  The  report  described  an  event  in  which 
the  FP  detained  fifteen  (15)  individuals  for  printing  "anti- 
Iraqi  literature."  By  2  March  2010,  I  received  instructions 
from  an  S3  section  officer  in  the  2-10BCT  Tactical  Operations 
Center  (TOC)  to  investigate  the  matter,  and  figure  out  who  these 
"bad  guys"  were,  and  how  significant  this  event  was  for  the  FP. 

b.  (U)  Over  the  course  of  my  research,  I  found  that  none  of 
the  individuals  had  previous  ties  with  anti-Iraqi  actions  or 
suspected  terrorist  or  militia  groups.  A  few  hours  later,  I 
received  several  photos  from  the  scene  from  the  subordinate 
battalion.  They  were  accidently  sent  to  an  officer  on  a 
different  team  in  the  S2  section,  and  she  forwarded  them  to  me. 
These  photos  included  pictures  of  the  individuals,  palettes  of 
unprinted  paper,  seized  copies  of  the  final  printed  document, 
and  a  high-resolution  photo  of  the  printed  material. 

c.  (U)  I  printed  a  blown  up  copy  of  the  high-resolution 
photo,  and  laminated  it  for  ease  of  storage  and  transfer.  I 
then  walked  to  the  TOC  and  delivered  the  laminated  copy  to  our 
category  2  interpreter.  She  reviewed  the  information  and  about 
a  half-hour  later  delivered  a  rough  written  transcript  in 
English  to  the  S2  section. 

d.  (U)  I  read  the  transcript,  and  followed  up  with  her, 
asking  for  her  take  on  its  contents.  She  said  it  was  easy  for 
her  to  transcribe  verbatim  since  I  blew  up  the  photograph  and 
laminated  it.  She  said  the  general  nature  of  the  document  was 
benign.  The  documentation,  as  I  assessed  as  well,  was  merely  a 
scholarly  critique  of  the  then-current  Iraqi  Prime  Minister, 
Nouri  al-Maliki.  It  detailed  corruption  within  the  cabinet  of 
al-Maliki/s  government,  and  the  financial  impact  of  this 
corruption  on  the  Iraqi  people. 

e.  (U)  After  discovering  this  discrepancy  between  the  FP' s 
report,  and  the  interpreter's  transcript,  I  forwarded  this 
discovery,  in  person  to  the  TOC  QIC  and  Battle  NCOIC. 
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f.  (U)  The  TOC  OIC  and,  the  overhearing  Battlecaptain, 
informed  me  they  didn' t  need  or  want  to  know  this  information 
any  more.  They  told  me  to  "drop  it"  and  to  just  assist  them  and 
the  FP  in  finding  out  where  more  of  these  print  shops  creating 
"anti-Iraqi  literature"  might  be.  I  couldn't  believe  what  I 
heard,  and  I  returned  to  the  T-SCIF  and  complained  to  the  other 
analysts  and  my  section  NCOIC  about  what  happened.  Some  were 
sympathetic,  but  no-one  wanted  to  do  anything  about  it. 

g.  (U)  I  am  the  type  of  person  who  likes  to  know  how  things 
work,  and  as  an  analyst,  this  means  I  always  want  to  figure  out 
the  truth.  Unlike  other  analysts  in  my  section,  or  other 
sections  within  2-10BCT,  I  was  not  satisfied  with  just 
scratching  the  surface,  and  producing  "canned"  or  "cookie- 
cutter"  assessments.  I  wanted  to  know  why  something  was  the  way 
it  was,  and  what  we  could  do  to  correct  or  mitigate  a  situation. 
I  knew  that  if  I  continued  to  assist  the  Baghdad  FP  in 
identifying  the  political  opponents  of  Prime  Minister  al-Maliki, 
those  people  would  be  arrested,  and  in  the  custody  of  this 
special  unit  of  the  Baghdad  FP,  very  likely  tortured  and  not 
seen  again  for  a  very  long  time,  if  ever. 

h.  (U)  Instead  of  assisting  the  special  unit  of  the  Baghdad 
FP,  I  decided  to  take  the  information  and  disclose  it  to  the  WLO 
in  the  hope  that,  before  the  upcoming  7  March  2010  election, 
they  could  generate  immediate  press  on  the  issue,  and  prevent 
this  unit  of  the  FP  from  continuing  to  crack  down  on  political 
opponents.  On  4  March  2010,  I  burned  the  report,  the  photos, 
the  high  resolution  copy  of  the  pamphlet,  and  the  interpreter's 
handwritten  transcript  onto  a  CD-RW.  I  took  the  CD-RW  to  my  CHU 
and  copied  the  data  onto  my  personal  computer. 

i.  (U)  Unlike  the  times  before,  instead  of  uploading  the 
information  through  the  WLO  websites'  submission  form,  I  made  a 
Secure  File  Transfer  Protocol  (SFTP)  connection  to  a  "cloud" 
dropbox  operated  by  the  WLO.  The  dropbox  contained  a  folder 
that  allowed  me  to  upload  directly  into  it.  Saving  files  into 
this  directory  allowed  anyone  with  login  access  to  the  server  to 
view  and  download  them. 
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j .  (U)  After  uploading  these  files  to  the  WLO  on  5  March 
2010,  I  notified  Nathaniel  over  Jabber.  Although  sympathetic, 
he  said  that  the  WLO  needed  more  information  to  confirm  the 
event  in  order  for  it  to  be  published  or  to  gain  interest  in  the 
international  media.  I  attempted  to  provide  specifics,  but  to 
my  disappointment,  the  WLO  website  chose  not  to  publish  this 
information. 

k.  (U)  At  the  same  time,  I  began  sifting  through  information 
from  the  U.S.  Southern  Command  (SOUTHCOM)  and  Joint  Task  Force 

{ JTF)  Guantanamo,  Cuba  (GTMO) .  The  thought  occurred  to  me, 
although  unlikely,  that  I  wouldn't  be  surprised  if  the 
individuals  detained  by  the  FP  might  be  turned  over  back  into 
U.S.  custody  and  ending  up  in  the  custody  of  JTF-GTMO. 

l.  (U)  As  I  digested  through  the  information  on  JTF-GTMO,  I 
quickly  found  the  detainee  assessment  briefs  (DABs) .  I 
previously  came  across  these  documents  before,  in  2009,  but  did 
not  think  much  of  them.  However,  this  time  I  was  more  curious 
and  during  this  search  I  found  them  again.  The  DABs  were 
written  in  standard  DoD  memorandum  format,  and  addressed  the 
Commander,  U.S.  SOUTHCOM.  Each  memorandum  gave  basic  background 
information  about  a  specific  detainee  held  at  some  point  by  JTF- 
GTMO. 


m.  (U)  I  have  always  been  interested  on  the  issue  of  the 
moral  efficacy  of  our  actions  surrounding  JTF-GTMO.  On  the  one 
hand,  I  always  understood  the  need  to  detain  and  interrogate 
individuals  who  might  wish  to  harm  the  U.S.  and  our  allies.  I 
felt  that  was  what  we  were  trying  to  do  at  JTF-GTMO.  However, 
the  more  I  became  educated  on  the  topic,  it  seemed  that  we  found 
ourselves  holding  an  increasing  number  of  individuals 
indefinitely  that  we  believed  or  knew  were  innocent,  low-level 
"foot  soldiers"  that  didn't  have  useful  intelligence  and  would 
be  released  if  they  were  still  held  in  theater. 

n.  (U)  I  also  recalled  that  in  early  2009,  the  then-newly- 
elected  President  Barack  Obama  stated  he  would  close  JTF-GTMO 
and  that  the  facility  compromised  our  standing  in  the  world  and 
diminished  our  "moral  authority."  After  familiarizing  myself 
with  the  DABs,  I  agreed. 
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o.  (U)  Reading  through  the  DABs,  I  noted  that  they  were  not 
analytical  products.  Instead,  they  contained  summaries  of  tear- 
lined  versions  of  Interim  Intelligence  Reports  (IIRs)  that  were 
old  or  unclassified.  None  of  the  DABs  contained  names  of 
sources  or  quotes  from  Tactical  Interrogation  Reports  (TIRs) . 
Since  the  DABs  were  being  sent  to  the  U.S.  SOUTHCOM  commander,  I 
assessed  that  they  were  intended  to  provide  very  general 
background  information  on  each  detainee,  and  not  a  detailed 
assessment . 

p.  (U)  In  addition  to  the  manner  the  DABs  were  written,  I 
recognized  that  they  were  at  least  several  years  old,  and 
discussed  detainees  that  were  already  released  from  JTF-GTMO. 
Based  on  this,  I  determined  that  the  DABs  were  not  very 
important  from  either  an  intelligence  or  national  security 
standpoint. 

q.  (U)  On  7  March  2010,  during  my  Jabber  conversations  with 
Nathaniel,  I  asked  him  if  he  thought  the  DABs  were  of  any  use  to 
anyone.  Nathaniel  indicated  that  although  he  didn't  believe 
they  were  of  political  significance  he  did  believe  that  they 
could  be  used  to  merge  into  the  general  historical  account  of 
what  occurred  at  JTF-GTMO.  He  also  thought  that  the  DABs  might 
be  helpful  to  the  legal  counsel  of  those  currently  and 
previously  held  at  JTF-GTMO. 

r.  (U)  After  this  discussion,  I  decided  to  download  the  DABs. 
I  used  an  application  called  "WGet"  to  download  the  DABs.  I 
downloaded  WGet  off  the  NIPRNet  laptop  in  the  T-SCIF  like  other 
programs.  I  saved  that  onto  a  CD-RW  and  placed  the  executable 
in  "My  Documents"  directory  of  my  user  profile  on  the  DCGS-A 
SIPRNet  workstation. 

s.  (U)  On  7  March  2010,  I  took  the  list  of  links  for  the  DABs 
and  WGet  downloaded  them  sequentially.  I  burned  the  DABs  onto  a 
CD-RW  and  took  it  to  my  CHU  and  copied  them  to  my  personal 
computer.  On  8  March  2010,  I  combined  the  DABs  with  the  USACIC 
report  on  the  WLO  into  a  compressed  "zip"  file.  Zip  files 
contain  multiple  files  which  are  compressed  to  reduce  their 
size.  After  creating  the  zip  file,  I  uploaded  the  file  onto 
their  "cloud"  dropbox  via  SFTP.  Once  these  were  uploaded,  I 
notified  Nathaniel  that  the  information  was  in  the  "x" 
directory,  which  had  been  assigned  for  my  use. 
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t.  (U)  Earlier  that  day,  I  downloaded  the  USACIC  report  on 
WLO.  As  discussed  above,  I  previously  reviewed  the  report  on 
numerous  occasions  and,  although  I  had  saved  the  document  onto 
workstation  before,  I  could  not  locate  it.  After  I  found  the 
document  again,  I  downloaded  it  to  my  workstation  and  saved  it 
onto  the  same  CD-RW  as  the  DABs,  described  above. 

u.  (U)  Although  I  my  access  included  a  great  deal  of 
information,  I  decided  I  had  nothing  else  to  send  to  the  WLO 
after  sending  them  the  DABs  and  the  USACIC  report.  Up  to  this 
point  I  sent  them  the  following: 

(1)  The  CIDNE-I  and  CIDNE-A  SIGACT  tables. 

(2)  The  "10REYKJAVIK13"  DOS  cable. 

(3)  The  12  July  2007  AWT  video  and  the  2006  and  2007  ROE 
documents . 

(4)  The  SIGACT  report  and  supporting  documents  concerning 
the  15  individuals  detained  by  the  Baghdad  FP. 

(5)  The  U.S.  SOUTHCOM  and  JTF-GTMO  DABs. 

(6)  The  USACIC  report  on  the  WLO  and  website. 

v.  (U)  Over  the  next  few  weeks,  I  did  not  send  any  additional 
information  to  the  WLO.  I  continued  to  converse  with  Nathaniel 
over  the  Jabber  client,  and  in  the  WLO  IRC  channel.  Although  I 
stopped  sending  documents  to  WLO,  no  one  associated  with  the  WLO 
pressured  me  into  giving  more  information.  The  decisions  that  I 
made  to  send  documents  and  information  to  the  WLO  and  website 
were  my  own  decisions,  and  I  take  full  responsibility  for  my 
actions . 
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SUBJECT:  Statement  in  Support  of  Providence  Inquiry  —  U.S.  v. 

Private  First  Class  (PFC)  Bradley  E.  Manning  (U) 


10.  (U)  Facts  regarding  the  unauthorized  storage  and  disclosure 

of  other  government  documents. 

a.  (U)  On  22  March  2010,  I  downloaded  two  documents.  I  found 
these  documents  over  the  course  of  my  normal  duties  as  an 
analyst.  Based  on  my  training  and  the  guidance  of  my  superiors, 
I  looked  at  as  much  information  as  possible.  Doing  so  provided 
me  with  the  ability  to  make  connections  others  might  miss. 

b.  (U)  On  several  occasions  during  the  month  of  March,  I 
accessed  information  from  a  government  entity.  I  read  several 
documents  from  a  section  within  this  government  entity.  The 
content  of  two  of  these  documents  upset  me  greatly.  I  had 
difficulty  believing  what  this  section  was  discussing. 

c.  (U)  On  22  March  2010,  I  downloaded  the  two  documents  that 
I  found  troubling.  I  compressed  them  into  a  zip  file  named 
"blah.zip"  and  burned  them  onto  a  CD-RW.  I  took  the  CD-RW  to  my 
CHU  and  saved  the  file  to  my  personal  computer.  I  uploaded  the 
information  to  the  WLO  website  using  the  designated  drop-box. 
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SUBJECT:  Statement  in  Support  of  Providence  Inquiry  —  U.S.  v. 

Private  First  Class  (PFC)  Bradley  E.  Manning  (U) 


11.  (U)  Facts  regarding  the  unauthorized  storage  and  disclosure 

of  the  NCD  DOS  cables. 

a.  (U)  In  late  March  I  received  a  warning  over  Jabber  from 
Nathaniel  that  the  WLO  website  would  be  publishing  the  AWT 
video.  He  indicated  that  the  WLO  would  be  very  busy  and  the 
frequency  and  intensity  of  our  Jabber  conversations  decreased 
significantly. 

b.  (U)  During  this  time,  I  had  nothing  but  work  to  distract 
me.  I  read  more  of  the  diplomatic  cables  published  on  the  DOS 
NCD  server.  With  my  insatiable  curiosity  and  interest  in 
geopolitics,  I  became  fascinated  with  them.  I  read  not  only 
cables  on  Iraq,  but  also  about  countries  and  events  I  found 
interesting.  The  more  I  read,  the  more  I  was  fascinated  by  the 
way  we  dealt  with  other  nations  and  organizations.  I  also  began 
to  think  that  they  documented  backdoor  deals  and  seemingly 
criminal  activity  that  didn't  seem  characteristic  of  the  de 
facto  leader  of  the  free  world. 

c.  (U)  Up  to  this  point  during  the  deployment,  I  had  issues  I 
struggled  with  and  difficulty  at  work.  Of  the  documents 
released,  the  cables  are  the  only  one  I  was  not  absolutely 
certain  couldn't  harm  the  U.S.  I  conducted  research  on  the 
cables  published  on  NCD,  as  well  as  how  DOS  cables  work  in 
general.  In  particular,  I  wanted  to  know  how  each  cable  was 
published  on  SIPRNet  via  the  NCD. 

d.  (U)  As  part  of  my  open-source  research,  I  found  a  document 
published  by  DOS  on  its  official  website.  The  document  provided 
guidance  on  caption  markings  for  individual  cables  and  handling 
instructions  for  their  distribution.  I  quickly  learned  that 
caption  markings  clearly  detail  the  sensitivity  level  of  a  DOS 
cable.  For  example,  "NODIS"  (No  Distribution)  was  used  for 
messages  of  the  highest  sensitivity,  and  were  only  distributed 
to  the  authorized  recipients.  The  "SIPDIS"  (SIPRNet 
Distribution)  caption  was  applied  only  to  reporting  and  other 
informational  messages  that  were  deemed  appropriate  for  release 
to  a  wide  number  of  individuals. 
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SUBJECT:  Statement  in  Support  of  Providence  Inquiry  —  U.S.  v. 

Private  First  Class  (PFC)  Bradley  E.  Manning  (U) 


e.  (U)  According  to  the  DOS  guidance  for  a  cable  to  have  the 
SIPDIS  caption  it  could  not  include  any  other  captions  that  were 
intended  to  limit  distribution.  The  SIPDIS  caption  was  only  for 
information  that  could  be  shared  with  anyone  with  access  to 
SIPRNet.  I  was  aware  that  thousands  of  military  personal,  DoD, 
DOS,  and  other  civilian  agencies  had  easy  access  to  the  cables. 
The  fact  that  the  SIPDIS  caption  was  only  for  wide  distribution 
made  sense  to  me  given  that  the  vast  majority  of  the  NCD  cables 
were  not  classified. 

f.  (U)  The  more  I  read  the  cables,  the  more  I  came  to  the 
conclusion  that  this  type  of  information  should  become  public. 

I  once  read  and  used  a  quote  on  open  diplomacy  written  after  the 
First  World  War,  and  how  the  world  would  be  a  better  place  if 
states  would  avoid  making  secret  pacts  and  deals  with  and 
against  each  other.  I  thought  these  cables  were  a  prime  example 
of  the  need  for  a  more  open  diplomacy.  Given  all  the  DOS 
information  I  read,  the  fact  that  most  of  the  cables  were 
unclassified,  and  that  all  of  the  cables  had  the  SIPDIS  caption, 
I  believed  that  the  public  release  of  these  cables  would  not 
damage  the  U.S.  However,  I  did  believe  the  cables  might  be 
embarrassing,  since  they  represented  very  honest  opinions  and 
statements  behind  the  backs  of  other  nations  and  organizations. 
In  many  ways,  these  cables  are  a  catalog  of  cliques  and  gossip. 

I  believed  exposing  this  information  might  make  some  within  the 
DOS  and  others  unhappy. 

g.  (U)  On  28  March  2010,  I  began  downloading  a  copy  of  the 
SIPDIS  cables  using  the  program  WGet  described  above.  I  used 
instances  of  the  WGet  application  to  download  the  NCD  cables  in 
the  background,  as  I  worked  on  my  daily  tasks.  The  NCD  cables 
were  downloaded  from  28  March  2010  to  9  April  2010.  After 
downloading  the  cables,  I  saved  them  onto  a  CD-RW.  These  cables 
went  from  the  earliest  dates  in  NCD  to  28  February  2010.  I  took 
the  CD-RW  to  my  CHU  on  10  April  2010.  I  sorted  the  cables  on  my 
personal  computer,  compressed  them  using  the  BZip2  compression 
algorithm  described  above,  and  uploaded  them  to  the  WLO  via  the 
designated  dropbox  described  above. 
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h.  (U)  On  3  May  2010,  I  used  WGet  to  download  an  update  of 
the  cables  for  the  months  of  March  2010  and  April  2010,  and 
saved  the  information  onto  a  zip  file  and  burned  it  to  CD-RW. 
then  took  the  CD-RW  to  my  CHU  and  saved  them  to  my  computer. 

i.  (U)  I  later  found  that  the  file  was  corrupted  during  the 
transfer.  Although  I  intended  to  resave  another  copy  of  these 
cables,  I  was  removed  from  the  T-SCIF  on  8  May  2010,  after  an 
altercation. 
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12.  (U)  Facts  regarding  the  unauthorized  storage  and  disclosure 

of  the  Gharani  (Farah  province),  Afghanistan  15-6  investigation 
and  videos. 

a.  (U)  In  late  March  2010,  I  discovered  a  U.S.  CENTCOM 
directory  on  a  2009  airstrike  in  Afghanistan.  I  was  searching 
CENTCOM  for  information  I  could  use  as  an  analyst.  As  described 
above,  this  was  something  that  myself  and  other  analysts  and 
officers  did  on  a  frequent  basis. 

b.  (U)  As  I  reviewed  the  documents,  I  recalled  the  incident 
and  what  happened.  The  airstrike  occurred  in  the  Gharani 
village  in  the  Farah  Province  of  Northwestern  Afghanistan.  It 
received  worldwide  press  coverage  during  the  time  as  it  was 
reported  that  up  to  100  to  150  Afghan  civilians,  mostly  women 
and  children,  were  accidently  killed  during  the  airstrike. 

c.  (U)  After  going  through  the  report  and  its  annexes,  I 
began  to  view  the  incident  as  being  similar  to  the  12  July  2007 
AWT  engagements  in  Iraq.  However,  this  event  was  noticeably 
different  in  that  it  involved  a  significantly  higher  number  of 
individuals,  larger  aircraft,  and  much  heavier  munitions.  Also, 
the  conclusions  of  the  report  are  even  more  disturbing  than 
those  of  the  12  July  2007  incident. 

d.  (U)  I  did  not  see  anything  in  the  15-6  report  or  its 
annexes  that  gave  away  sensitive  information.  Rather,  the 
investigation  and  its  conclusions  help  explain  how  this  incident 
occurred  and  what  those  involved  should  have  done,  and  how  to 
avoid  an  event  like  this  from  occurring  again. 

e.  (U)  After  reviewing  the  report  and  its  annexes,  I 
downloaded  the  15-6  investigation,  PowerPoint  presentations,  and 
several  other  supporting  documents  to  my  DCGS-A  workstation.  I 
also  downloaded  three  zip  files  containing  the  videos  of  the 
incident.  I  burned  this  information  onto  a  CD-RW  and 
transferred  it  to  the  personal  computer  in  my  CHU.  Either  later 
that  day  or  the  next  day,  I  uploaded  the  information  to  the  WLO 
website,  this  time  using  a  new  version  of  the  WLO  website 
submission  form.  Unlike  other  times  using  the  submission  form 
above,  I  did  not  activate  the  TOR  anonymizer. 
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13.  (U)  This  concludes  my  statement  and  facts  for  this 

providence  inquiry.  The  point  of  contact  (POC)  for  this 
memorandum  is  the  undersigned  at  HHC,  USAG,  Joint  Base  Myer 
Henderson  Hall,  Fort  Myer,  Virginia  22211. 
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UNITED  STATES 


) 


v. 


)  ATTACHMENT  TO 
)  PFC  MANNING’S  PROVIDENCE 
)  STATEMENT 


MANNING,  Bradley  E.,  PFC 


) 

) 


U.S.  Army, 


Headquarters  and  Headquarters  Company,  U.S.  ) 

Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  )  DATED:  30  January  2013 


Fort  Myer,  VA  22211 


) 


I.  NATURE  AND  USES  OF  THIS  ATTACHMENT 


1 .  I,  PFC  Bradley  Manning,  along  with  Defense  Counsel,  agree  that  the  facts  contained  in  my 
statement  in  support  of  the  providence  inquiry  are  true,  susceptible  of  proof,  and  admissible  in 
evidence.  The  facts  in  my  statement  along  with  the  admissions  in  this  attachment  to  my 
statement  may  be  considered  by  the  military  judge  in  determining  the  providence  of  my  plea  of 
guilty.  The  facts  may  also  be  considered  by  the  military  judge  in  determining  an  appropriate 
sentence  for  me. 


II.  ELEMENTS  OF  THE  CHARGES 


2.  I  admit  that  the  following  elements  correctly  describe  what  I  did  and  may  be  used  to  support 
my  plea  of  guilty  to  the  lesser-included  offenses  of  Specification  2,  3,  5,  7,  9, 10,  13, 14,  and  15 
of  Charge  II  and  to  my  plea  of  guilty  to  Specification  5  of  Charge  III: 

a)  LIO  of  Specifications  2,  3,  5,  7,  9,  10,  and  15  of  Charge  II:  Transmitting  Defense 
Information: 

(1)  That  at  or  near  Contingency  Operating  Station  Hammer,  Iraq, 

SPECIFICATION  2:  between  on  or  about  14  February  2010  and  21  February  2010;  the 
accused,  without  authorization,  had  possession  of,  access  to,  or  control  over:  a  video  file  named 
“12  JUL  07  CZ  ENGAGEMENT  ZONE  30  GC  Anyone.avi.”; 

SPECIFICATION  3:  between  on  or  about  17  March  2010  and  22  March  2010;  the 
accused,  without  authorization,  had  possession  of,  access  to,  or  control  over:  more  than  one 
classified  memorandum  produced  by  a  United  States  government  intelligence  agency; 

SPECIFICATION  5:  between  on  or  about  5  January  2010  and  3  February  2010;  the 
accused,  without  authorization,  had  possession  of,  access  to,  or  control  over:  more  than  20 
classified  records  from  the  Combined  Information  Data  Network  Exchange  Iraq  database; 
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SPECIFICATION  7:  between  on  or  about  5  January  2010  and  3  February  2010;  the 
accused,  without  authorization,  had  possession  of,  access  to,  or  control  over:  more  than  20 
classified  records  from  the  Combined  Information  Data  Network  Exchange  Afghanistan 
database; 

SPECIFICATION  9:  on  or  about  8  March  2010;  the  accused,  without  authorization,  had 
possession  of,  access  to,  or  control  over:  more  than  3  classified  records  from  a  United  States 
Southern  Command  database; 

SPECIFICATION  10:  between  on  or  about  10  April  2010  and  12  April  2010;  the  accused, 
without  authorization,  had  possession  of,  access  to,  or  control  over:  more  than  5  classified 
records  relating  to  a  military  operation  in  Farah  Province,  Afghanistan  occurring  on  or  about  4 
May  2009; 

SPECIFICATION  15:  on  or  about  8  March  2010;  the  accused,  without  authorization,  had 
possession  of,  access  to,  or  control  over:  a  classified  record  produced  by  a  United  States  Army 
intelligence  organization,  dated  1 8  March  2008; 

(Elements  Common  to  all  specifications) 

(2)  the  accused  willfully  communicated  the  classified  records,  classified  memorandum, 
videos,  and  files  described  for  each  specification  in  element  (1)  to  a  person  not  entitled  to  receive 
it; 


(3)  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  or  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

b)  LIO  of  Specifications  13  and  14  of  Charge  II:  Fraud  and  Related  Activity  With 
Computers: 

(1)  That  at  or  near  Contingency  Operating  Station  Hammer,  Iraq, 

SPECIFICATION  13:  between  on  or  about  28  March  2010  and  on  or  about  4  May  2010; 
SPECIFICATION  14:  between  on  or  about  14  February  2010  and  15  February  2010; 

the  accused  knowingly  accessed  a  computer  on  a  Secret  Internet  Protocol  Router  Network. 

(2)  the  accused  obtained  information  that  has  been  determined  by  the  United  States 
Government  by  Executive  Order  or  statute  to  require  protection  against  unauthorized  disclosure 
for  reasons  of  national  defense  or  foreign  relations;  to  wit: 
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SPECIFICATION  13:  more  than  75  classified  United  States  Department  of  State  cables; 

SPECIFICATION  14:  a  classified  Department  of  State  cable  title  “Reykjavik- 13”; 

(3)  the  accused  communicated,  delivered,  transmitted,  or  caused  to  be  communicated, 
delivered  or  transmitted  the  information  to  a  person  not  entitled  to  receive  it; 

(4)  the  accused  acted  willfully;  and 

(5)  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  or  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

c)  Specification  5  of  Charge  III:  Violation  of  a  Lawful  General  Regulation: 

(1)  That  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
Paragraph  7-4,  Army  Regulation  380-5,  dated  29  September  2000; 

(2)  That  the  accused  had  a  duty  to  obey  such  regulation;  and 

(3)  That  between  on  or  about  8  January  2010  and  on  or  about  27  May  2010,  at  or  near 
Contingency  Operating  Station  Hammer,  Iraq,  the  accused  violated  this  lawful  general  regulation 
by  wrongfully  storing  classified  information. 


III.  ADMISSIONS 

Specification  5  of  Charge  III:  Violation  of  a  Lawful  General  Regulation 
3.  Through  my  training,  I  was  aware  of  the  requirements  of  Army  Regulation  380-5,  the 
Department  of  Army  Information  Security  Program  regulation  to  properly  store  classified 
information.  I  understood  that  under  this  regulation,  I  could  be  subject  to  punishment  if  I 
improperly  stored  classified  information. 

a.  I  admit  that  I  knew  that  there  was  in  existence  a  certain  lawful  general  regulation  in  the 
following  terms:  Paragraph  7-4,  Army  Regulation  380-5,  dated  29  September  2000; 

b.  I  admit  that  I  had  a  duty  to  obey  this  regulation;  and 

c.  I  admit  that  between  on  or  about  8  January  2010  and  on  or  about  27  May  2010,  at  or  near 
Contingency  Operating  Station  Hammer,  Iraq,  I  violated  this  lawful  general  regulation  by 
wrongfully  storing  classified  information. 

LIO  of  Specifications  2.  3.  5.  7. 9,  10.  and  15  of  Charge  II:  Transmitting  Defense  Information 
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4.  I  understood  that  I  was  prohibited,  without  proper  authorization,  from  knowingly,  willfully,  or 
negligently  disclosing  classified  or  sensitive  information  to  unauthorized  persons. 

a.  I  admit  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq, 

SPECIFICATION  2:  between  on  or  about  14  February  2010  and  21  February  2010;  that  I 
did,  without  authorization,  have  possession  of,  access  to,  or  control  over:  a  video  file  named  “12 
JUL  07  CZ  ENGAGEMENT  ZONE  30  GC  Anyone.avi.”; 

SPECIFICATION  3:  between  on  or  about  17  March  2010  and  22  March  2010;  that  I  did, 
without  authorization,  have  possession  of,  access  to,  or  control  over:  more  than  one  classified 
memorandum  produced  by  a  United  States  government  intelligence  agency; 

SPECIFICATION  5:  between  on  or  about  5  January  2010  and  3  February  2010;  that  I  did, 
without  authorization,  have  possession  of,  access  to,  or  control  over:  more  than  20  classified 
records  from  the  Combined  Information  Data  Network  Exchange  Iraq  database; 

SPECIFICATION  7:  between  on  or  about  5  January  2010  and  3  February  2010;  that  I  did, 
without  authorization,  have  possession  of,  access  to,  or  control  over:  more  than  20  classified 
records  from  the  Combined  Information  Data  Network  Exchange  Afghanistan  database; 

SPECIFICATION  9:  on  or  about  8  March  2010;  that  I  did,  without  authorization,  have 
possession  of,  access  to,  or  control  over:  more  than  3  classified  records  from  a  United  States 
Southern  Command  database; 

SPECIFICATION  10:  between  on  or  about  10  April  2010  and  12  April  2010;  that  I  did, 
without  authorization,  have  possession  of,  access  to,  or  control  over:  more  than  5  classified 
records  relating  to  a  military  operation  in  Farah  Province,  Afghanistan  occurring  on  or  about  4 
May  2009; 

SPECIFICATION  15:  on  or  about  8  March  2010;  that  I  did,  without  authorization,  have 
possession  of,  access  to,  or  control  over:  a  classified  record  produced  by  a  United  States  Army 
intelligence  organization,  dated  1 8  March  2008; 

(Elements  Common  to  all  specifications) 

b.  I  admit  that  I  willfully  communicated  the  classified  records,  classified  memorandum, 
videos,  and  files  described  for  each  specification  in  element  (1)  to  a  person  not  entitled  to  receive 
it; 


c.  I  admit  that  under  the  circumstances,  my  conduct  was  to  the  prejudice  of  good  order  and 
discipline  in  the  armed  forces  or  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 
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LIO  of  Specifications  13  and  14  of  Charge  II:  Fraud  and  Related  Activity  With  Computers 

5.  I  understood  that  I  was  prohibited,  without  proper  authorization,  from  knowingly,  willfully,  or 
negligently  disclosing  classified  or  sensitive  information  to  unauthorized  persons. 

a.  I  admit  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq, 

SPECIFICATION  13:  between  on  or  about  28  March  2010  and  on  or  about  4  May  2010; 
SPECIFICATION  14:  between  on  or  about  14  February  2010  and  15  February  2010; 

I  knowingly  accessed  a  computer  on  a  Secret  Internet  Protocol  Router  Network. 

b.  I  admit  that  I  obtained  information  that  had  been  determined  by  the  United  States 
Government  by  Executive  Order  or  statute  to  require  protection  against  unauthorized  disclosure 
for  reasons  of  national  defense  or  foreign  relations;  to  wit: 

SPECIFICATION  13:  more  than  75  classified  United  States  Department  of  State  cables; 

SPECIFICATION  14:  a  classified  Department  of  State  cable  title  “Reykjavik-1 3”; 

c.  I  admit  that  I  communicated,  delivered,  transmitted,  or  caused  to  be  communicated, 
delivered  or  transmitted  the  above  referenced  information  to  a  person  not  entitled  to  receive  it; 

d.  I  admit  that  I  acted  willfully;  and 

e.  I  admit  that  under  the  circumstances,  my  conduct  was  to  the  prejudice  of  good  order  and 
discipline  in  the  armed  forces  or  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 


PFC,  USA 


Civilian  Defense  Counsel 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES  OF  AMERICA 
v. 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

) 

)  ORDER:  STORAGE  OF 

)  APPELLATE  EXHIBITS  NOT 

)  ACCOMPANYING  THE 

)  THE  RECORD  OF  TRIAL 

) 

) 

)  26  February  2013 


On  5  October  2012,  the  Court  ordered  the  Government  to  develop  a  plan  to  store  any 
Appellate  Exhibits  not  accompanying  the  Record  of  Trial  (“ROT”)  in  one  place  under  one 
custodian  with  a  procedure  for  systematic  reviews  by  the  Government  to  ensure  accountability  of 
such  documents  through  any  appellate  review.  On  8  February  2013,  the  Government  submitted 
its  proposed  plan  and  notified  the  Court  that  all  applicable  government  organizations  and  the 
Office  of  the  Clerk  of  the  Court  agree  to  the  storage  plan  as  stated. 

Findings  of  Fact: 

1 .  The  ROT  in  the  above-captioned  court-martial  will  consist  of  both  classified  and  unclassified 
Appellate  Exhibits.  Several  of  those  Appellate  Exhibits,  both  classified  and  unclassified,  are 
motions  for  limited  disclosure  of  classified  information  under  Military  Rule  of  Evidence  (MRE) 
505(g)(2).  The  classified  documents  for  which  limited  disclosure  was  sought  were  enclosed  to 
those  motions.  The  Court  subsequently  conducted  in  camera  and  ex  parte  reviews  of  those 
classified  documents  and  issued  several  Orders  governing  the  disclosure  of  such  documents. 

2.  For  a  majority  of  those  documents,  the  Court  conducted  an  in  camera  and  ex  parte  review  in 
chambers  (hereinafter,  those  documents  reviewed  in  chambers  are  referred  to  as  “Documents  In- 
Chambers”).  For  a  smaller  portion  of  those  documents,  the  Court  traveled  to  multiple  locations 
within  Virginia,  Maryland,  and  the  District  of  Columbia  to  conduct  an  in  camera  and  ex  parte 
review  based  on  the  information’s  classification  level,  which  includes  “Top  Secret”  (TS)  and 
“Sensitive  Compartmented  Information”  (SCI),  and  strict  control  measures  (hereinafter,  those 
documents  reviewed  at  other  government  facilities  are  referred  to  as  “Documents  Off-Site”). 

The  prosecution  estimates  that  “Documents  Off-Site”  total  no  more  than  2,000  pages. 

3.  The  Court  finds  that  the  Government’s  interest  in  protecting  national  security  and  preventing 
the  dissemination  of  the  classified  information  in  the  “Documents  Off-Site”  is  an  overriding 
interest  that  would  be  prejudiced  if  the  documents  were  not  filed  under  seal  and  accompanied  the 
record  of  trial.  The  ordered  plan  for  storage  of  appellate  exhibits  not  accompanying  the  record  of 
trial  is  narrowly  tailored  to  protect  the  overriding  interest  and  there  are  no  adequate  reasonable 
alternatives. 
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The  Law: 

1.  A  separate  record  shall  be  kept  for  each  general  court-martial  proceeding.  See  Rules  for 
Courts-Martial  (RCM)  1 103(a);  UCMJ  art.  54(a)  (2012).  The  prosecution,  under  the  direction  of 
the  military  judge,  shall  prepare  the  ROT  as  prescribed  in  RCM  1103  and  RCM  1305.  See  RCM 
1 103(b);  Army  Regulation  (AR)  27-10,  para.  5-41  (a).  Following  initial  action,  the  ROT  for 
general  court-martial  proceedings  shall  be  forwarded  to  the  Office  of  the  Clerk  of  the  Court.  See 
AR  27-10,  para.  5-46(a). 


2.  If  classified  information  is  withheld  from  the  defense  under  Military  Rule  of  Evidence  505, 
“the  entire  unaltered  text  of  the  relevant  documents  as  well  as  the  Government’s  motion  and  any 
materials  submitted  in  support  thereof  shall  be  sealed  and  attached  to  the  record  of  trial  as  an 
appellate  exhibit.”  MRE  505(g)(4);  RCM  1 103  A;  see  also  United  States  v.  Kyle,  32  M.J.  724, 
726  (A.F.C.M.R.  1991)  (ruling  that  “a  military  judge  must  make  a  record  of  every  significant  in 
camera  activity  (other  than  his  legal  research)  adequate  to  assure  that  his  decisions  are 
reviewable  on  appeal”).  Sealed  exhibits  may  only  be  examined  under  limited  circumstances,  one 
of  which  includes  for  appellate  review.  See  RCM  1003A(b)(4).  MRE  505  states  that  “[sjuch 
material  shall  be  made  available  to  reviewing  authorities  in  closed  proceedings  for  the  purpose  of 
reviewing  the  determination  of  the  military  judge.”  MRE  505(g)(4);  see  also  United  States  v. 
Rivers,  49  M.J.  434, 437  (C.A.A.F.  1998)  (ruling  that  the  appellate  court  correctly  reviewed 
sealed  documents  withheld  from  the  accused  at  trial  under  MRE  506  in  camera  and  did  not  abuse 
its  discretion  by  withholding  those  sealed  documents  from  appellate  defense  counsel). 

ORDER: 

1 .  All  Appellate  Exhibits,  except  for  “Documents  Off-Site,”  shall  accompany  the  ROT  when 
forwarded  to  the  Office  of  the  Clerk  of  the  Court.  See  AR  27-10,  para.  5-46(a).  The  Office  of 
the  Clerk  of  the  Court  shall  be  responsible  for  storing  those  Appellate  Exhibits  accompanying  the 
ROT.  See  id;  see  also  United  States  Army  Court  of  Criminal  Appeals,  Internal  Rules  of  Practice 
and  Procedure,  Rules  30.1  and  30.5. 

2.  The  ROT  shall  consist  of  two  placeholders:  (1)  a  placeholder  in  the  unclassified  ROT;  and 
(2)  a  placeholder  in  the  classified  ROT,  if  needed.  An  unclassified  placeholder  shall  be  included 
in  the  unclassified  ROT  for  all  classified  Exhibits.  The  unclassified  placeholder  shall  include  an 
unclassified  description  of  where  the  classified  ROT  is  located.  A  classified  placeholder  shall  be 
included  in  the  classified  ROT  for  only  those  Appellate  Exhibits  whose  storage  is  governed  by 
this  Order  (i.e.,  “Documents  Off-Site”).  The  classified  placeholder  shall  include  where  the 
particular  Appellate  Exhibit  is  being  stored  and  the  level  of  classification,  to  include  any  read-on 
requirements,  of  the  particular  Appellate  Exhibit.  Sample  classified  and  unclassified 
placeholders  are  enclosed  to  the  Government’s  proposed  storage  plan. 

3.  “Documents  Off-Site”  shall  not  accompany  the  ROT  based  upon  the  particular  classification 
level  or  strict  control  measures  of  the  information  contained  therein. 
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4.  “Documents  Off-Site”  shall  be  stored  in  a  dedicated  two-drawer  safe  located  in  the  Litigation 
Division  of  the  Central  Intelligence  Agency.  The  office  which  will  store  the  safe  is  a  Sensitive 
Compartmented  Information  Facility.  The  safe  will  have  one  combination  for  both  drawers  and 
will  only  store  “Documents  Off-Site.”  “Documents  Off-Site”  will  be  separated  by  Exhibit 
number  and  sealed  separately.  Each  separate  sealing  order  will  include  the  contact  information 
for  the  applicable  equity  holder  whose  information  is  contained  within  the  given  Appellate 
Exhibit.  A  sample  Sealing  Order  is  enclosed  to  the  Government’s  proposed  storage  plan. 

4.  The  safe  combination  shall  be  stored  by  the  following  controlled  billets:  (1)  the  Deputy  Chief 
in  the  Litigation  Division  of  the  Central  Intelligence  Agency;  (2)  the  Special  Assistant  in  the 
Litigation  Division  of  the  Central  Intelligence  Agency;  and  (3)  the  Area  Security  Officer  within 
the  Office  of  the  General  Counsel  of  the  Central  Intelligence  Agency. 

5.  In  addition  to  those  billets  set  forth  in  paragraph  4,  the  following  controlled  billets  shall  have 
access  to  the  contents  of  the  safe,  pending  obtaining  the  proper  security  clearance  and  read-on 
requirements  detailed  in  paragraph  6:  (1)  Chief  of  Justice,  the  Office  of  the  Staff  Judge 
Advocate  (“OSJA”),  Military  District  of  Washington  (“MDW”);  (2)  senior  paralegal,  OSJA, 
MDW;  (3)  the  Clerk  of  the  Court,  United  States  Army  Court  of  Criminal  Appeals  (ACCA);  (4) 
the  Deputy  Clerk  of  the  Court,  ACCA;  and  (5)  the  military  judges  of  ACCA  detailed  to  this  case, 
should  this  case  appear  before  the  appellate  court  (the  “appellate  court  judges”),  to  include  a 
delegated  commissioner  assisting  the  appellate  court.  Additionally,  the  lead  trial  counsel  in  the 
above-captioned  court-martial,  MAJ  Ashden  Fein,  shall  be  given  such  access  for  continuity 
purposes. 

6.  MDW,  the  Office  of  the  Clerk  of  the  Court,  and  the  Central  Intelligence  Agency  shall  be 
responsible  for  ensuring  persons  occupying  those  billets  set  forth  in  paragraphs  4-5  have  and 
maintain  proper  security  clearances,  and  are  properly  read-on.  The  requisite  security  clearance  is 
TS-SCI  and  the  necessary  read-on  requirements  are  SI,  TK,  G,  and  HCS.  Some  of  the  sealed 
Appellate  Exhibits  contain  Alternative  Compensatory  Control  Measures  (ACCM)  and  Special 
Access  Programs  (SAP)  material  that  will  require  additional  read-on  requirements,  if  and  when 
those  exhibits  are  unsealed. 

7.  Persons  occupying  the  above  billets  at  MDW  and  the  Office  of  the  Clerk  of  the  Court  shall  be 
responsible  for  conducting  a  periodic  review  of  the  envelopes  containing  the  sealed  Appellate 
Exhibits  for  the  sole  purpose  of  confirming  their  continued  proper  storage.  Persons  conducting 
this  review  shall  account  for  each  Exhibit  and  memorialize  their  review  with  the  memorandum 
for  record  enclosed  to  the  Government’s  proposed  storage  plan,  which  shall  then  become  part  of 
the  ROT,  and  by  marking  his/her  initials  with  the  date  of  his/her  review  on  the  envelope  of  each 
sealed  Exhibit  whose  proper  storage  was  confirmed.  Persons  conducting  this  periodic  review 
shall  not  unseal  the  envelopes.  Before  the  ROT  is  forwarded  to  the  Office  of  the  Clerk  of  the 
Court,  MDW  shall  be  primarily  responsible  for  conducting  this  review.  After  the  ROT  is 
forwarded  to  the  Office  of  the  Clerk  of  the  Court,  the  Office  of  the  Clerk  of  the  Court  shall  be 
primarily  responsible  for  conducting  this  review.  The  Clerk  of  the  Court  may  delegate  this 
responsibility  to  MDW,  and  if  delegated  MDW  will  be  responsible.  This  review  shall  be 
conducted  at  the  Central  Intelligence  Agency  and  shall  occur,  at  a  minimum,  once  every  three 

months. 
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8.  Should  the  appellate  court  judges  request  access  to  any  such  Exhibits  under  RCM 

1 103A(b)(4),  the  Office  of  the  Clerk  of  the  Court  shall  notify  the  applicable  government 
organization(s),  and  provide  a  by-name  list,  including  clearance  status,  of  those  who  will  be 
reviewing  the  records.  Only  properly  cleared  appellate  court  judges  may  review  the  records,  and 
any  such  review  may  only  take  place  at  the  Central  Intelligence  Agency.  No  member  of 
Government  Appellate  Division  or  Defense  Appellate  Division  shall  have  access  to  any  such 
Exhibits  under  this  storage  plan.  The  Office  of  the  Clerk  of  the  Court  is  responsible  for  ensuring 
the  appellate  court  judges  have  and  maintain  proper  security  clearances,  and  are  properly  read- 
on. 

9.  The  Exhibits  are  being  stored  solely  for  the  appellate  record.  Once  the  appellate  process,  if 
any,  concludes,  the  Office  of  the  Clerk  of  the  Court  shall  notify  the  Office  of  the  General 
Counsel  for  each  government  organization  and  coordinate  with  those  organizations  to  ensure 
such  material  is  properly  discarded. 

So  ORDERED  this  26th  day  of  February  2013. 


DENISE  R.  LIND 
COL,  JA 

Chief  Judge,  1st  Judicial  Circuit 


4 


FOR  OFFICIAL  USE  ONLY 


o 


9 


Appellate  Exhibit  501 
Enclosure  1 
has  been  entered  into 
the  record  as  a  CD/DVD 
and  will  be  maintained 
with  the  original 
Record  of  Trial 


o 
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Appellate  Exhibit  501 
Enclosure  2,  Tab  2 
6  pages 
classified 
’’SECRET" 

ordered  sealed  for  Reason  2 
Military  Judge’s  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 


c 
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Appellate  Exhibit  501 
Enclosure  3,  Tab  3 
32  pages 
classified 
"SECRET" 

ordered  sealed  for  Reason  2 
Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 


© 
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Appellate  Exhibit  501 
Enclosure  4,  Tab  4 
102  pages 
classified 
"SECRET” 

ordered  sealed  for  Reason  2 
Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 


© 
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Appellate  Exhibit  501 
Enclosure  5,  Tab  5 
55  pages 
classified 
’’SECRET” 

ordered  sealed  for  Reason  2 
Military  Judge’s  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 


© 
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Appellate  Exhibit  501 
Enclosure  6,  Tab  6 
1 8  pages 
classified 
"SECRET" 

ordered  sealed  for  Reason  2 
Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 


o 
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Appellate  Exhibit  501 
Enclosure  7,  Tab  7 
140  pages 
classified 
"SECRET” 

ordered  sealed  for  Reason  2 
Military  Judge’s  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 


Appellate  Exhibit  501 
Enclosure  8,  Tab  8 
3  pages 
classified 

'’CONFIDENTIAL” 
ordered  sealed  for  Reason  3 
Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 
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Appellate  Exhibit  501 
Enclosure  9,  Tab  9 
545  pages 
Volumes  1-12 
classified 
"SECRET" 

ordered  sealed  for  Reason  2 
Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


UNITED  STATES  OF  AMERICA 


v. 


) 

) 

) 

) 

) 

) 

) 

) 

) 


Prosecution  Notice  to  the  Court  of 
Defense’s  Notification  Pursuant  to 
Military  Rule  of  Evidence  505(h) 


1  March  2013 


On  22  February  2013,  the  defense  completed  its  notice  of  intent  to  disclose  classified 
information  in  the  above-captioned  court-martial  pursuant  to  Military  Rule  of  Evidence  (MRE) 
505(h).  On  28  February  2013,  the  parties  met  to  discuss,  and  resolve,  any  issues  relating  to  this 
defense  filing. 

In  regard  to  the  defense  notice,  the  prosecution  makes  the  following  assumptions:  the 
defense  intends  to  share  any  documents  that  the  government  intends  to  share  with  the  relevant 
witnesses,  including  charged  documents,  audit  logs,  and  forensic  reports. 

As  of  the  date  of  this  filing,  the  only  outstanding  issues  are  as  follows: 

1.  The  United  States  requests  greater  specificity  with  respect  to  what  classified 
information  the  defense  intends  to  discuss  with  Mr.  Jeffery  Motes  NLT  8  March  2013. 

2.  The  United  States  requests  greater  specificity  with  respect  to  what  classified 
information  the  defense  intends  to  discuss  with  Mr.  James  McCarl  NLT  8  March  2013. 

3.  The  United  States  requests  notice  of  which  witnesses,  if  any,  the  defense  intends  to 
discuss  the  damage  assessment  prepared  by  the  Office  of  the  National  Counterintelligence 
Executive  (ONCIX).  The  defense  requested  the  opportunity  to  review  the  damage  assessment 
again,  and  the  United  States  agreed  to  assist  the  defense  in  scheduling  a  time  to  review  the 
ONCIX  damage  assessment.  The  defense  will  then  submit  a  supplemental  notice  outlining 
which  portions  of  the  ONCIX  damage  assessment,  if  any,  it  intends  to  disclose  at  the  court- 
martial  and  with  which  witnesses  NLT  8  March  2013. 

4.  The  United  States  intends  to  process  the  defense's  MRE  505(h)  notice,  dated  14 
December  2012  in  reference  to  use  of  the  Department  of  State,  Department  of  Defense,  and 
ONCIX  damage  assessments,  but  under  the  agreement  that  the  defense  is  not  seeking  to  share  the 
original  assessments  with  the  accused.  Both  parties  agree  to  work  together  toward  stipulations  of 
fact  concerning  the  contents  of  the  damage  assessments,  which  would  be  shared  with  the  accused 
and  be  used  during  trial.  The  United  States  is  concurrently  working  with  the  relevant  equity 
holders  to  obtain  authorization  to  use  the  information  or  to  ascertain  whether  or  not  the  United 
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States  will  need  to  invoke  the  classified  information  privilege  under  MRE  505(c),  in  the  event 
the  parties  cannot  agree  on  a  stipulation. 


ASHDmJEIN 
MAJ,  JA 
Trial  Counsel 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  David 
Coombs,  Civilian  Defense  Counsel  via  electronic  mail,  on  1  March  2013. 


MAJ,  JA 
Trial  Counsel 


UNITED  STATES  OF  AMERICA 


v. 


Scheduling  Order 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 


) 


CORRECTED  COPY 


1  March  2013 


1 .  The  Court  is  currently  scheduling  Article  39(a)  sessions  with  the  following  default  schedule  at 
the  request  of  the  parties:  two  weeks  for  parties  to  file  motions;  two  weeks  for  parties  to  file 
responses;  five  days  for  parties  to  file  replies;  and  one  week  for  the  Court  to  review  all  pleadings 
before  the  start  of  the  motions  hearing.  The  time  for  filing  replies  was  added  after  the  first  Article 
39(a)  session  on  1 5-16  March  2012  because  the  Court  received  reply  briefs  the  day  before  that 
session,  the  parties  desire  to  continue  to  file  replies,  and  the  Court  requires  time  to  consider  them. 

2.  Scheduling  dates  and  suspense  dates  are  set  forth  below.  This  schedule  was  coordinated  with 
the  parties.  The  trial  schedule  will  be  reviewed  and  updated  as  necessary  at  each  scheduled 
Article  39(a)  session. 

a.  Immediate  Action  (21  February  2012  - 16  March  2012) 

b.  Legal  Motions,  excluding  Evidentiary  Issues  (29  March  2012  -  26  April  2012) 

c.  Legal  Motions  (10  May  2012  -  8  June  2012) 

d.  Interim  Pretrial  Motions  (2  June  2012  -  25  June  2012) 

e.  Pretrial  Motions  (7  June  2012  -  20  July  2012) 

f.  Pretrial  Motions  (20  July  2012  -  30  August  2012) 

g.  Pretrial  Motions  (24  August  2012  -  18  October  2012) 

h.  Pretrial  Motions  (26  September  2012  -  2  November  2012) 

i.  Pretrial  Motions  (19  October  2012  -  12  December  2012) 

j.  Pretrial  Motions  (16  November  2012  -  11  January  2013) 

k.  Pretrial  Motions  (11  January  2013  - 17  January  2013) 

l.  Pretrial  Motions  (14  January  2013  -  1  March  2013) 

m.  Pretrial  Motions  (15  March  2013  - 12  April  2013) 
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(A)  Filing:  15  March  20 13 

(B)  Response:  29  March  2013 

(C)  Reply:  3  April  2013 

(D)  Article  39(a):  10-12  April  2013 

(1 )  Government  List  of  all  Classified  Information  it  intends  to  Request  a  Closed 
Session  (Grunden)  (with  more  specificity) 

(2)  Targeted  Brief  on  18  U.S.C.  793  ("Reason  to  Believe") 

(A)  Filing:  29  March  2013 

(3)  Targeted  Brief  on  Interplay  of  Grunden,  MRE  505,  and  RCM  806 

(A)  Filing:  29  March  2013 

(4)  Information  on  Past  Cases  with  Trial  Closures 

(A)  Filing:  29  March  2013 

(5)  Notice  of  Potential  Witness  Stipulations 

(A)  Filing:  3  April  2013 

C6)  Targeted  Government  Brief  on  Article  104  ("Giving  Intelligence") 

(A)  Filina:  29  March  2013 

(B)  Response:  3  April  201 3 1 

n.  Pretrial  Motions  (22  April  2013  -  24  May  2013) 

(A)  Filing:  22  April  2013 

(B)  Response:  6  May  2013 

(C)  Reply:  11  May  20 13 

(D)  Article  39(a):  21  -24  May  2013 

(1)  Grunden  Hearing  for  Defense  Classified  Information 

(2)  Completion  of  Security  Clearance  Checks  for  Witnesses  and  Access  Granted 

(3)  Government  Notice  of  Alternatives  of  Classified  Information  in  lieu  of  Closing 
the  Courtroom2 

(A)  Filing:  22  April  2013 

(4)  M[RE  505(i)  Litigation,  if  any,  based  on  Defense  MRE  505(h)  Final  Notice,  22 
February  2013 


1  The  defense  will  notify  the  Court  as  soon  as  possible  of  whether  or  not  they  intend  to  file  a  response. 

2  Alternatives  include,  but  are  not  limited  to  stipulations;  use  of  code  words  or  special  names;  use  of  screens, 
disguises,  and  code  names  for  classified  witnesses;  use  of  electronic  imagery  visible  only  to  cleared  trial  participants 
and  not  the  public;  the  "silent  witness"  rule;  and  syllabi  or  reference  indexes. 
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(5)  Notice  of  Government  Objections  to  Defense  Use  of  Classified  Information  and 
Government  Proposed  Alternatives  to  Defense  Use  of  Classified  Information 

(6)  Witness  Stipulations  Completed 

(A)  Filing:  11  May  201 3 

o.  Trial  by  MJ  Alone  (3  June  2013  -  UTC) 

Trial:  3  June  2013  -  UTC 
So  Ordered  this  1st  day  of  March  2013. 


DENISE  R.  LIND 
COL,  JA 

Chief  Judge,  1st  Judicial  Circuit 
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Appellate  Exhibit  504 
2  pages 
classified 
’’SECRET" 

ordered  sealed  for  Reason  2 
Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 
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Appellate  Exhibit  505 
31  pages 
classified 
"SECRET" 

ordered  sealed  for  Reason  2 
Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 


UNITED  STATES  OF  AMERICA 


) 

)  Supplement  to  Prosecution  Response 
)  To  Scheduling  Order:  39a  Session  On 
)  Closure  and  Motion  to  Close  the 

Manning,  Bradley  E.  )  Courtroom  for  Specified  Testimony 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  )  Corrected  Copy 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  )  15  March  2013 

(U)  The  Court’s  Scheduling  Order,  dated  1  March  2013,  requires  the  United  States  to 
resubmit  its  List  of  all  Classified  Information  it  intends  to  Request  a  Closed  Session  ( Grunden ), 
dated  1  February  2013  (hereinafter  “ Grunden  Filing”),  to  provide  more  specificity  to  the  Court. 
See  AE  503.  This  filing  supplements  the  prosecution’s  initial  Grunden  filing  by  removing 
witnesses  for  which  the  prosecution  determined  other  alternatives  were  viable  in  lieu  of  closing 
the  courtroom  and  providing  greater  specificity  on  the  classified  content  of  the  witness  testimony 
for  which  the  Government  requested  courtroom  closure.  See  AE  479. 

RELIEF  SOUGHT 


(U)  The  United  States  respectfully  moves  the  Court  to  order  courtroom  closure  to  hear 
the  classified  testimony  of  the  twenty-eight  (28)  witnesses  outlined  below  in  accordance  with  the 
Government’s  original  Grunden  filing.  See  AE  479. 

BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 


(U)  The  burden  of  proof  on  any  factual  issue,  the  resolution  of  which  is  necessary  to 
decide  a  motion,  shall  be  by  preponderance  of  the  evidence.  RCM  905(c)(1).  The  burden  of 
persuasion  on  any  factual  issue,  the  resolution  of  which  is  necessary  to  decide  a  motion,  shall  be 
on  the  moving  party.  RCM  905(c)(2). 


FACTS 


(U)  In  this  filing,  the  United  States  requests  courtroom  closure  to  take  the  classified 
portions  of  testimony  from  twenty-eight  (28)  of  its  141  witnesses.  See  AE  475.  Approximately 
seventy-three  (73)  of  these  witnesses’  testimony  involves  classified  information;  however,  the 
United  States  will  use  alternatives  for  the  majority  of  prosecution  witnesses  in  lieu  of  closing  the 
courtroom.  See,  e.g.,  AE  444;  AE  479.  In  its  previous  Grunden  filing,  the  United  States 
requested  closure  for  thirty-seven  (37)  of  its  141  witnesses.  See  AE  479.  The  United  States 
determined  that  there  were  viable  alternatives  to  courtroom  closure  for  nine  (9)  additional 
witnesses.  Of  the  twenty-eight  (28)  witnesses,  sixteen  (16)  will  be  called  during  the  merits 
portion  of  the  case  and  fourteen  (14)  will  be  called  during  presentencing  proceedings  (two  (2)  are 
being  called  during  both  merits  and  presentencing  proceedings). 
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APPELLATE  EXHIBIT  SoG 

PAGE  REFERENCED: 

PAGE _ OF  PAGES 


WITNESSES/EVIDENCE 


(U)  The  United  States  requests  the  Court  consider  the  cited  Appellate  Exhibits  (AE).  In 
particular,  the  United  States  directs  the  Court  to  the  discussion  of  alternatives  to  closure  outlined 
in  its  original  Grunden  filing.  See  AE  479.  The  United  States  also  requests  the  Court  consider 
the  Information  on  Past  Cases  with  Trial  Closures  and  the  Targeted  Brief  on  Interplay  of 
Grunden,  MRE  505  and  RCM  806,  both  due  to  the  Court  on  29  March  2013,  before  making  a 
determination  regarding  closure. 

LEGAL  AUTHORITY  AND  ARGUMENT 


(U)  Each  of  the  alternatives  described  in  the  Government’s  original  Grunden  filing  will  be 
used  to  the  greatest  extent  possible  during  the  court-martial.  See  AE  479.  There  are  only  four 
(4)  witnesses  whose  testimony  require  an  entirely  closed  session.  For  the  remainder  of  the 
witness  testimony,  the  United  States  only  requests  closure  for  specific  areas  of  testimony 
concerning  classified  information.  For  these  portions  of  the  witnesses’  testimony,  identified  by 
witness  below,  no  meaningful  or  effective  alternative  exists  because  of  the  complicated  and 
nuanced  nature  of  the  testimony.  Attempting  to  use  an  alternative  such  as  a  code  word  or  legend 
would  significantly  increase  the  potential  for  inadvertent  spillage  of  the  classified  information  at 
issue  or  provide  pieces  of  information  that,  when  combined  with  information  available  from 
other  sources,  could  form  a  classified  picture  (classification  by  compilation). 

(U)  With  this  filing,  the  United  States  provides  the  Court  more  specific  information  on 
which  it  can  base  courtroom  closure  findings.  The  information  articulated  below  is  organized  by 
witness  simply  because  the  evidence  will  be  elicited  in  oral  form.  Following  each  witness  name 
appears  the  classified  subject  matter  to  which  he/she  will  testify.  Pursuant  to  RCM  806(b)(2), 
the  description  also  offers  (a)  the  reasoning  behind  this  classification  in  order  to  communicate 
the  “overriding  interest”  at  risk  of  prejudice;  (b)  an  explanation  as  to  why  closure  is  a  remedy 
“no  broader  than  necessary”  to  protect  this  interest;  and,  by  reference  to  the  practical  limitations 
described  above,  (c)  the  reason  other  “alternatives”  are  inadequate.  In  addressing  the  overriding 
interest,  the  United  States  has  provided  a  classified  proffer  of  the  information  the  witness  will 
address  as  well  as  an  unclassified  identification  of  the  overriding  national  security  interest 
pursuant  to  which  this  piece  of  information  is  classified. 


1.  (U'l  BG  fReO  Robert  Carr.  Defense  Intelligence  Agency 

a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  BG  (Ret)  Carr’s  testimony  relates  to  interests  of 

national  security  addressed  in  EO  13526,  Section  1.4(a)(c)(d). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 


2.  (U)  Col  Julian  Chesnutt.  Defense  Intelligence  Agency 

a.  (II)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  Col  Chesnutt’s  testimony  relates  to  interests  of 

national  security  addressed  in  EO  13526,  Section  1.4(a)(c)(d). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 

addressed  in  EO  13526,  Section  1.4(c). 

b.  (U)  Scope  of  Closure. 


(2)  (U)  As  the  witness’s  association  with  this  proceeding,  as  well  as  the 

subject  matter  of  testimony  is  classified,  the  courtroom  should  be  closed  for  the  entirety  of  this 
individual’s  testimony,  including  the  announcement  of  the  witness’s  name. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  associated 
with  his  or  her  testimony  and  the  witness’s  actual  testimony  is  classified,  shielding  the  witness’s 
identity  from  the  public  would  not  be  useful.  No  stipulations  have  been  agreed  upon  for  this 
witness  to  date,  although  it  is  a  possibility  if  both  parties  agree.  Finally,  for  the  reasons 
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articulated  above,  declassification  is  not  warranted.  The  information  at  issue  is  currently 
classified  and  will  be  at  the  time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized 
disclosure. 

4.  (U)  Ms.  Elizabeth  Dibble.  Principal  Deputy  Assistant  Secretary.  Bureau  of  Near 

Eastern  Affairs.  Department  of  State 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  Ms.  Dibble’s  testimony  relates  to  interests  of  national 

security  addressed  in  EO  13526,  Section  1.4(c)(d). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
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unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

5.  (U)  John  Doe.  Department  of  Defense 

(U)  Court  closure  information  for  this  witness  is  listed  in  AE  477. 

6.  (U)  RADM  Kevin  Donegan.  Director.  Naval  Warfare  Integration.  Pentagon 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  RADM  Donegan’s  testimony  relates  to  interests  of 

national  security  addressed  in  EO  13526,  Section  1.4(a)(c)(d). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
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of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

7.  (U)  Mr.  John  Feelev.  Principal  Deputy  Assistant  Secretary.  Bureau  of  Western 

Hemisphere  Affairs.  Department  of  State 


a.  (U)  Classified  Information  and  Overriding  Interest. 


m 


(3)  (U)  This  portion  of  Mr.  Feeley’s  testimony  relates  to  interests  of  national 

security  addressed  in  EO  13526,  Section  1.4  (b)(d). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

8.  (U)  AMB  Patrick  F.  Kennedy.  Under  Secretary  for  Management.  Department  of  State 

a.  (U)  Classified  Information  and  Overriding  Interest. 

(1)  (U)  AMB  Patrick  F.  Kennedy  will  testify  at  sentencing  about 

compromised  data  and  the  impact  to  the  Department  of  State.  AMB  Kennedy  will  testify  about 
the  steps  the  Department  took  to  respond  to  the  compromise,  the  impact  of  that  compromise  on 
the  management  of  the  Department  and  its  diplomatic  mission,  the  nexus  between  the 
information  gathered  by  the  Department  and  the  formulation  of  USG  policy,  as  well  as  lost 
opportunities  as  a  result  of  the  leaks.  The  Government  may  request  court  closure  with  respect  to 
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certain  testimony  by  AMB  Kennedy  regarding  the  impact  of  the  compromise  on  the  management 
of  the  Department  and  its  diplomatic  mission,  as  well  as  certain  testimony  regarding  the  nexus 
between  the  information  gathered  by  the  Department  and  the  formulation  of  USG  policy,  based 
on  the  overriding  interest  in  protecting  classified  information  and  the  lack  of  alternatives. 

Further,  AMB  Kennedy’s  testimony  may  expand  upon  the  classified  testimony  of  other 
Department  of  State  witnesses  and  discuss  specific  examples  of  damage  in  the  classified  draft 
damage  assessment.  If  necessary,  the  Government  will  request  court  closure  to  address  the 
specific  testimony  of  other  Department  witnesses  and/or  the  classified  draft  damage  assessment, 
based  on  the  same  overriding  interest  in  protecting  classified  information  and  lack  of 
alternatives.  This  information  is  properly  classified  up  to  the  SECRET  level  according  to  the 
Department  of  State  Classification  Guide  (DSCG  11-01,  dated  May  2011).  Unauthorized 
disclosure  of  this  information  could  cause  serious  damage  to  national  security.  Therefore, 
discussion  of  this  information  in  open  session  would  undermine  national  security  interests. 

(2)  (U)  This  portion  of  AMB  Kennedy’s  testimony  relates  to  interests  of 

national  security  addressed  in  EO  13526,  Section  1.4(c)(d). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

9.  (U)  Mr.  John  Kirchhofer.  Defense  Intelligence  Agency 

a.  (U)  Classified  Information  and  Overriding  Interest. 
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* 


(2)  (U)  This  portion  of  Mr.  Kirchhofer's  testimony  relates  to  interests  of 

national  security  addressed  in  EO  13526,  Section  1.4(a)(d). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

10.  (U)  AMB  Michael  Kozak.  Department  of  State 

a.  (U)  Classified  Information  and  Overriding  Interest. 

(1)  ■■■■■■■■■■■■■■■■■ 
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(2)  (U)  This  portion  of  AMB  Kozak’s  testimony  relates  to  interests  of  national 

security  addressed  in  EO  13526,  Section  1.4(d). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

11. 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 

addressed  in  EO  13526,  Section  1.4(c). 

b.  (U)  Scope  of  Closure. 


(2)  (U)  As  the  witness’s  association  with  this  proceeding,  as  well  as  the 

subject  matter  of  testimony  is  classified,  the  courtroom  should  be  closed  for  the  entirety  of  this 
individual’s  testimony,  including  the  announcement  of  the  witness’s  name. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 


12.  fill  Mr.  Danny  J.  Lewis.  Defense  Intelligence  Agency 

a.  (U)  Classified  Information  and  Overriding  Interest. 


* 


* 


(2)  (U)  This  portion  of  Mr.  Lewis’s  testimony  relates  to  interests  of  national 

security  addressed  in  EO  13526,  Section  1.4(c). 


b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

13.  (IJ)  Mr.  Randall  MacRobbie.  Defense  Intelligence  Agency 


a.  (U)  Classified  Information  and  Overriding  Interest. 


* 


(2)  (U)  This  portion  of  Mr.  MacRobbie’s  testimony  relates  to  interests  of 

national  security  addressed  in  EO  13526,  Section  1.4(g). 


b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

14.  (U)  Mr.  James  McCarl.  Joint  IED  Defeat  Organization  (JIEDDO). 


a.  (U)  Classified  Information  and  Overriding  Interest. 


r 


(2)  (U)  This  portion  of  Mr.  McCarl’s  testimony  relates  to  interests  of  national 

security  addressed  in  EO  13526,  Section  1.4(a)(g). 


b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

15.  (U)  MajGen  Kenneth  McKenzie.  USMC  HQ  Staff 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  MajGen  McKenzie’s  testimony  relates  to  interests  of 

national  security  addressed  in  EO  13526,  Section  1.4(a)(d). 


b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

16.  (U)  Mr.  James  Moore.  Department  of  State 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  Mr.  Moore’s  testimony  relates  to  interests  of  national 

security  addressed  in  EO  13526,  Section  1.4(b)(d) 


b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

17.  (U)  MG  Michael  Naeata.  Joint  Staff,  the  Pentagon 


a.  (U)  Classified  Information  and  Overriding  Interest. 


w 


(2)  (U)  This  portion  of  MG  Nagata’s  testimony  relates  to  interests  of  national 

security  addressed  in  EO  13526,  Section  1.4(a)(c)(d). 


b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

18.  (Ill  SSA  Alexander  Otte.  Federal  Bureau  of  Investigation 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 

addressed  in  EO  13526,  Section  1.4(a)(c). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
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necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

19.  (U)  AMB  David  Pearce.  Department  of  State 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 
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* 


addressed  in  EO  13526,  Section  1.4(b)(d). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

20.  (U)  Mr.  Adam  Pearson.  Joint  IED  Defeat  Organization  (JIEDDOj 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  Mr.  Pearson’s  testimony  relates  to  interests  of  national 

security  addressed  in  EO  13526,  Section  1.4(c)  and  (g). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
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testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

21.  fin  Mr.  H.  Dean  Pittman.  Department  of  State 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 

addressed  in  EO  13526,  Section  1.4(b)(d). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
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redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

22. 


(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 

addressed  in  EO  13526,  Section  1.4(c)(g). 

b.  Scope  of  Closure. 


(2)  (U)  As  the  witness’s  association  with  this  proceeding,  as  well  as  the 

subject  matter  of  testimony  is  classified,  the  courtroom  should  be  closed  for  the  entirety  of  this 

23 


* 


individual’s  testimony,  including  the  announcement  of  the  witness’s  name. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

23.  (U)  AMB  Stephen  Seche.  Department  of  State 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 

addressed  in  EO  13526,  Section  1.4(a)(b)(d). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 


24.  (U)  SA  David  Shaver.  U.S.  Department  of  Treasury 

a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 
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addressed  in  EO  13526,  Section  1.4(c)(g). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

25.  (U)  Ms.  Cathrvn  Strobl.  Central  Intelligence  Agency 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 

addressed  in  EO  13526,  Section  1.4(c)(g). 
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b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

26.  (U)  AMB  Don  Yamamoto.  Department  of  State 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 

addressed  in  EO  13526,  Section  1.4(b)(d). 


b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

27.  (U)  AMB  Marie  Yovanovitch.  Department  of  State 


a.  (U)  Classified  Information  and  Overriding  Interest. 
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(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 

addressed  in  EO  13526,  Section  1.4(a)(b)(d)(e). 


b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

28.  (U)  Mr.  Joseph  Yun.  Department  of  State 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 

addressed  in  EO  13526,  Section  1.4(b)(d). 


b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would,  therefore,  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  An  unclassified  summary  or  reduction  to  code  is  also  untenable.  The  classified 
testimony  is  necessary  to  fully  explore  the  witness’s  observations  and,  where  necessary,  the  basis 
of  the  witness’s  opinions,  and  the  witness  will  be  testifying  to  nuanced  information  requiring 
complicated  explanation.  As  such,  the  witness  must  remain  free  to  describe  the  information  to 
the  parties  and  fact-finder  as  they  may  require.  Should  the  witness  require  the  use  of  any 
classified  documents,  they  will  be  used  under  the  SWR  and/or  projected  by  electronic  displays, 
unless  their  content  must  be  discussed  or  evaluated.  As  the  witness’s  participation  is  itself  not 
classified,  no  disguises  or  screens  will  be  necessary  to  shield  the  witness’s  identity  from  the 
public.  No  stipulations  have  been  agreed  upon  for  this  witness  to  date,  although  it  is  a  possibility 
if  both  parties  agree.  Finally,  for  the  reasons  articulated  above,  declassification  is  not  warranted. 
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The  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the  trial,  as  harm  could 
still  occur  as  a  result  of  unauthorized  disclosure. 

CONCLUSION 

(U)  The  United  States  respectfully  requests  the  Court  order  courtroom  closure  to  hear  the 
classified  testimony  of  the  twenty-nine  (28)  witnesses  as  outlined  above. 


DEAN  MORROW 
K;pt,  JA 
Trial  Counsel 


(U)  I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above,  via  SIPRNET 
email,  to  Mr.  David  Coombs,  Civilian  Defense  Counsel,  though  the  defense  security  experts  on 
15  March  2013. 


VtTv*^ 

raDEAN  MORROW 
Trial  Counsel 
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UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

) 

) 

) 

) 

) 

) 

) 

) 


Government  Targeted  Brief 
on  Interplay  of  MRE  505, 
RCM  806,  and  Grunden 


15  March  2013 


FACTS 


On  1  March  2013,  the  Court  ordered  the  United  States  to  submit  a  targeted  brief  outlining 
the  interplay  between  United  States  v.  Grunden,  2  M.J.  116  (C.M.A.  1977),  Military  Rule  of 
Evidence  (MRE)  505,  and  Rule  for  Courts-Martial  (RCM)  806.  See  Appellate  Exhibit  (AE)  503. 

WITNESSES/EVIDENCE 


The  United  States  requests  the  Court  consider  the  National  Security  and  Intelligence  Law 
Division  (known  as  Code  30),  Office  of  the  Judge  Advocate  General,  Department  of  the  Navy's 
Primer  for  Litigating  Classified  Information  Cases  (hereinafter  “Code  30  Primer”).  The  United 
States  specifically  directs  the  Court  to  the  enclosed  Chapters  9  and  10.  The  United  States  adopts 
the  explanation  of  MRE  505  and  RCM  806  laid  out  in  Chapters  9  and  10  and  requests  the  Court 
focus  its  attention,  in  particular,  on  Chapter  10,  Section  A. 

LEGAL  AUTHORITY 


MRE  505  and  RCM  806  operate  independently  of  one  another,  although  both  rules 
address  the  use  of  classified  information  during  courts-martial.  MRE  505  is  primarily  concerned 
with  the  use  and  discovery  of  classified  information  by  the  accused.  RCM  806,  on  the  other 
hand,  codifies  the  holding  in  Grunden  by  recognizing  the  accused’s  Sixth  Amendment  right  to  a 
public  trial  and  the  need  for  limited  exceptions  to  that  right.  See  RCM  806,  Analysis.  RCM 
806(b)(2)  dictates  the  circumstances  under  which  the  Court  can  close  the  court-martial  to  protect 
classified  information. 

I.  MRE  505 

A.  General  Discussion 

MRE  505  is  a  rule  of  privilege  and  procedure.  MRE  505(a)  outlines  the  general  rule, 
MRE  505(b)  defines  key  terms,  and  MRE  505(c)  identifies  who  may  claim  the  classified 
information  privilege.  MRE  505  then  proceeds  to  discuss  in  phases  the  rules  governing  the 
discovery  and  use  of  classified  information  at  trial.  Phase  1  is  MRE  505(d)-(i),  which  discusses 
pretrial  discovery  of  classified  information  and  contemplates  extensive  pretrial  litigation  in  order 
to  protect  classified  information  from  unnecessary  disclosure,  both  in  discovery  and  during  trial. 
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Phase  2  is  MRE  505(j)-(k),  which  addresses  the  presentation  and  handling  of  classified 
information  at  trial,  as  well  as  security  procedures  for  potential  appellate  review. 

B.  Phase  1 :  Pretrial  Discovery  and  Litigation 

In  addition  to  the  more  in-depth  analysis  provided  by  Chapters  9  and  10  of  the  Code  30 
Primer  ( see  enclosures  2  and  3),  it  is  useful  to  highlight  the  difference  between  MRE  505(i)  and 
MRE  505(j).  The  procedure  or  “in  camera”  proceeding  described  in  MRE  505(i)  is  used,  in  most 
cases,  to  determine  whether  the  Government  can  preclude  the  accused  from  disclosing  classified 
information  during  the  court-martial.  See  MRE  505(i)(4)(A).  In  other  words,  the  MRE  505(i) 
hearing  is  primarily  an  evidentiary  procedure  that  leads  the  Court  to  a  determination  of  what 
classified  evidence  sought  to  be  disclosed  by  the  accused  is  relevant  and  necessary  to  an  element 
of  the  offense  or  a  legally  cognizable  defense.  The  MRE  505(i)  hearing  also  contemplates  the 
consideration  of  constitutionally  acceptable  alternatives  to  classified  information,  which  would 
still  afford  the  accused  a  fair  trial.  See  MRE  505(i)(4)(D). 

C.  Phase  2:  Presentation  of  Classified  Information  during  the  Court-Martial 

MRE  505(j)  contemplates  the  appropriate  means  of  presenting  classified  information 
after  determinations  have  been  made  regarding  its  use  under  MRE  505(i).  See  MRE  505(j). 
Specifically,  MRE  505(j)(5)  permits  the  military  judge  to  close  the  courtroom  for  the 
presentation  of  evidence  that  discloses  classified  information — thus  defining  classified 
information  as  an  “overriding  interest.”  See  MRE  505(j)(5). 

II.  RCM  806  and  Grunden 

Once  classified  information  is  determined  to  be  relevant,  RCM  806(b)(2)  “recognizes  and 
codifies  the  basic  principle  that,  with  limited  exceptions,  court-martial  proceedings  will  be  open 
to  the  public.”  RCM  806,  Analysis  at  A21-48.  The  accused,  under  the  Sixth  Amendment  and 
Grunden,  has  a  right  to  a  public  trial.  See  id.  (citing  United  States  v.  Brown,  22  C.M.R.  41 
(C.M.A.  1956);  United  States  v.  Zimmerman,  19  C.M.R.  806  (A.F.B.R.  1955)).  The  public  also 
has  a  right  to  attend  criminal  trials  under  the  First  Amendment.  See  id.  (citing  Richmond 
Newspapers,  Inc.  v.  Virginia,  448  U.S.  555  (1980)).  To  justify  the  exclusion  of  the  public  from  a 
court-martial,  a  military  judge  must  find  that  “there  is  a  substantial  probability  that  an  overriding 
interest  will  be  prejudiced  if  the  proceedings  remain  open.”  RCM  806(b)(2).  Then,  the  military 
judge  must  ensure  that  “closure  is  no  broader  than  necessary  to  protect  the  overriding  interest” 
and  that  “reasonable  alternatives  to  closure  were  considered  and  found  inadequate.”  Id.  In  short, 
RCM  806(b)(2),  like  MRE  505(j),  is  concerned  with  the  presentation  of  classified  information 
during  the  court-martial.  It  takes  no  position  on  whether  classified  information  should  be  part  of 
the  court-martial  proceeding  in  the  first  place. 

III.  Interplay  between  MRE  505  and  RCM  806  ( Grunden ) 

While  MRE  505  and  RCM  806  are  somewhat  related  in  practice,  there  is  no  basis  for  the 
defense  proposition  that  the  procedures  under  MRE  505(i)  should  be  utilized  for  the  RCM 
806(b)(2)  or  Grunden  hearing.  As  the  Code  30  Primer  indicates,  had  the  drafters  intended  that 


the  two  rules  would  share  the  same  procedures  under  MRE  505(i),  there  would  have  been  a 
cross-reference  to  (i)  in  either  MRE  505(j)(5)  or  the  Analysis.  Accordingly,  the  difference 
between  MRE  505  and  RCM  806  is  clear.  The  primary  purpose  of  the  in  camera  proceeding 
under  MRE  505(i)  is  to  litigate  the  Government’s  assertion  of  privilege  over  classified 
information.  RCM  806(b)(2)  is  the  next  step  and  assumes  that  any  litigation  over  the  use  of 
classified  information  by  the  accused  has  been  completed.  For  example,  the  Government  may 
have  lost  the  MRE  505(i)  litigation  and  must  authorize  disclosure  of  classified  information  by  the 
accused  or  face  sanctions;  (2)  the  Government  may  not  have  invoked  the  classified  information 
privilege;  or  (3)  the  Government  may  be  seeking  to  use  classified  information  during  its  case-in- 
chief. 


CONCLUSION 


The  MRE  505(i)  and  RCM  806  ( Grunden )  matters  before  this  Court  during  the  last 
Article  39(a)  session  relied  on  distinct  authorities  and  requested  different  relief.  They  should, 
therefore,  be  kept  separate.  Through  its  Grunden  filing,  the  United  States  seeks  the  Court’s 
approval  to  close  the  courtroom  during  trial  when  classified  information  is  to  be  disclosed  by  the 
United  States  and  no  alternatives  are  available.  While  the  defense  certainly  has  a  limited  role  to 
play  during  the  MRE  505(i)  process  -  as  articulated  by  the  rule  itself-  the  Government’s 
Grunden  hearing  is  used  only  to  determine  what  classified  information  will  actually  need  to  be 
discussed  in  testimony,  requiring  exclusion  of  the  public  LAW  MRE  505(j)(5)  and  RCM 
806(b)(2). 


CPT,  JA 
Trial  Counsel 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  David 
Coombs,  Civilian  Defense  Counsel  via  electronic  mail,  on  13  March  2013. 
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CHAPTER  1 


Litigation  of  Classified  Information  Cases  -  An  Overview 


"What  has  puzzled  us  before  seems  less  mysterious,  and 
the  crooked  paths  look  straighter  as  we  approach  the 
end." 

Jean  Paul  Richter 

German  novelist  and  humorist,  1763-1825 


The  goal  of  this  Primer  is  to  provide  all  judge  advocates  with  a  basic  understanding  of  the 
evidentiary  rules,  courtroom  closure  process,  and  coordination  principles  applicable  to  all 
investigations  and  courts-martial  involving  classified  information.  This  is  especially 
important  in  today’s  operationally  oriented  environment  that  has  resulted  in  an  increase  in 
the  number  of  courts-martial  involving  classified  information. 

From  an  evidentiary  standpoint,  Military  Rule  of  Evidence  (M.R.E)  505  is  the  center  of 
gravity  for  any  case  with  classified  information  issues.  M.R.E.  505  is  primarily  an 
evidentiary  procedure  that  focuses  on  what  classified  information  is  relevant  and 
necessary,  and,  if  relevant  and  necessary,  what  form  of  discovery  is  most  appropriate.  It 
is  the  fundamental  building  block  for  the  pieces  of  the  court-martial  puzzle  that  involve 
classified  information.  M.R.E.  505  is  a  very  unique  rule  that  adds  an  additional  layer  of 
complexity  to  the  court-martial.  It  provides  a  host  of  issues  and  opportunities  for  both 
trial  and  defense  counsel  to  explore  and  litigate  in  pursuant  of  their  client’s  interests. 

Judge  advocates  must  fully  appreciate  the  quantity  and  quality  of  relevant  classified 
information  as  early  in  the  court-martial  process  as  possible. 

While  M.R.E.  505  provides  for  closing  to  the  public  the  hearing  or  court-martial  as  one  of 
the  procedural  safeguards  in  the  rule  for  protecting  classified  information,  Rule  for  Court- 
Martial  (R.C.M.)  806  codifies  the  procedures  found  in  U.S.  v  Grunden,  2  M.J.  116 
(C.M.A.  1977)  for  closing  a  hearing  or  courtroom.  If  closure  is  an  issue,  either  at  an 
Article  32  investigation  or  trial,  R.C.M.  806(b)(2)  provides  the  resolution  framework.  In 
any  case  involving  classified  information,  judge  advocates,  especially  staff  judge 
advocates  and  trial  counsel,  should  start  thinking  about  closure  issues  early  in  the 
process. 

The  Primer’s  chapters  on  M.R.E.  505  and  courtroom  closure  process,  Chapters  9  and  10 
respectively,  represent  the  core  chapters  of  the  Primer.  A  good  understanding  of  the 
issues  discussed  in  these  two  chapters,  and  perhaps  most  importantly  the  interplay 
between  M.R.E.  505  and  R.C.M.  806,  represent  the  foundation  of  a  judge  advocate’s 
successful  involvement  with  any  case  with  classified  information  issues.  Judge  advocates 
should  view  M.R.E.  505  as  a  first  step  that  determines  what,  if  any,  classified  information 
is  relevant  and  necessary  to  any  given  case.  If  M.R.E.  505  determines  that  certain 
classified  information  is  relevant  and  necessary,  then  the  litigants  must  address  courtroom 
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closure  issues.  These  two  issues  are  the  two  primary  differences  between  a  court-martial 
with  classified  information  and  a  court-martial  without  classified  information.  Judge 
advocates  should  fully  understand  the  different  issues  at  stake  in  M.R.E.  505  and  R.C.M. 
806  and  appreciate  important  overlapping  issues,  most  importantly,  the  requirement  to 
consider  alternatives  to  classified  information,  e.g.,  redactions,  substitutions,”  and 
stipulations. 

Finally,  these  types  of  cases  include  unique  coordination  requirements.  The  intelligence 
community  (IC)  has  equities  in  most  courts-martial  involving  classified  information. 
Whoever  owns  the  classified  information  will  have  considerable  interest  in  the  case. 
Coordination  with  IC  members  must  occur  at  all  stages  of  the  process:  investigation, 
pretrial,  trial,  and  post-trial.  Judge  advocates  involved  in  classified  information  cases 
should  view  this  coordination  requirement  as  significant  as  the  host  of  laws  and 
regulations  associated  with  the  handling  of  classified  information.  Neglecting  either 
requirement  may  not  only  raise  questions  regarding  professional  competence,  but  also 
adversely  affect,  perhaps  fatally,  the  court-martial  process.  Like  security-related 
requirements,  IC  coordination  must  start  upon  a  case’s  inception  and  continue  until  the 
conclusion  of  the  court-martial  process. 

In  the  ideal  world,  all  judge  advocates  would  become  intimately  familiar  with  the  issues 
and  answers  found  in  this  Primer.  It  is  much  more  probable  that  judge  advocates  will 
take  this  Primer  “off  the  shelf’  when  first  confronted  with  a  classified  information  issue. 
In  either  case.  Code  30  hopes  that  the  Primer  will  serve  a  significant  purpose  and  prompt 
additional  interaction  with  Code  30  personnel.  Ultimately,  the  intent  of  the  Primer  is  to 
afford  judge  advocates  the  necessary  foundation  to  both  zealously  represent  their  clients 
and  protect  the  interests  of  national  security. 
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CHAPTER  9 


Military  Rule  of  Evidence  505 

Military  Rule  of  Evidence  (M.R.E.)  505  was  created  prior  to  the  promulgation  of  the 
Rules  for  Courts-Martial  (R.C.M.)  in  1984.  Thus,  extensive  procedural  requirements 
were  included  in  M.R.E.  505  to  aid  with  the  application  of  the  classified  information 
privilege.1  The  actual  text  of  M.R.E.  505  is  drawn  from  H.R.  4745,  96th  Cong.,  1st  Sess. 

(1979),  the  House  version  of  the  Classified  Information  Procedures  Act  (CEP  A),  which 
was  the  version  that  did  not  make  it  into  law.  It  is  important  to  understand  M.R.E.  505 ’s 
genesis  when  considering  the  intent  and  operation  of  various  sections  of  the  Rule, 
especially  the  procedure  under  505(i).  Most  importantly,  the  procedural  portions  are 
effective  and  in  operation  even  if  there  is  no  assertion  of  the  classified  information 
privilege. 

The  procedural  overlay  of  M.R.E.  505  is  complex  and  not  easy  to  understand.  This  is 
especially  true  when  you  consider  the  interplay  of  the  various  sections  of  M.R.E.  505 
with  the  later-promulgated  Rules  for  Courts  Martial  (R.C.M.)  (especially  the  provisions 
on  discovery,  Article  32  investigations,  exculpatory  evidence,  and  courtroom  closure). 

Closing  the  courtroom  is  the  subject  of  the  next  chapter.  The  remainder  of  this  chapter 
will  explore  and  explain  the  operation  of  the  classified  information  privilege  contained  in 
M.R.E.  505  on  the  discovery  and  use  of  classified  evidence  in  Article  32  investigations 
and  trials. 

A.  Classified  Discovery.  One  of  the  most  important  and  critical  practice  differences  in  cases 
involving  classified  information  is  that  trial  counsel  cannot  permit  "open  file"  discovery.  The 
government  cannot  simply  provide  the  defense  with  copies  of,  or  access  to,  all  the  classified 
information  in  the  investigative  file  in  order  to  avoid  litigation  over  discovery.  In  fact,  . even  a 
cursory  reading  of  M.R.E.  505  reveals  that  the  rule  explicitly  contemplates  extensive  litigation 
over  classified  information  discovery. 

Certainly,  one  of  the  restrictions  on  “open  file”  discovery  is  the  requirement  that  the  recipient 
have  a  “need-to-know”  the  classified  information.  The  fact  remains,  though,  that  “need-to- 
know”  is  an  ill-defined,  broad  concept.  The  courts,  however,  have  provided  guidance  by 
analogizing  the  government’s  privilege  over  classified  information  with  its  privilege  over  the 
identities  of  informants  set  forth  in  Roviaro  v.  United  States,  353  U.S.  53,  77  S.  Ct.  623,  1  L.  Ed. 
2d  629  (1957).  The  Roviaro  standard  has  been  codified  in  M.R.E.  505(i)(4)(B).  Instead,  by  far 
the  biggest  discovery  restriction  in  classified  information  cases  is  the  practical  issue  of  the  need 
to  get  the  permission  of  the  originator/owner  of  the  information  prior  to  disclosing  that 
information  to  the  defense.2  As  has  been  stated  before  in  this  Primer,  this  is  most  critical  in 


1  The  Military  Rules  of  Evidence  were  drafted  in  1979-80.  For  those  interested  in  more  information  on  the 
development  and  promulgation  of  the  Military  Rules  of  Evidence,  the  best  source  is  an  article  by  Professor  Fredric  I. 
Lederer,  THE  MILITARY  RULES  OF  EVIDENCE:  ORIGINS  AND  JUDICIAL  IMPLEMENTATION,  130  Mil.  L. 
Rev.  5,  Fall  1990. 

2  See  Chapter  2  for  a  discussion  of  how  Executive  Order  13526  §  4.  HTXO  may  alter  the  need  to  obtain  originating 
agency’s  consent  for  documents  created  after  27  June  2010. 
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cases  involving  Sensitive  Compartmented  Information  from  national-level  members  of  the 
Intelligence  Community,  specifically  the  National  Security  Agency  and  the  Central  Intelligence 
Agency. 

Under  M.R.E.  505(d),  the  convening  authority  is  in  control  of  the  discovery  process  before 
referral.  While  the  investigating  officer  may  at  times  have  to  apply  the  provisions  of  M.R.E  505 
during  the  course  of  the  investigation,  the  investigating  officer  has  limited  ability  to  control 
discovery  since  the  investigating  officer  does  not  have  the  full  authority  vested  in  a  military 
judge  after  referral.  After  referral,  the  military  judge  is  responsible  for  overseeing  the  bulk  of  the 
M.R.E.  505  procedures  that  relate  to  discovery  and  use  of  the  classified  information,  as  well  as 
any  assertion  of  privilege  to  prevent  disclosure  of  information.  When  the  case  is  before  the 
military  judge,  the  defense  can  object  to  the  convening  authority’s  prior  handling  of  discovery.3 

Because  of  the  length  of  time  needed  to  complete  classification  reviews  and  the  requirement  to 
get  Original  Classification  Authority  (OCA)  approval  before  providing  classified  discovery, 
convening  authorities  should  consider  not  charging  or  dismissing  charges  that  would 
unnecessarily  bring  classified  information  into  the  case.  Further,  trial  counsel  should  carefully 
select  case-in-chief  evidence  to  avoid  having  to  introduce  or  provide  discovery  of  any  more 
classified  information  than  is  necessary  to  meet  the  government's  burden.  While  every  trial 
counsel  wants  to  present  overwhelming  evidence  on  every  charge  and  specification,  trial  counsel 
must  resist  that  urge  with  respect  to  classified  evidence. 

B.  Actions  Prior  to  Disclosure  to  Defense.  Whenever  possible,  before  beginning  classified 
discovery,  trial  counsel  should  ensure  that: 

>  The  classification  review  of  the  material  to  be  produced  has  been  completed; 

>  Improperly  marked  documents  have  been  corrected  with  proper  markings;  and 


3  While  M.R.E.  505(d)  does  provide  that  “[a]ny  objection  by  the  accused  to  the  withholding  of  information  or  to  the 
conditions  of  disclosure  shall  be  raised  through  a  motion  for  appropriate  relief  at  a  pretrial  session,”  counsel  should 
be  aware  that  the  some  objections  may  be  made  and  resolved  at  the  Article  32  by  the  convening  authority  and,  if  the 
convening  authority  delegates  the  authority  to  the  investigating  officer,  the  investigating  officer.  Like  M.R.E.  412, 
M.R.E.  505  speaks  of  the  military  judge  as  the  decision-maker.  Despite  that  wording,  R.C.M.  405(i)  provides  that 
rules  of  privilege  in  Section  V  of  the  M.C.M.,  like  M.R.E.  412,  apply  to  the  Article  32.  The  obvious  tension 
between  rules  that  seem  to  provide  for  application  by  the  investigating  officer  despite  the  fact  that  the  investigating 
officer  lacks  any  real  authority  to  invoke  the  sanctions  of  a  military  judge  has  not  been  resolved.  At  a  minimum,  the 
convening  authority’s  letter  appointing  the  investigating  officer  should  provide  the  investigating  officer  with  the 
authority  to  perform  those  tasks  that  clearly  impact  the  conduct  of  the  Article  32,  such  as  issuance  of  a  protective 
order,  ordering  compliance  with  the  notice  provisions  of  M.R.E.  505(h),  and  following  the  procedures  within  M.R.E. 
505(i)  when  the  government  has  made  the  classified  material  available  to  the  hearing.  Where  the  original 
classification  authority  or  the  convening  authority  do  not  make  classified  information  available,  there  is  little  the 
investigating  officer  can  do.  As  with  litigation  over  the  failure  of  an  investigating  officer  to  employ  M.R.E  412 
correctly  at  an  Article  32,  the  likely  route  to  seek  a  remedy  for  failure  to  provide  classified  information  at  the  Article 
32  where  required  would  be  a  motion  under  R.C.M.  906(b)(3)  to  reopen  the  Article  32,  or  order  the  disclosure  to  the 
defense  for  use  at  trial.  Note  that  an  objection  by  the  government  on  grounds  of  privilege,  rather  than  a  simple 
withholding  of  the  documents  by  the  convening  authority  under  M.R.E.  505(dX5),  will  result  in  an  in  camera 
proceeding  under  M.R.E.  505(i). 
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>  Classified  information  no  longer  warranting  protection  in  the  interests  of  national 
security  has  been  declassified. 

In  other  words,  trial  counsel  must  be  sure  that  the  classified  document  is  properly  classified 
before  providing  discovery  of  any  classified  document.  While  the  proper  classification  of  a 
document  may  be  irrelevant  to  the  elements  of  an  offense,  it  is  necessary  for  invoking  the 
protections  of  M.R.E.  505  in  order  to  avoid  needless  pretrial  litigation  over  whether  a  particular 
classified  document  is  subject  to  the  privilege  because  it  is  not  marked  properly. 

While  the  formal  protections  of  M.R.E.  505  privilege  assertion  are  not  yet  available  at  this 
juncture,  i.e.,  pre-referral,  the  convening  authority  can,  through  the  protective  order  (see  Section 
D,  below),  permit  discovery  of  information  with  OCA  approval.  While  the  classification  of  the 
information  may  later  be  modified  as  a  result  of  the  classification  review,  the  convening 
authority,  again  with  OCA  approval,  can  permit  discovery  with  presumptive  classification 
markings  that  will  ensure  protection  of  the  possibly  classified  information. 


UwSf  Practice  Pointer.  It  is  possible  for  multiple  versions  of  die  same  classified  information 
to  be  present  in  a  case!  Additionally,  different  OCAs  may  view  the  classification  of  the  same 
document  (containing  information  tfom  both  OCAs)  differently.  The  trial  counsel  must  resolve 
these  conflicts  with  the  OCAs  prior  to  using  the  information  in  any  proceeding. 

One  suggestion  is  to  limit  discovery,  at  least  at  the  outset,  to  a  viewing  in  a  secure  space,  rather 
than  allowing  physical  custody  by  the  defense  in  a  properly  secure  storage  container.  While  this 
is  not  a  preferred  practice,  in  situations  in  which  pretrial  time  is  short,  this  will  serve  the  dual 
purpose  of  ensuring  security  over  the  classified  information  and  facilitating  substitution  of  the 
properly  marked  information  when  the  classification  review  is  completed.  These  measures  must 
not  be  unduly  restrictive  of  die  defense's  rights  of  access.  Incorporation  of  the  discovery  “rules 
of  engagement"  in  the  convening  authority’s  protective  order  is  highly  encouraged  (see  Section 
D  below). 


C.  Pre-Referral  Discovery.  During  the  early  stages  of  a  classified  information  case,  the 
convening  authority  controls  the  pace  and  amount  of  classified  information  turned  over  in 
discovery.  Effectively,  it  is  the  trial  counsel  who  manages  this  process  and  coordinates  these 
efforts  with  the  OCAs.  Code  30  is  always  available  to  assist  coordination  efforts  with 
intelligence  agencies.  It  is  not  unusual  for  an  extensive  amount  of  classified  information  to  be 
turned  over  to  the  defense  in  order  to  properly  prepare  for  the  Article  32  process.  M.R.E. 
505(d)(4)  gives  the  convening  authority  this  authority.  The  information  can  be  provided  in  other 
formats  and  trial  counsel  should  be  aware  that  these  alternatives  are  available  to  avoid  actual 
disclosure  of  classified  information  in  discovery,  and  later,  at  trial. 

1.  Classified  Information  Alternatives.  The  permissible  alternatives  are: 

(a)  Redaction.  The  first  alternative— redacting  the  classified  information  out  of  the 
document— is  the  preferred  alternative  when  the  classified  information  is  not 
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relevant  to  the  case.  In  other  cases,  the  fact  that  a  document  contains  classified 
information  is  relevant,  but  the  substance  of  the  classified  information  and  the 
propriety  of  the  classification  are  irrelevant.  Examples  of  such  offenses  include 
violations  of  18  USC  §§  7984  and  1924,  and  50  USC  §  783(b),5  all  of  which  can 
be  assimilated  under  Art.  134.  In  addition,  violations  of  general  orders  for 
handling  classified  information  do  not  require  a  showing  that  the  classified 
information  at  issue  was  properly  classified,  but  rather  that  the  information  was 
marked  as  classified  and  was  handled  contrary  to  the  governing  orders.  In  such 
cases,  trial  counsel  might  redact  all  of  the  classified  information  from  the 
document  and  leave  the  classification  markings.  In  cases  in  which  the 
government  must  prove  either  that  the  information  was  properly  classified  or 
related  to  the  national  defense,  trial  counsel  could  select  a  limited  amount  of 
classified  information  to  use  as  evidence  for  such  purposes  and  redact  the  rest  of 
the  classified  information  from  the  document. 

(b)  Substitution.  The  next  alternative  is  to  replace  the  classified  information  with 
a  substitute.  A  portion  of  the  document  may  be  replaced  with  language  that  either 
lowers  the  overall  classification  of  the  document  (e.g.,  from  SCI  to  Secret)  or  may 
make  the  entire  document  unclassified  (for  instance,  if  only  limited  portions  are 
classified).  Many  times,  information  may  be  rewritten  to  be  more  general  or 
eliminate  or  obscure  specific  sources  and  methods,  yet  still  keep  much  of  the 
substance  of  the  information  at  a  lower  or  unclassified  level.  The  second  type  of 
substitution  contemplated  by  the  rule  is  a  summary.  Especially  useful  for  larger 
amounts  of  classified  information  contained  in  documents,  an  unclassified 
summary  of  the  information  may  be  substituted  for  the  classified  information,  or 
for  the  entire  document,  as  appropriate.  These  options  will  require  extensive 
coordination  with  the  owner  of  the  classified  information  to  ensure  that  the 
proposed  substitutes  are,  in  fact,  unclassified.  All  of  the  intelligence  agencies  are 
familiar  with  these  methods  of  substitution  because  they  prepare  them  on  a 
routine  basis  for  cases  that  the  Department  of  Justice  prosecutes  using  CIPA. 
Remember,  the  origins  of  M.R.E.  505  lie  in  CIPA  and  these  alternatives  should  be 
the  trial  counsel’s  first  option  for  introducing  evidence  at  trial  rather  than 
immediately  succumbing  to  the  lure  of  a  closed  session,  with  its  attendant 


4  "Under  section  798,  the  propriety  of  the  classification  is  irrelevant.  The  fact  of  classification  of  a  document  or 
documents  is  enough  to  satisfy  the  classification  element  of  the  offense.”  United  States  v.  Boyce,  594  F.2d  1246, 
1251  (9,h  Cir.  1979),  cert,  denied  444  U.S.  855  (1979). 

5  "There  is  no  suggestion  in  the  language  of  Section  783(b),  by  specific  requirement  or  otherwise,  that  the 
information  must  properly  have  been  classified  as  affecting  the  security  of  the  United  States.  The  essence  of  the 
offense  described  by  Section  783(b)  is  the  communication-by  a  United  States  employee  to  agents  of  a  foreign 
govemment-of  information  of  a  kind  which  has  been  classified  by  designated  officials  as  affecting  the  security  of 
the  United  States,  knowing  or  having  reason  to  know  that  it  has  been  so  classified.  The  important  elements  for 
present  purposes  are  the  security  classification  of  the  material  by  an  official  authorized  to  do  so  and  the  transmission 
of  the  classified  material  by  the  employee  with  the  knowledge  that  the  material  has  been  so  classified.  Indeed,  we 
think  that  the  inclusion  of  the  requirement  for  scienter  on  the  part  of  the  employee  is  a  clear  indication  of  the 
congressional  intent  to  make  the  superior's  classification  binding  on  the  employee,  once  he  knows  of  it. "  Scarbeck 
v.  United  States,  317  F.2d  546,  558-59  (D.C.  Cir.  1963),  cert,  denied  374  U.S.  856  (1963). 
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procedural  complications  (i.e.,  Grunden  hearing)  and  opportunities  to  introduce 
appellate  error.  Substitutions  are  also  an  excellent  method  of  dealing  with 
information  that  will  be  referred  to  routinely  throughout  the  trial.  A  coded 
substitution  is  often  used  to  avoid  the  necessity  of  going  into  closed  session  to 
prevent  inadvertent  disclosure  to  the  public.  An  example  might  be  the  name  of  a 
covert  intelligence  agency  employee.  In  such  a  case,  the  Government  might 
substitute  "CIA  employee  1 "  or  “John  Doe”  in  place  of  the  real  name. 

Pseudonyms  were  used  in  such  a  way  for  certain  witnesses  in  the  SEAL  detainee 
abuse  trial,  United  States  v.  Ledford.  This  practice  was  upheld  against  a  challenge 
that  it  violated  the  accused’s  Sixth  Amendment  right  to  confront  the  witness 
against  him.  See,  United  States  v.  Lonetree,  35  M.J.  396,  405-10  (C.M.A.  1992), 
cert,  denied  507  U.S.  1017  (1993).  In  the  Weinmann  case,  the  name  of  the 
country  that  received  the  classified  information  from  the  accused  was,  and 
remains,  classified.  In  place  of  the  country  name,  “Country  X”  was  used  during 
the  plea  and  sentencing,  thus  avoiding  the  need  for  closed  sessions. 

(c)  Stipulation.  The  third  alternative  to  the  disclosure  of  classified  information  in 
discovery,  or  the  use  of  classified  information  at  trial,  is  a  statement  admitting  the 
relevant  facts  the  classified  information  would  tend  to  prove.  This  usually  takes 
the  form  of  a  stipulation  between  the  parties.  This  is  a  very  effective  method  to 
protect  classified  information  and  have  the  Article  32  investigation  and  court- 
martial  as  open  to  the  public  as  possible.  It  is  a  method  that  is  used  often  in 
federal  trials  under  CIPA  and  one  that  deserves  much  more  consideration  in 
courts-martial  involving  classified  information.  Stipulations  may  be  helpful  to 
both  sides  to  narrow  the  issues  to  be  litigated  at  trial  and  assist  in  shaping  the 
case.  Given  the  requirement  of  R.C.M.  806(b)(2)  that  reasonable  alternatives  to 
closing  the  court-martial  must  be  considered,  the  stipulation  admitting  relevant 
facts  that  the  classified  information  would  tend  to  prove  is  an  important 
alternative  to  consider.  As  an  example,  assume  the  defense  wants  to  introduce 
classified  operational  and  intelligence  information  to  show  the  extent  of  the 
threat/violence  faced  by  a  unit  in  a  particular  area.  Rather  than  introducing  all  of 
the  classified  details,  a  stipulation  of  fact  acknowledging  the  level  of  threat  and 
providing  an  unclassified  description  of  the  conditions  faced  by  the  unit  would 
likely  suffice. 


Practice  Pointer.  The  defense  team  may  find  that  the  stipulation  alternative  is  the  most 
beneficial  alternative  for  the  accused.  By  definition,  a  stipulation  must  be  agreed  to  by  the 
parties  and  the  accused.  This  creates  opportunities  for  creative  drafting  and  is  another 
opportunity  for  advocacy  on  behalf  of  the  client.  See,  e.g..  Turning  The  Tables:  Using  The 
Government’s  Secrecy  And  Security  Arsenal  For  The  Benefit  Of  The  Client  In  Terrorism 
Prosecutions,  Sam  A,  Schmidt  and  Joshua  L.  Dratel,  48  N.Y.L.  Sck  L.  Rev.  69,  84.  If  the 
defense  is  unwilling  to  enter  into  a  stipulation,  the  government  may  alternatively  propose  to 
admit  certain  facts  the  classified  information  would  tend  to  prove  and  seek  court  approval  to 
allow  the  government’s  admission  over  the  defense  objection.  In  other  words,  there  remain 
ways  for  the  government  and  judges  to  ensure  creative  drafting  is  not  used  to  introduce 
irrelevant  classified  information  into  the  trial. 
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These  alternatives  are  designed  to  mil  'mize  the  release  of  classified  information  and  have 
as  open  a  court-martial  as  possible,  bi  i  they  do  not  necessarily  mean  less  work  for  trial 
counsel.  The  redaction  of  classified  i  formation  by  itself  is  straightforward  and  if  the 
defense  stipulates  to  its  admission  in  dacted  form,  there  is  no  need  to  assert  the 
classified  information  privilege.  The  edacted  document  should  still  be  submitted  for  a 
classification  review  to  ensure  that  wl  it  has  not  been  redacted  does  not  in  the  aggregate 
disclose  classified  information.  If  tht  defense  is  not  willing  to  stipulate  that  the  redacted 
material  is  not  relevant  to  the  case,  or  contests  the  redaction  (depending  on  the  purpose  of 
the  redaction),  the  government  must  i  csert  the  classified  information  privilege  over  the 
redacted  information.  Likewise,  whe  >  unclassified  substitutes  are  proposed  in  lieu  of  the 
actual  classified  information,  and  the  Jofense  objects,  classification  reviews  are  required 
because  classified  information  is  being  withheld.  As  for  unclassified  stipulations,  the 
need  for  a  classification  review  will  d  pend  on  the  particular  facts  and  circumstances  of 
each  case.  In  any  case,  however,  the  lipulation  or  substitution  should  be  reviewed  by  the 
originator  of  the  classified  informatio  i  in  order  to  ensure  that  it  does  not  contain  any 
classified  information. 

2.  Protective  Orders.  During  the  pi  o-i  eferral  stage,  if  the  Government  agrees  to 
produce  classified  discovery  to  the  dt  fense,  the  convening  authority  may  disclose  it 
“subject  to  conditions  that  will  guard  i  gainst  the  compromise  of  the  information.” 

M.R.E.  505(d)(4)  (emphasis  added.).  One  type  of  condition  that  could  be  used  is  a 
protective  order,  which  is  specifically  referred  to  in  Rule  for  Courts-Martial  405(g)(6). 
Although  R.C.M  405(g)(6)  does  not  i  quire  the  entry  of  a  protective  order,  the  convening 
authority  should,  at  a  minimum,  entei  a  protective  order  when  classified  information  is 
disclosed  to  the  defense.  The  protective  order  should  contain  all  the  provisions  of  M.R.E. 
505(g)(l  )(B)-(F).  Sample  protective  aders  are  included  in  this  guide  as  appendixes  to 
Chapter  6.  However,  it  should  be  not  d  that  the  only  specific  suggestion  of  a  pre- 
referral  protective  order  comes  in  R.O.M  405(g)(6).  The  language  used  in  M.R.E. 
505(d)(4)  is  “conditions,”  a  much  bn  ader  term  which  means  the  convening  authority  is 
only  limited  by  his  imagination  and  the  Constitution  in  developing  conditions  designed  to 
ensure  the  protection  of  classified  inf  i  ination.  Some  “conditions”  that  would  not  be 
considered  unusual,  but  are  certainly  MOT  required  in  a  classified  information  case  are: 
requiring  the  defense  to  have  a  GSA-  ;pproved  safe  prior  to  storing  classified  material  in 
government  defense  spaces;  using  a  “  wading  room”  as  a  central  point  of  storage  for  all 
classified  information,  thereby  providing  access  to  the  material,  but  not  providing  copies; 
and  requiring  the  accused  to  be  in  the  presence  of  his  counsel  or  a  cleared  member  of  the 
defense  team  when  the  accused  is  rev  V wing  classified  information  in  the  case. 

While  not  specifically  provided  for  ui  der  the  R.C.M.  or  the  M.R.E.,  the  defense  may 
object  to  the  terms  of  the  protective  o  lor  imposed  by  the  convening  authority  if  the 
defense  believes  the  terms  are  unduly  <  estrictive  or  otherwise  interfere  with  the  rights  of 
the  accused.  See  United  States  v.  King,  53  M.J  425  (C.  A.A.F  2000)  (the  court 
commenting  that  the  convening  auth<  ily’s  appointment  of  an  Investigation  Security 
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Officer  to  monitor  conversations  between  defense  counsel  and  the  accused  “does  not 
appear  [to  be  the]  least  restrictive  means  of  providing  appropriate  protection  of  classified 
information  and  appellant's  right  to  counsel  under  the  Sixth  Amendment  and  Article  27, 
Uniform  Code  of  Military  Justice,  10  USC  §  827.”)  See  also  United  States  v.  Schmidt,  60 
M.J.  1  (C.A.A.F.  2004).  In  a  recent  non-espionage  case,  defense  objections  to  the 
protection  order  terms  and  “special  instructions”  issued  by  the  convening  authority  were 
the  subject  of  an  extraordinary  writ  that,  again,  made  it  all  the  way  to  the  Court  of 
Appeals  for  the  Armed  Forces.  See  Doe  v.  Commander,  Naval  Special  Warfare 
Command,  61  M.J.  14  (C.A.A.F.  2005).  In  this  case,  the  convening  authority’s  initial 
Article  32  convening  order  had  not  permitted  the  introduction  of  classified  information. 
After  an  extraordinary  writ  was  filed  with  the  Navy-Marine  Corps  Court  of  Criminal 
Appeals,  a  revised  order  was  issued  directing  the  investigating  officer  to  inform  the 
convening  authority  if  it  appeared  that  there  was  classified  information  requested  by  the 
defense  that  the  investigating  officer  thought  was  relevant  to  the  case.  Although  the 
second  order  effectively  mooted  the  extraordinary  writ,  CAAF  specifically  stated  that  the 
accused  could  file  a  further  petition  for  extraordinary  relief  upon  a  showing  that  the 
convening  authority  “did  and  continues  to  refuse  to  permit  the  investigating  officer  to 
consider  classified  information  in  the  hearing  that  the  investigating  officer  deems  relevant 
to  the  investigation."  Id. 

3.  Article  32  Proceedings.  Article  32  proceedings,  like  courts-martial,  are  open  to  the 
public.  This  means  that  Article  32  investigations  may  only  be  closed  in  accordance  with 
the  procedures  discussed  in  the  next  chapter.  Under  M.R.E.  505,  the  assertion  of  the 
classified  information  privilege  may  not  occur  at  the  Article  32  stage  of  the  court-martial 
proceeding.  Instead,  under  M.R.E.  505(d)(5),  the  convening  authority  may  chose  to 
withhold  disclosure  of  the  information,  if  disclosure  would  cause  identifiable  damage  to 
the  national  security.  Where  the  information  is  withheld,  the  investigating  officer  does 
not  hold  a  hearing  under  M.R.E.  505(i)  to  determine  the  classified  information’s 
relevance  and  necessity  to  an  element  of  an  offense.  Those  provisions  all  apply  post¬ 
referral,  in  front  of  the  military  judge.  If  the  convening  authority  provided  classified 
information  to  the  defense  in  discovery,  it  is  entirely  possible  that  classified  information 
will  be  introduced  during  the  Article  32  proceeding,  by  one  of  the  parties  or  through 
witness  testimony,  without  substantive  discussion  of  their  contents.  This  is  most 
commonly  referred  to  as  the  “silent  witness  rule.”  Alternatively,  the  parties  may  decide 
to  introduce  the  evidence  in  a  closed  session.  When  that  happens,  the  investigating 
officer  will  need  to  conduct  a  closure  hearing  under  R.C.M.  806(b)(2),  as  discussed  in 
Chapter  10. 

Convening  authorities  should  seriously  consider  avoiding  convening  orders  that  bar  the 
introduction  of  classified  information  at  Article  32  proceedings  or  that  order  the  entire 
proceeding  to  be  held  either  in  a  closed  or  open  forum.  Barring  the  introduction  of 
classified  information  and  ordering  an  entirely  open  proceeding  may  deprive  the  accused 
of  the  opportunity  to  effectively  represent  himself  and  unconstitutionally  restrict  his 
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presentation  of  evidence  in  his  defense.6  By  ordering  an  entire  Article  32  proceeding  to 
be  held  in  closed  session,  a  convening  authority  is  almost  certainly  going  to  violate  the 
accused’s  Sixth  Amendment  and  public’s  First  Amendment  rights  to  an  open  trial.  ABC, 
Inc.  v.  Powell ,  47  M.J.  363,  365  (C.A.A.F.  1997),  United  States  v.  Grunden,  2  M.J.  1 16 
(C.M.A.  1977).  Because  there  may  be  cases  in  which  the  government  does  not  foresee  a 
defense  request  for  discovery  of  classified  information,  the  investigating  officer  may  have 
to  notify  the  convening  authority  "as  soon  as  practicable"  upon  receipt  of  such  a  request. 
R.C.M.  405(g)(1)(B). 

(a).  Reasonably  Available?  Upon  receiving  a  defense  request  for  discovery  of 
classified  information  or  permission  to  use  classified  information  in  the 
proceeding,  the  investigating  officer  (beyond  notifying  the  convening  authority) 
must  make  an  initial  determination  whether  the  information  requested  is 
"reasonably  available."  R.C.M.  405(g)(2)(C).  "Evidence  is  reasonably  available 
if  its  significance  outweighs  the  difficulty,  expense,  delay,  and  effect  on  military 
operations  of  obtaining  the  evidence."  R.C.M.  405(g)(1)(B).  The  determination 
of  whether  classified  evidence  is  reasonably  available  would  rest  on  the  normal 
factors  for  determining  whether  information  must  be  produced;  this  is,  whether 
the  requested  information  is  relevant  to  the  investigation,  not  cumulative,  and  was 
requested  in  a  timely  manner.  Id. 

If  the  investigating  officer  finds  classified  information  requested  by  the  defense  to 
be  reasonably  available,  the  investigating  officer  must  request  the  "custodian  of 
the  evidence"  to  produce  it.  If  the  custodian  of  the  evidence  determines  the 
classified  evidence  is  not  reasonably  available,  the  investigating  officer  and  the 
accused  are  bound  by  that  determination.  R.C.M.  405(g)(2)(C).  With  respect  to 
classified  information,  the  “custodian  of  evidence”  may  include  both  the  OCA 
and  the  convening  authority.  The  originator  is  a  custodian  of  the  evidence 
because  it  may  be  the  only  agency  with  physical  custody  of  the  evidence  and  it 
may  bar  another  holder  of  the  evidence  from  releasing  it  without  the  originator’s 
approval.  The  convening  authority  may  also  be  a  custodian  of  the  evidence  if  it 
has  physical  custody  of  the  evidence.  However,  unless  the  convening  authority  is 
also  the  OCA  for  the  classified  information,  the  convening  authority  lacks  the 
authority  to  release  the  classified  information  without  the  consent  of  the 
originator.7 

If  the  defense  objects  to  a  determination  that  classified  evidence  is  not  reasonably 
available,  the  investigating  officer  must  include  a  statement  of  the  reasons  for  that 
determination  in  the  record  of  investigation.  R.C.M.  405(g)(2)(D).  The 


6  See  the  discussion  of  Doe  v.  Commander,  Naval  Special  Warfare  Command,  61  M.J.  14  (C.A.A.F.  2005) 
under  subsection  2  on  protective  orders  for  an  example  of  a  case  in  which  a  convening  authority  attempted 
to  restrict  the  introduction  of  classified  information  at  an  Article  32  proceeding. 

7  See  Chapter  2  for  a  discussion  of  how  Executive  Order  13526  §  4.1(001  may  alter  the  need  to  obtain  originating 
agency’s  consent  for  documents  created  after  27  June  2010. 


9-8 

FOR  OFFICIAL  USE  ONLY 


FOR  OFFICIAL  USE  ONLY 


government,  therefore,  should  be  prepared  to  assist  the  investigating  officer  in 
making  a  full  and  articulate  record  of  the  reasons  relied  upon  by  the  OCA  and  the 
convening  authority  —  if  both  have  determined  the  classified  evidence  is  not 
reasonably  available.  A  good  record  on  this  determination  will  be  important 
since,  if  the  case  is  referred  to  a  general  court-martial,  the  accused  is  permitted 
under  R.C.M.s  905(b)(1)  and  906(b)(3)  to  move  the  military  judge  to  review  the 
determination  during  a  pretrial  session.  Unless  the  defense  request  was  wholly 
frivolous,  the  defense  should  file  such  a  motion  as  soon  after  referral  of  charges  as 
possible. 

(b)  Defense  Duty  of  Notification.  Although  M.R.E.  505  reads  as  if  the  notice 
provisions  only  apply  post-referral,  recall  that  R.C.M.  405(i)  makes  Part  V  of  the 
M.R.E.’s  apply  at  the  Article  32.  Therefore,  the  M.R.E.  505(h)  requirement  that 
the  defense  notify  the  government  if  the  defense  intends  to  disclose  or  to  cause  the 
disclosure  of  classified  information  applies  at  the  Article  32.  Regardless,  the 
convening  authority,  for  any  matter  in  which  classified  information  may  be  in 
issue,  should  place  a  notice  requirement  on  the  defense  in  the  Article  32 
convening  order.  The  intent  of  the  M.R.E.  505(h)  notice  requirement  is  to  allow 
the  government  time  to  complete  any  necessary  classification  reviews  and  to 
decide  whether  or  not  to  invoke  the  privilege.  It  is  also  intended  to  allow  the 
hearing  to  accommodate  classified  information  without  compromise.  Although 
privilege  may  be  a  non-issue  at  the  Article  32  stage,  the  need  to  get  classification 
reviews  and  be  prepared  to  address  potential  closure  issues  is  very  important.  The 
convening  authority  should  require  the  defense  to  provide  this  notice  well  in 
advance  of  the  date  of  the  Article  32  proceeding,  even  if  this  means  delaying  the 
Article  32  longer  than  would  occur  in  a  non-classified  information  case.  In  short, 
the  convening  order  should  order  the  defense  to  comply  with  the  notice 
requirements  of  M.R.E.  505(h),  discussed  more  fully  below. 

D.  Post-Referral  Discovery.  M.R.E.  505(e)  places  the  post-referral  processes  squarely  in  the 
lap  of  the  military  judge,  who  is  to  set  the  timing  of  requests  for  discovery,  the  defense  notice 
obligation  under  subsection  (h),  and  the  in  camera  review  hearings  of  subsection  (i).  The 
convening  authority’s  role  is  now  confined  to  responding,  on  behalf  of  the  government 
(including  the  intelligence  community),  to  the  rulings  of  the  military  judge.  See  M.R.E.  505(f). 

1.  Protective  Orders.  When  the  government  has  previously  disclosed  classified 
information  to  the  defense,  or  has  agreed  to  do  so  post-referral,  the  onus  is  on  the 
government,  under  M.R.E.  505(g),  to  request  an  appropriate  protective  order  from  the 
military  judge.  Trial  counsel  should  ALWAYS  request  such  a  protective  order  in 
classified  information  cases.  The  order  previously  issued  by  the  convening  authority  is 
arguably  no  longer  effective  now  that  the  military  judge  is  in  control  of  the  litigation.  Of 
course,  the  defense  counsel  and  accused’s  duty  to  safeguard  classified  information  as 
embodied  in  the  non-disclosure  agreement  they  already  signed  does  not  go  away.  Still, 
the  protective  order  issued  by  the  military  judge  ensures  that  all  the  parties  are  aware  of 
the  military  judge’s  requirements  and  expectations  with  respect  to  classified  information. 
At  a  minimum,  the  protective  order  proposed  by  the  government  for  the  military  judge 
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should  include  all  of  the  provisions  discussed  in  subsections  M.R.E.  505  (g)(1)(A) 
through  (G). 

2.  Alternatives  to  Full  Disclosure.  After  referral,  under  M.R.E.  505(g)(2)  the  military 
judge,  like  the  convening  authority  before  him,  is  authorized  to  approve  the  same 
alternatives  to  full  disclosure  or  use:  redaction,  substitution,  and  admissions  of  relevant 
facts.  The  same  considerations  as  discussed  above  with  regard  to  those  alternatives  also 
apply  post-referral.  Under  this  section,  however,  the  military  judge  is  required  to 
consider  whether  “disclosure  of  the  classified  information  itself  is  necessary  to  enable  the 
accused  to  prepare  for  trial.”  Note  that  a  finding  that  certain  classified  information  itself 
is  “necessary”  to  prepare  for  trial  does  not  guarantee  that  the  information  will  be  allowed 
to  be  used  at  trial,  or  used  in  its  classified  form.  Any  motion  by  the  government  for  using 
these  alternatives  are  to  be  considered  by  the  judge  in  camera,  which  utilizes  the 
procedures  contained  in  M.R.E.  505(i),  the  operation  of  which  is  discussed  more  fully 
below. 

3.  Brady  Material.  Notwithstanding  the  number  of  methods  and  opportunities  the 
government  has  to  avoid  full  disclosure  of  classified  information,  defense  counsel  are 
likely  to  assume  that  potentially  exculpatory  information  regarding  the  accused  must  be 
disclosed  under  the  principles  of  Brady  v.  Maryland,  373  U.S.  83  (1963)  and  R.C.M. 
701(a)(6).  However,  this  assumption  may  be  erroneous  when  the  information  at  issue  is 
classified.  The  typical  practice  in  courts-martial  is  for  the  government  counsel  to 
disclose,  per  R.C.M.  701(a)(6),  “the  existence  of  evidence  known  to  the  trial  counsel 
which  reasonably  tends  to:  (A)  negate  the  guilt  of  the  accused  of  an  offense  charged;  (B) 
reduce  the  degree  of  guilt  of  the  accused  of  an  offense  charged;  or  (C)  reduce  the 
punishment.”  This  is  the  codification  of  the  constitutionally  required  test  set  forth  by  the 
Supreme  Court  in  Brady  v.  Maryland  and  Giglio  v.  U.S.,  405  U.S.  150  (1972). 

The  major  factor  complicating  the  discovery  of  classified  information  is  that  regardless  of 
the  defense's  need-to-know,  the  Government  may  not  be  able  to  disclose  classified 
information  to  the  defense  without  the  consent  of  the  agency  originating  that  information. 
For  events  covered  by  E.O.  12958,  "An  agency  shall  not  disclose  information  originally 
classified  by  another  agency  without  its  authorization."  E.O.  12958,  §  4.1(c).  However, 
E.O.  13526  states  this  may  be  possible  if  the  OCA  hasn’t  previously  indicated  that  prior 
approval  to  disseminate  the  information  is  required.8  If  the  OCA  refuses  to  release 
exculpatory  material,  then  the  exculpatory  material  cannot  be  provided  to  the  defense.  Of 
course,  from  the  defense  standpoint,  this  is  not  all  bad  as  the  failure  to  provide 
exculpatory  material  would  require  the  military  judge  to  impose  one  of  the  sanctions 
listed  in  M.R.E.  505(i)(4)(E)  because  exculpatory  information  certainly  meets  the 
heightened  discovery  standard  for  classified  infoimation  of  “relevant  and  necessary  to  an 
element  of  the  offense  or  a  legally  cognizable  defense.”  M.R.E.  505(i)(4)(B)  and  505(f). 

The  biggest  hurdle  in  classified  information  is  simply  determining  whether  any  potential 
Brady  information  even  exists,  especially  when  intelligence  agencies  are  involved  in  the 


8  See  Chapter  2  for  a  discussion  of  how  Executive  Order  13526  §  4.161(11  may  alter  the  need  to  obtain  originating 
agency’s  consent  for  documents  created  after  27  June  2010. 
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case.  Because  most  military  lawyers  are  not  familiar  with  the  operation  of  intelligence 
community  agencies,  neither  trial  nor  defense  counsel  may  even  know  what  to  ask  for. 
One  possible  solution  is  for  counsel  to  look  to  the  Department  of  Justice  procedures  for 
classified  information  in  federal  criminal  cases  for  some  good  rules  of  thumb.  In  any 
event.  Code  30  is  well-suited  to  assist  in  this  area. 

Section  2052  of  the  U.S.  Attorney’s  Manual,  Title  9  Criminal  Resource  Manual 
(“Manual”),9  sets  forth  DoJ  procedures  for  “Contacts  with  the  Intelligence  Community 
Regarding  Criminal  Investigations  or  Prosecutions.”  The  guidance  discusses  the  concept 
of  a  “prudential  search”  of  Intelligence  Community  (IC)  files,  gene,  ally  before  charges 
are  brought,  if  the  government  has  “objective  articulable  facts  justifying  the  conclusion” 
that  IC  files  “probably  contain  classified  information  that  may  have  an  impact”  on 
charging  and  other  decisions.  Of  course,  one  means  by  which  a  prosecutor  can  come  to 
this  conclusion  is  by  a  detailed  proffer  in  a  discovery  request  by  the  defense  for 
information  known  or  believed  by  the  accused  to  be  in  the  IC  files.  This  certainly  makes 
the  government’s  obligation  to  conduct  a  prudential  search  that  much  more  compelling. 

Along  those  lines,  Section  2052  of  the  Manual  also  details  when  a  prosecutor  is 
compelled  to  search  for  discovery  material  within  IC  files.  Because  we  recommend  to 
counsel  that  they  read  the  Manual  we  will  not  repeat  the  Manual’s  t  ontent  in  toto  here. 
However,  the  relevant  sections  may  be  summarized  as  follows: 

[The]  prosecutor's  affirmative  obligation  to  search  the  IC  files  for  Brady  material 
is  not  triggered  merely  by  the  defendant's  (or  the  prosecutor's)  speculation  that 
such  files  contain  discoverable  information.  Nor  is  the  govi  rnment  required  to 
search  the  files  of  every  intelligence  agency  that  conceivably  may  have 
exculpatory  information. .  .On  the  other  hand,  where  there  is  an  explicit  request  for 
discovery  that  has  been  approved  by  the  court,  the  scope  of  ihe  search  may  have 
to  be  broadened.  It  may  not  reasonably  be  confined  to  merely  the  prosecution 
team  if  there  are  known  facts  that  support  the  possible  existence  elsewhere  of  the 
requested  information. . .  If  the  prosecutor  has  actual  or  implied  knowledge  that 
the  IC  files  contain  . . .  Jencks  [or]  Brady  materials,  the  prosecutor  must  search  the 
IC  files. 

Manual,  Sections  2052(2)(a),  2052(2)(b). 

The  bottom  line  is  that  there  are  no  fishing  expeditions  for  classified  material.  The 
intelligence  community  and  its  litigation  attorneys  will  not  tolerate  -mch  forays. 

However,  they  will  respond  to  court  orders  based  on  non-speculath  e  defense  requests. 
Defense  counsel  will  best  serve  their  client  by  making  such  requests  as  specific  as 
possible.  By  doing  so  it  is  much  easier  to  locate  the  information  an  mng  the  vast  amounts 
of  data  held  by  the  intelligence  community  and  it  is  harder  for  the  government  to  deny  the 
request. 


9  Available  at  http://www.usdoi.gov/usao/eousa/foia  reading  room/usan  ,litle9/crm02052.htm. 
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4.  Disclosure  of  Brady  Information.  Determining  the  existence  of  potential  Brady 
material  does  not  completely  answer  the  question  of  whether  it  has  to  be  disclosed  to  the 
defense.  There  is  a  limited  amount  of  military  case  law  on  this  topic.  However,  United 
States  v.  Lonetree,  3 1  M.J.  849  (N-M.C.C.A.  1990),  which  applied  a  CIPA  analysis  to  the 
discovery  of  potentially  exculpatory  information  at  a  court-martial,  is  particularly  helpful. 
The  standard  the  court  used  is  set  forth  in  U.S.  v.  Roviaro,  353  U.S.  53  (1957).  At  its 
essence,  the  standard  is  a  3-part  test  on  relevance;  the  existence  of  a  colorable  privilege; 
and  whether  the  information  is  "helpful  to  the  defense”  or  “is  essential  to  a  fan- 
determination  of  a  cause.”  See  e.g.,  United  States  v.  Yunis,  867  F.2d  617  (DC  Cir.  1989); 
United  States  v.  Moussaoui,  382  F.3d.  453  (4th  Cir.  2004).  In  essence,  if  an  alternative 
(summary,  substitution,  stipulation)  to  disclosure  would  provide  the  accused  with 
substantially  the  same  information  as  the  actual  classified  information  itself,  which 
should  satisfy  the  government’s  Brady  obligation,  then  the  actual  classified  information 
need  not  be  produced. 

5.  Jencks  Act/R.C.M.  914  Prior  Statements.  R.C.M.  914  codifies  for  military  courts- 
martial  the  provisions  of  the  Jencks  Act  (18  U.S.C.  §3500),  which  relates  to  prior 
statements  of  a  witness  available  in  discovery  to  the  opposing  side  following  that 
witness’s  testimony.  The  usual  R.C.M.  914  rules  do  not  apply,  however,  when  the 
witness’s  prior  statement  contains  classified  information.  When  the  classified 
information  privilege  is  invoked  against  disclosure  of  such  statements  because  of  their 
classified  nature,  the  military  judge  must  conduct  an  in  camera  review  of  the  material  to 
determine  whether  the  classified  statement  is  consistent  or  inconsistent  with  the  witness’s 
testimony.  If  the  statement  is  consistent,  then  the  judge  will  excise  the  consistent 
classified  portion  from  the  prior  statement  and  deliver  the  redacted  statement  to  the 
defense.  If  the  statement  is  inconsistent,  then  the  military  judge  must  give  the 
government  an  opportunity  to  invoke  505(i)  proceeding.  Essentially,  there  is  no  harm  in 
not  disclosing  prior  consistent  statements  to  the  defense.  However,  the  onus  of  making 
that  determination  is  placed  on  the  military  judge.  If  the  military  judge  finds  that  the 
statement  is  inconsistent,  but  the  government  still  refuses  to  permit  disclosure  to  the 
defense,  this,  again,  presents  an  opportunity  for  the  defense  to  get  the  military  judge  to 
invoke  one  or  more  of  the  sanctions  of  M.R.E.  505(i)(4)(E)  against  the  government. 

If  there  are  prior  statements  of  witnesses  that  are  classified,  those  statements  will  need  to 
undergo  a  classification  review  just  like  any  other  potential  classified  evidence  to  be  used 
at  trial.  Trial  counsel  and  staff  judge  advocates  need  to  plan  accordingly,  well  in  advance 
of  trial,  so  that  delays  will  not  derail  the  court-martial  process.  The  defense  is  also 
obligated  to  notify  the  government  under  M.R.E.  505(h)  if  they  are  aware  of  any  prior 
statements  by  defense  witnesses  that  may  be  classified.  This  will  permit  the  government 
the  time  to  have  a  classification  review  completed  and  determine  whether  or  not  it  will 
invoke  the  classified  information  privilege  over  the  material. 

6.  Defense  Duty  of  Notification.  M.R.E.  505(h)(1)  imposes  a  mandatory  requirement 
on  the  defense  to  notify  the  government  of  any  classified  information  that  it  “reasonably 
expects  to  disclose  or  to  cause  the  disclosure  of’  in  any  phase  of  the  court-martial 
proceeding.  It  should  be  noted  upfront  that  there  is  no  reciprocal  notice  requirement 
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within  M.R.E.  505(h)  imposed  on  the  government.  This  is  very  different  from  most  other 
R.C.M.  notice  provisions,  which  generally  impose  reciprocal  notification  requirements  on 
the  government.  Despite  the  lack  of  reciprocal  notice,  where  the  government  does  intend 
or  expect  to  disclose  information  at  trial,  the  defense  will  get  notice  either  at  the 
evidentiary  stage  under  M.R.E.  505(i),  or  at  the  closure  stage  under  R.C.M.  806(b)(2),  as 
the  government  will  have  to  move  the  court  for  authority  to  conduct  a  closed  session  for 
purposes  of  taking  classified  evidence.  Since  notice  will  occur  anyway,  defense  counsel 
should  consider  a  motion  requesting  reciprocal  notice  from  the  government  at  the  same 
time  defense  notice  is  due.  After  all,  if  there  is  any  case  where  the  military  judge  and  the 
parties  want  to  avoid  trial  by  surprise,  it  is  a  case  involving  classified  information.  The 
court  must  know  this  evidence  is  coming  in  order  to  adequately  prepare  for  the  hearing. 

The  M.R.E.  505(h)  defense  notice  must  be  served  on  trial  counsel  and  the  military  judge 
within  the  time  frame  specified  by  the  military  judge  or,  if  no  time  has  been  specified, 
prior  to  arraignment.  M.R.E.  505(h)(1).  This  notification  obligation  is  a  continuing  duty 
and  the  defense  must  notify  the  trial  counsel  and  military  judge  “as  soon  as  possible” 
after  learning  of  the  reasonable  expectation  to  disclose  information  for  which  notice  was 
not  previously  given.  M.R.E.  505(h)(2).  The  notice  must  include  a  brief  description  of 
the  classified  information  but  must  be  “more  than  a  mere  general  statement  of  the  areas 
about  which  the  evidence  may  be  introduced.”  M.R.E.  505(h)(3).  Rather  the  notice 
“must  state,  with  particularity,  which  items  of  classified  information  he  reasonably 
expects  will  be  revealed  by  his  defense.”  Id.  This  provision  is  in  keeping  with  the  idea 
that  fishing  expeditions  for  classified  information  are  not  allowed.  The  defense  must  list 
the  particular  items  of  classified  information  that  will  be  used  at  trial.  See  United  States 
v.  Fuhrman,  NMCCA  200200494 , 2006  CCA  LEXIS  106  (N-M.C.C.A.  May  10, 
2006)(finding  M.R.E.  505(h)  notice  requirements  constitutional),  affirmed,  64  M.J.  437, 
2007  CAAF  LEXIS  873  (C.A.A.F.  2007) 

Although  “particularity”  refers  to  identification  of  the  classified  information  to  the  extent 
possible,  and  not  the  intended  use  of  that  information,  it  may  not  be  entirely  possible  for 
the  defense  to  avoid  sharing  the  purpose  for  which  it  intends  to  use  the  information. 
Under  the  procedures  of  M.R.E.  505(i),  discussed  in  the  next  section,  if  the  government 
objects  to  information  contained  in  the  defense  notice  on  classified  privilege  grounds  or 
proposes  an  alternative  to  the  requested  defense  information,  the  defense  will  need  to 
argue  why  the  information  itself  is  relevant  and  necessary  to  the  defense’s  case. 

Likewise,  there  may  be  situations  in  which  the  government  argues  that  the  classified 
information  sought  by  the  defense  is  not  relevant  under  the  standard  of  R.C.M.  401 
(discussed  in  section  E  below).  In  such  an  instance,  the  defense  will  also  need  to  reveal 
to  the  government  and  the  military  judge  the  intended  use  that  makes  the  information 
relevant  to  the  case. 


IspP  Practice  Pointer.  Defense  counsel  should  note  that  the  notice  requirement  encompasses 
not  only  information  that  the  defense  intends  to  disclose  itself,  but  also  that  which  it  reasonable 
expect  to  cause  to  be  disclosed,  for  instance  on  cross-examination  of  witnesses  during  the 
government’s  case-in-chief!  Defense  counsel  must  carefully  plan  out  all  aspects  of  their  case 
well  in  advance  to  ensure  that  they  are  not  foreclosed  from  pursuing  a  classified  line  of 
questioning.  See  M.R.E.  505(j)(4)  (permitflrig  government  objection  to  any  line  of  inquiry  not 
previously  found  to  be  relevaiff^BdPf gfetefcyf ^BtBbSddfense) . _ _ 
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7.  The  In  Camera  Proceeding.  The  evidentiary  hearing  to  which  all  M.R.E.  505  roads 
lead10  is  the  in  camera  proceeding  under  M.R.E.  505(i).  The  primary  purpose  of  the  in 
camera  proceeding  is  to  litigate  the  government’s  assertion  of  privilege  over  classified 
information.  As  it  is  rare  that  information  is  withheld  from  disclosure  to  the  accused, 
the  secondary  purpose  of  the  in  camera  proceeding  is  evidentiary,  i.e.,  the  consideration 
and  approval  of  classified  information  alternatives  and  substitutes.  The  in  camera 
proceeding  is  separate  from  the  hearing  used  to  close  the  courtroom.  A  hearing  to  close 
the  courtroom  has  traditionally  been  called  a  Gninden  hearing,  but  is  actually  best 
thought  of  as  a  hearing  under  R.C.M.  806(b)(2)  and  is  discussed  in  the  next  chapter. 

M.R.E.  505(i)(2)  places  the  burden  of  moving  for  an  in  camera  proceeding  on  the 
government,  after  all,  it  is  the  government’s  privilege.  The  government  needs  to  provide 
the  classified  information  at  issue  and  an  affidavit  to  the  military  judge,  who  examines 
the  material  ex  parte.  The  affidavit  must  demonstrate  that  the  disclosure  of  the 
information  could  cause  damage  to  the  national  security  in  the  degree  required  to  warrant 
classification  under  the  applicable  Executive  Orders  and  regulations.  The  classification 
review  completed  by  the  subject  matter  expert  and  endorsed  by  the  Original 
Classification  Authority  fulfills  this  requirement.  The  military  judge  does  not  review  the 
propriety  of  the  classification,  but  does  ensure  that  the  information  has  been  classified  in 
accordance  with  the  Executive  Order.  As  discussed  in  Chapter  7,  every  properly 
prepared  classification  review  will  describe  the  reasonably  expected  damage  to  national 
security  in  the  term  concomitant  with  the  requisite  level  of  classification:  damage  for 
Confidential;  serious  damage  for  Secret;  and  extremely  grave  damage  for  Top  Secret. 
Once  the  military  judge  reviews  the  properly  prepared  classification  review  affidavit,  he 
or  she  will  conduct  an  in  camera  proceeding. 

Although  there  are  repeated  references  to  this  as  an  in  camera  proceeding,  all  such 
proceeding  are  not  also  ex  parte  because  the  defense  has  a  role  to  play  in  some  of  them. 
The  government  is  required  to  give  the  accused  notice  of  the  information  that  is  the 
subject  of  the  in  camera  proceeding.  This  is  to  allow  the  defense  the  opportunity  to 
prepare  an  argument  to  be  presented  to  the  military  judge  regarding  the  material  that  is 


10  The  other  sections  that  refer  to  the  in  camera  proceeding  are:  (e),  (g)(2),  (g)(3)(B),  and  (h)(4). 

' 1  One  of  the  rare  instances  was  the  case  of  United  States  v.  Lonetree,  3 1  M.J.  849  (N-M.C.M.R.  1 990),  afF d  in 
relevant  part  and  set  aside  in  part  35  M.J.  396  (C.M.A.  1992).  In  Lonetree,  the  government  withheld  the  name  and 
background  information  of  a  government  agent  who  was  called  to  testify  about  facts  that  would  corroborate 
Lonetree’s  confession.  The  agent  was  to  testify  that  a  known  Soviet  agent  appeared  at  a  time  and  place  indicated  by 
Lonetree  as  the  location  he  was  to  meet  this  known  Soviet  agent.  The  trial  judge  agreed  with  the  government’s 
motion  and  allowed  the  agent  to  testify  under  the  pseudonym  John  Doe,  without  his  real  name  and  background  being 
known  to  the  accused  and  his  counsel.  The  Navy-Marine  Corps  Court  of  Military  Review  and  the  Court  of  Appeals 
for  the  Armed  Forces  both  determined  that  withholding  the  information  did  not  violate  the  accused’s  Sixth 
Amendment  confrontation  right  because  the  accused  had  all  that  was  needed  to  place  the  witness  “in  his  proper 
setting”  and  to  provide  the  context  for  the  testimony.  Lonetree,  35  M.J.  at  42-43. 
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the  subject  of  the  proceeding.  If  the  classified  information  has  never  been  made  available 
to  the  accused  in  conjunction  with  pretrial  proceedings,  then  the  government  may  provide 
a  generic  description  of  the  material  to  the  defense  team.  This  generic  description  must 
be  approved  by  the  military  judge.  If  the  classified  information  has  previously  been 
available  to  the  accused  during  the  course  of  the  proceedings,  usually  in  discovery,  then 
the  government’s  notice  must  specifically  identify  the  information  that  will  be  at  issue  in 
the  proceeding.  Thus,  the  more  the  accused  knows  about  the  information,  the  more 
information  must  be  contained  in  the  government’s  notice. 

Before  the  military  judge  makes  his  ruling,  both  the  government  and  the  defense  are 
given  the  opportunity  to  brief  and  argue  their  respective  positions  to  the  military  judge, 
ostensibly  as  part  of  the  in  camera  proceeding.  If  the  military  judge  finds,  in  writing, 12 
that  the  classified  information  is  “relevant  and  necessary  to  an  element  of  the  offense  or  a 
legally  cognizable  defense  and  is  otherwise  admissible  in  evidence,”  M.R.E. 
505(i)(4)(B)(emphasis  added),  the  military  judge  can  then  order  the  government  to 
disclose  the  information  to  the  accused  for  use  at  trial.  The  government  then  has  the 
option  to  either  produce  the  material,  stipulate  to  admissible  facts,  or  propose  an 
alternative  that  the  military  judge  finds  an  acceptable  substitute.  If  the  military  judge 
finds  there  is  no  acceptable  substitute  or  replacement  for  the  material  itself  and  the 
government  still  refuses  to  disclose  the  information  (as  is  its  prerogative),  then  the 
military  judge  “shall  issue  any  order  that  the  interests  of  justice  require”  pursuant  to 
M.R.E.  505(i)(4)(E).  M.R.E.  505(i)(4)(E)  provides  a  non-exhaustive  list  of  possible 
sanctions. 

M.R.E.  505(i)(4)(D)  makes  it  clear  that  a  full  discussion  of  evidentiary  alternatives  to  full 
disclosure  is  a  primary  purpose  of  the  in  camera  proceeding.  The  rule  clearly  . 
contemplates  situations  in  which  the  government  does  not  contest  the  relevance, 
necessity,  and  admissibility  of  the  classified  information.  In  such  circumstances,  the 
focus  of  the  inquiry  is  not  whether  the  information  should  be  disclosed  or  not,  but 
whether  or  not  there  is  an  acceptable  alternative.  “Acceptable,”  of  course,  is  up  to  the 
military  judge,  whose  decisions  will  be  subject  to  appellate  review  as  the  record  of  the  in 
camera  proceeding,  including  the  complete  version  of  the  classified  information,  is 
sealed  and  attached  as  an  appellate  exhibit  to  the  record  of  trial. 

8.  Consequences  for  Invoking  the  Classified  Information  Privilege:  Sanctions 
Under  M.R.E.  505(i)(4)(E)  and  M.R.E.  505(0-  Although  they  are  phrased  in  a  similar 
fashion,  the  sanctions  of  these  two  sections  arise  under  very  different  circumstances.  The 
military  judge  has  the  ultimate  sanctioning  authority  in  both  set  of  circumstances, 
however,  M.R.E.  505(0  governs  when  the  convening  authority  cannot  obtain  the 
classified  information  at  issue,  whereas  M.R.E.  505(i)(4)(E)  governs  when  the  convening 
authority  has  obtained  the  classified  information,  the  government  has  unsuccessfully 
sought  the  court’s  approval  to  produce  an  alternative  to  full  disclosure,  and  still  declines 
to  produce  the  classified  information  itself.  The  military  judge’s  options  are  greater 
under  M.R.E.  505(i)(4)(E)  than  under  M.R.E.  505(f).  Pursuant  to  M.R.E.  505(i)(4)(E), 


12  M.R.E.  505(iX4XQ  states  that  the  information  may  not  be  disclosed  “[ujnless  the  military  judge  makes  a  written 
determination  that  the  information  meets  the  standard  set  forth  (above).”  (emphasis  added) 
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the  military  judge  may  do  nothing,  strike  testimony,  or  even  dismiss  the  charges  or 
specifications  to  which  the  classified  information  relates. 

Under  M.R.E.  505(f),  since  the  convening  authority  has  been  unable  to  obtain  the 
classified  information  that  is  apparently  relevant  and  necessary,  even  if  the  appearance  is 
only  due  to  the  defense’s  notice  under  M.R.E.  505(h),  the  military  judge  is  simply  not 
able  to  make  the  same  ruling  that  he  can  under  M.R.E.  505(i)(4)(E)  since  he  has  not  had  a 
chance  to  actually  evaluate  the  merits  of  the  information.  The  military  judge  is  simply 
relying  on  the  defense’s  proffer  and  whatever  is  offered  by  the  government.  But  note  that 
the  military  judge  is  not  empowered  to  order  discovery  of  the  information,  rather  his 
ultimate  sanction  is  to  dismiss  the  charges  and  specifications,  or  both,  to  which  the 
classified  information  relates. 

The  convening  authority  is  thus  put  in  the  challenging  position  of  making  major  decisions 
in  the  case  with  respect  to  classified  information  that  is  likely  not  under  his  control.  The 
convening  authority  can  “institute  action  to  obtain  the  classified  information  for  the  use 
by  the  military  judge  in  making  a  determination  under  subdivision  (i).”  M.R.E.  505(f)(1). 
This  will  likely  include  negotiating  with  the  agency  that  “owns”  the  information,  for 
permission  to  obtain  and  disclose  the  classified  information  at  least  to  the  military  judge 
for  an  ex  parte,  in  camera  review  under  505(i).  As  discussed  below,  after  conducting  the 
505(i)  review,  the  military  judge  may  ultimately  determine  the  classified  information 
need  not  be  produced  for  discovery  or  use  in  the  case  anyway.  Once  it  is  disclosed  in 
camera,  ex  parte,  to  the  military  judge,  however,  the  classified  information,  or  an 
affidavit  from  the  originating  agency  committing  to  make  the  information  available  for 
appellate  review,  must  be  made  a  part  of  the  sealed  record.  For  particularly  sensitive 
information  that  may  not  be  a  viable  option.  In  certain  cases  and  for  certain  information 
this  negotiation  may  take  place  at  the  Secretary  level  in  the  inter-agency  process.  Code 
30  is  always  available  to  assist  throughout  this  process. 

The  convening  authority’s  other  options  are  to  dismiss  the  charges  completely  or  only 
those  charges  and  specifications  to  which  the  information  relates,  M.R.E.  505(f)(2)-(3), 
or  to  “take  such  other  action  as  may  be  required  in  the  interests  of  justice.”  M.R.E. 
505(f)(4).  One  possible  such  action  is  to  negotiate  a  pre-trial  agreement  in  order  to 
eliminate  evidentiary  issues  at  trial  or  on  appeal. 

While  the  military  judge  cannot  order  discovery  under  this  provision,  he  does  have  some 
tools  that  can  be  used  if  after  a  reasonable  period  of  time  the  convening  authority  does 
not  resolve  the  issues.  In  such  circumstance,  if  the  military  judge  finds  that  proceeding 
without  the  information  “would  materially  prejudice  a  substantial  right  of  the  accused” 
the  judge  must  “dismiss  the  charges  or  specifications  or  both  to  which  the  classified 
information  relates.”  M.R.E.  505(f).  Notice  that  the  dismissal  is  mandatory  under  these 
circumstances  if  the  judge  finds  material  prejudice. 

9.  Extraordinary  Writs.  As  discussed  in  various  places  throughout  this  Primer,  counsel 
should  not  forget  the  many  other  provisions  in  the  R.C.M.  and  M.R.E.  just  because  there 
are  special  rules  for  classified  information.  The  rest  of  a  case  involving  classified 
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information  progresses  according  to  the  “normal”  rules  of  practice.  Consequently,  in 
addition  to  the  sanctions  and  remedies  available  under  M.R.E.  505  for  discovery 
limitations,  defense  counsel  should  also  explore  the  availability  of  extraordinary  relief  at 
the  Navy-Marine  Corps  Court  of  Criminal  Appeals  or  even  at  the  Court  of  Appeals  for 
the  Armed  Forces  if  you  meet  the  criteria  for  an  Extraordinary  Writ.  However,  as  our 
appellate  colleagues  like  to  say,  “they  are  called  extraordinary  writs  for  a  reason!” 

A  court  will  look  to  see  that  the  accused  has  demonstrated  a  “clear  and  indisputable 
right”  to  the  relief.  Among  the  factors  that  a  court  may  consider  are  that  there  is  no  other 
means  for  relief,  that  the  damage  is  not  correctable  on  appeal,  that  the  action  by  the 
military  judge  is  clearly  erroneous  (i.e.,  there  is  no  dispute  on  the  law),  that  this  is  an 
example  of  a  recurring  error  (i.e.,  continuing  application  will  disrupt  the  judicial  process), 
or  that  this  is  a  new/important  issue  of  law.  As  can  be  seen,  these  are  difficult  hurdles  to 
overcome  for  the  defense.  But  see,  Doe  v.  Commander,  Naval  Special  Warfare  Command 
San  Diego,  2004  CCA  LEXIS  276  (Unpub.  Op.  December  15,  2004),  and  Denver  Post 
v.  U.S.  and  Captain  Robert  Ayers,  ARMY  MISC  20041215,  2005  CCA  LEXIS 
550  (ACCA,  Unpub.  Op.  23  February  2005). 

A  major  problem  for  defense  counsel  attempting  to  challenge  withholding  of 
Brady  information  is  the  fairly  significant  test  for  prejudice.  As  set  out  by  the 
Court  of  Appeals  for  the  Armed  Forces,  the  test  is  first,  was  the  information  or  evidence 
at  issue  subject  to  disclosure  or  discovery;  and  second,  if  not  disclosed,  what  was  the 
effect  of  that  nondisclosure  on  the  trial  outcome.  U.S.  v.  Roberts,  59  M.J.  323,  325 
(C.A.A.F.  2004).  The  very  presence  of  the  second  test  indicates  that  a  court  may  not  be 
willing  to  entertain  an  extraordinary  writ  on  a  Brady  disclosure  issue  since  there  is  no 
“trial  outcome”  upon  which  to  test  the  alleged  harm.  However,  counsel  should  conduct 
their  own  research  into  the  current  state  of  the  law  as  it  relates  to  their  case  facts  and 
circumstances  and  take  appropriate  action. 

E.  Motions  in  Limine  Regarding  Admissibility  and  Relevance.  A  recent  phenomenon  of 
cases  arising  from  the  War  on  Terror  is  litigation  over  the  timing  of  classification  reviews  for 
classified  information  the  defense  seeks  to  introduce  at  trial.  In  these  cases,  the  convening 
authority  has  made  a  policy  decision  to  provide  broad  discovery  (for  instance,  access  to  the 
intelligence  database  of  a  Marine  command  for  a  substantial  portion  of  its  deployment)  to  the 
defense  team.  The  defense  then  properly  files  the  notice  of  intent  to  use  particular  classified 
items  under  M.R.E.  505(h).  Prior  to  undertaking  the  staffing  and  coordination  required  to 
conduct  classification  reviews  of  this  material,  the  government  contests  the  basic  relevance  of  the 
requested  material  to  the  case.  Essentially,  the  government  argues  that  the  defense  request 
requires  an  unnecessary  and  burdensome  assertion  of  executive  privilege  for  information  that  is 
not  relevant. 

This  issue  highlights  an  area  of  ambiguity  under  M.R.E.  505.  However,  the  stronger  argument  is 
that  the  government  can  argue  relevance  and  materiality  issues  prior  to  initiating  steps  to  assert 
privilege.  Of  course,  if  the  government  adopts  this  tactic,  the  government  may  have  to 
frantically  gather  classification  reviews  if  the  military  judge  rules  that  the  disputed  classified 
information  is  relevant.  Another  issue  is  the  timing  of  this  government  effort.  In  the  pre-referral 
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period  the  convening  authority  may  limit  discovery  and  disclosure  per  M.R.E.  505(d).  However, 
once  the  military  judge  is  in  control  of  the  case  the  issue  may  become  problematic  for  the 
government  although  having  a  detached  final  arbitrator  may  also  help  advance  the  government’s 
position.  The  proper  way  to  evaluate  this  issue  is  to  remember  that  M.R.E.  505  does  not  exist  in 
a  vacuum  in  the  court-martial  process.  Other  evidentiary  and  procedural  rules  operate  in 
conjunction  with  M.R.E.  505  and  are  not  specifically  superseded  by  the  privilege  unless 
indicated  in  the  other  rule.  See,  e.g.,  R.C.M.  701(a)(6)  compared  with  701(f)  (limits  discovery  of 
information  “protected  from  disclosure  by  the  Military  Rules  of  Evidence.”) 

Government  counsel  can  argue  that  the  plain  language  of  M.R.E.  505(e)  does  not  require 
assertion  of  the  privilege  prior  to  preliminary  R.C.M.  802  and/or  Art.  39(a)  sessions  to  discuss 
various  issues  relating  to  the  case  including  the  need  to  hold  a  Grunden  closure  hearing  under 
505(i)  {See  Chapter  10).  The  last  paragraph  of  505(e)  provides  that  the  military  judge  “may 
consider  any  other  matters  that  relate  to  classified  information  or  that  may  promote  a  fair  and 
expeditious  trial.”  The  government  may  want  to  argue  that  this  language  permits,  and  in  fact 
encourages,  the  military  judge  to  use  this  forum  to  rule  on  relevance  and  materiality  under 
M.R.E.  401-403  as  they  might  in  other  cases  when  the  government  seeks  a  Motion  in  Limine 
under  R.C.M.  906(b)(13)  and  M.R.E.  104,  without  the  need  for  classification  review  and 
privilege  assertion.  While  there  is  nothing  that  prohibits  such  arguments  early  in  a  classified 
information  case,  there  is  the  issue  of  what  to  do  should  there  be  a  need  to  discuss  the  substance 
of  the  classified  information  at  the  motions  hearing  (as  opposed  to  just  discussing  its  legal 
significance).  Under  R.C.M.  806(b)(2),  the  military  judge  has  the  discretion  and  authority  to 
close  the  proceeding,  even  without  a  classification  review.  This  possibility  is  discussed  in  more 
detail  in  Chapter  10. 
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CHAPTER  10 


Courtroom  Closures 

The  ability  to  present  classified  evidence  to  members  at  trial  in  a  session  closed  to  the  public  is 
unique  to  courts-martial.  Closing  the  courtroom  to  present  evidence  to  the  jury  is  not  an  option 
under  the  Classified  Information  Procedures  Act  (CIPA)  in  federal  court.  With  this  authority  to 
close  the  courtroom,  however,  comes  the  responsibility  to  ensure  that  closures  are  narrowly  used 
in  order  to  best  uphold  the  right  to  a  public  trial  that  adheres  not  only  to  the  accused,  but  also  to 
the  general  public.  Closed  proceedings  are  drawing  increased  scrutiny  from  the  news  media. 

The  following  sections  discuss  the  history  of  closing  courts-martial  anti  the  current  procedures 
for  doing  so. 

A.  History.  The  genesis  of  the  modem  classified  information  privilege  is  the  Supreme  Court 
case  of  United  States  v.  Reynolds ,  345  U.S.  1  (1953).  In  Reynolds,  an  Air  Force  B-29  exploded 
in  mid-air  in  October,  1948,  in  the  vicinity  of  Waycross,  Georgia.  The  plane  was  carrying  a 
number  of  pieces  of  classified  equipment  and,  along  with  its  military  crew,  civilian  scientists  and 
technicians.  The  widows  of  the  civilians  sued  the  Air  Force  for  damages,  claiming  that  the  plane 
was  negligently  maintained.  In  discovery,  the  widows  of  the  civilians  asked  for  the  accident 
report  and  the  statements  of  the  surviving  crew  members  taken  as  part  of  the  investigation.  The 
Air  Force  refused  to  produce  the  documents,  even  to  the  Federal  District  Court  judge,  based  on 
Air  Force  regulations  regarding  release  of  accident  reports  and  a  forms!  claim  of  privilege  over 
the  information  filed  by  the  Secretary  of  the  Air  Force  on  national  seci  r ity  grounds.1 2  After  the 
trial  judge  entered  a  finding  of  negligence  against  the  government  based  on  the  refusal  to 
disclose  the  documents  to  the  court,  the  government  appealed. 

The  Supreme  Court  held  that  a  privilege  against  revealing  “military  secrets”  does  exist  in  the  law 
and  was  validly  invoked  in  Reynolds.  The  privilege  must  be  invoked  by  the  “head  of  the 
department  which  has  control  over  the  matter,”  id.  at  8,  and  the  court  must  determine  whether  the 
claim  of  privilege  is  appropriate  in  the  circumstances,  yet  do  so  without  forcing  disclosure  of  the 
information  to  be  protected.  The  Supreme  Court  went  on  to  hold  that  there  is  no  requirement  for 
the  information  to  be  automatically  disclosed  to  the  court  for  review,  especially  in  a  case  where 
witnesses  were  made  available  to  testify  about  the  non-classified  events  that  presumably  caused 
or  led  to  the  plane’s  crash.  Id.  at  1 1 .3 


1  The  Ariel  Weinmann  espionage  case  provides  an  excellent  case  in  point.  In  that  ca-e,  the  Article  32  proceeding 
was  held  without  local  media  in  attendance.  Although  the  proceeding  was  never  closed,  there  were  various  military 
personnel  coming  and  going  throughout  the  proceedings.  When  the  media  learned  at  .out  the  Article  32  hearing,  the 
Navy  was  accused  of  holding  “secret”  trials.  Tim  McGlone,  Silence  Surrounds  Nav y ’s  local  Court  System, 
Virginian  Pilot,  August  4,  2006,  at  A1 .  Although  the  media  was  provided  a  transcri)  i  of  the  Article  32  proceeding, 
subsequent  reporting  contained  an  air  of  skepticism  through  repeated  references  to  tl  :  earlier,  “secret”  proceeding. 

2  The  Air  Force  did  offer  to  make  the  surviving  crew  members  available  for  examination  by  the  plaintiffs  with  the 
ability  to  refresh  their  recollection  from  their  previous  statements  to  the  Air  Force,  tf  nigh  they  could  not  discuss 
classified  matters.  Reynolds,  345  U.S.  at  5. 

3  For  a  recent  detailed  examination  of  the  Reynolds  case,  including  a  discussion  of  tl  ■  facts  contained  in  the 
accident  report,  which  was  found  on  the  Internet  by  the  daughter  of  one  of  the  deceas'd  civilians,  see  Louis  Fisher, 
“In  the  Name  of  National  Security:  Unchecked  Presidential  Power  and  the  Reynolds  C ase  (2006).” 
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Significantly  for  court-martial  practice,  the  Court  distinguished  the  civil,  tort  case  at  issue  in 
Reynolds  from  criminal  cases  stating  that  “it  is  unconscionable  to  allow  [the  government]  to 
undertake  prosecution  and  then  invoke  its  governmental  privileges  to  deprive  the  accused  of 
anything  which  might  be  material  to  his  defense.”  Id.  at  12.  Thus,  as  discussed  in  the  previous 
chapter,  the  remedies  available  under  M.R.E.  505  for  failure  to  disclose  relevant  and  necessary 
classified  information  are  much  more  favorable  to  the  accused  than  to  a  plaintiff  in  a  civil  case. 

1.  United  States  v.  Grunden.  In  court-martial  practice,  the  seminal  case  for  closing  the 
courtroom  to  the  public  is  United  States  v.  Grunden,  2  M.J.  116  (C.M.A.  1977).  At  the 
time  Grunden  was  decided,  the  controlling  provision  from  the  Manual  for  Courts-Martial 
stated  “all  spectators  may  be  excluded  from  an  entire  trial  over  the  accused’s  objection, 
only  to  prevent  the  disclosure  of  classified  information.”  M.C.M.  para.  53e  (1969  Rev.) 
(emphasis  added).  That  provision  went  on  to  state  that  such  authority  must  be 
“cautiously  exercised”  and  the  right  to  public  trial  is  to  be  balanced  with  the  public  policy 
considerations  justifying  exclusion.  Id.  The  trial  judge  proceeded  to  exclude  the  public 
“from  virtually  the  entire  trial  as  to  the  espionage  charges.”  Grunden,  2  M.J.  at  120. 
Although  the  court’s  actions  were  ostensibly  within  the  plain  language  of  the  rule,  the 
Court  of  Military  Appeals  found  that  the  trial  judge  erred  by  “employ[ing]  an  ax  in  place 
of  the  constitutionally  required  scalpel.”  Id. 

The  court  then  went  on  to  establish  a  balancing  test  designed  to  ensure  that  the  exclusion 
of  the  public  is  “narrowly  and  carefully  drawn.”  Id.  at  121.  The  trial  court  is  to  weigh 
the  reason  for  excluding  the  public  against  the  possibility  of  a  miscarriage  of  justice  that 
might  occur  from  such  an  exclusion.  Id.  at  121-22.  In  a  case  involving  classified 
information,  the  prosecutor  meets  this  “heavy  burden”  by  demonstrating  that  the  material 
in  question  has  been  properly  classified.4  Id.  at  122-23.  To  limit  the  danger  of  a 
miscarriage  of  justice,  under  Grunden,  the  military  judge  must  carefully  consider  the 
scope  of  the  public’s  exclusion,  ensuring  that  the  exclusions  are  limited  only  to  those 
portions  of  testimony  involving  classified  information.  Id.  at  123. 

In  order  to  properly  balance  the  competing  interests  in  such  a  case,  the  Grunden  court 
recognized  that  discussion  of  the  classified  information  at  issue  may  have  to  take  place 
between  the  military  judge  and  the  parties  in  a  preliminary  hearing  closed  to  the  public. 
Note  that  the  court  did  not  impose  a  predicate  requirement  to  demonstrate  the  classified 
nature  of  the  material  prior  to  closing  the  preliminary  hearing.  In  its  analysis  of  the  error 
committed  in  Grunden  at  the  trial  level,  the  appellate  court  is  focused  on  the  exclusion  of 
the  public  from  the  presentation  of  testimony  and  evidence  to  the  members.  In  fact,  the 


4  The  Grunden  court  makes  a  number  of  statements  that  appear  to  leave  a  great  deal  of  discretion  to  the  prosecutor 
as  to  how  to  prove  the  classified  nature  of  the  material.  For  instance,  the  court  first  says  the  trial  judge  must  be 
“satisfied  from  all  the  evidence  and  circumstances  that  there  is  a  reasonable  danger”  of  exposing  national  security 
matters.  The  court  then  says  the  method  used  by  the  prosecution  to  carry  its  burden  will  “vary  depending  on  the 
nature  of  materials  in  question  and  the  information  offered.”  Grunden,  2  M.J.  at  122.  The  court’s  most  definite 
statement  of  how  to  prove  the  reason  for  excluding  the  public  is  “that  the  material  in  question  has  been  classified  by 
the  proper  authorities  in  accordance  with  the  appropriate  regulations.”  Id.  at  123.  As  discussed  in  Chapter  Seven,  a 
properly  prepared  classification  review  will  satisfy  this  requirement.  However,  it  is  not  the  only  way  to  reach  the 
first  prong  of  the  balancing  test.  The  markings,  content  and  originator  of  the  document  could  be  sufficient  to  meet 
the  various  formulations  of  what  needs  to  be  demonstrated  to  the  military  judge. 
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majority  rejects  the  dissent’s  call  to  take  into  account  all  of  the  pre-trial  hearings,  final 
instructions,  and  sentencing  phase  of  the  trial  and  find  no  violation  because  over  60%  of 
the  trial  was  conducted  in  open  session.  Id.  at  120,  n.2.  Thus,  there  is  less  concern  about 
a  miscarriage  of  justice  due  to  the  closed  proceeding  when  it  is  a  preliminary  hearing 
outside  the  presence  of  the  members  and  controlled  by  the  military  judge. 

At  the  hearing,  often  called  a  Grunden  hearing,  after  demonstrating  the  classified  nature 
of  the  material  at  issue,  the  government  then  must  delineate  which  portions  of  its  case-in¬ 
chief  will  involve  these  materials.  The  military  judge  must  decide  on  the  scope  of  the 
exclusion  in  order  to  ensure  that  only  those  portions  of  testimony  that  actually  involve 
classified  information  will  be  closed  to  the  public.  It  is  not  sufficient  that  there  is  a  fear 
or  mere  probability  that  there  will  be  an  unplanned  spontaneous  disclosure  of  classified 
information.  Such  speculation  does  not  justify  excluding  the  public  from  that  portion  of 
the  testimony.  Id.  at  123,  n.20. 

2.  Military  Rule  of  Evidence  505.  Three  years  after  the  Grunden  decision,  the  Military 
Rules  of  Evidence  (M.R.E)  were  promulgated.  As  discussed  in  Chapter  Nine,  M.R.E. 

505  was  derived  from  the  House  of  Representatives  version  of  CEPA  (H.R.  4745).  The 
Analysis  of  the  Military  Rules  of  Evidence,  contained  in  Appendix  22  of  the  Manual  for 
Courts-Martial,  provides  a  breakdown  of  the  sections  of  H.R.  4745  that  support  the 
sections  of  M.R.E.  505  and  how  the  language  was  modified  to  comport  with  military 
justice  practices. 

With  all  the  procedures  imbedded  in  M.R.E.  505,  there  is,  surprisingly,  a  dearth  of  any 
specific  procedures  on  closing  the  courtroom.  The  sole  reference  to  taking  such  action  is 
contained  in  subsection  (j)(5),  which  states  “[t]he  military  judge  may  exclude  the  public 
during  that  portion  of  the  presentation  of  evidence  that  discloses  classified  information.” 
The  Analysis  simply  refers  to  the  fact  that  subsection  (j)  comes  from  section  8  of  H.R. 
4745  and  Grunden.  Neither  (j)(5)  nor  the  Analysis  refers  to  any  other  section  of  the  rule 
that  applies  to  the  hearing  required  by  Grunden. 

Specifically,  there  is  nothing  to  indicate  that  subsection  (i)  of  M.R.E.  505  is  required  to 
be  used  for  the  Grunden  hearing.5  Had  the  drafters  intended  for  that  to  be  the  case,  there 
surely  would  have  been  a  cross-reference  to  subsection  (i)  in  either  (j)(5)  or  the  Analysis, 
as  there  are  in  other  sections  of  the  Rule  that  point  specifically  to  (i).  While  some  have 
suggested  that  the  in  camera  procedure  of  subsection  (i)  should  be  the  Grunden  hearing 
procedure,  subsection  (i)  is  actually  much  more  than  that.  Subsection  (i)  is  an  evidentiary 
procedure  related  to  what  evidence  must  be  disclosed  in  discovery  and  in  what  form  that 
disclosure  must  take.  Prior  to  2004,  it  is  not  surprising  that  the  differences  between 
Grunden ’s  relatively  limited  closure  hearing  and  subsection  (i)  were  less  than  fully 
appreciated.  However,  the  promulgation  of  Rule  for  Courts-Martial  806(b)(2),  as 
discussed  below,  clarifies  the  distinction. 

The  Grunden  hearing  is  used  to  determine  what  portions  of  the  classified  information 
disclosed  under  subsection  (i)  will  actually  need  to  be  discussed  in  testimony  during  the 


5  See  Chapter  Nine  for  a  complete  discussion  of  the  operation  of  M.R.E.  505(i). 
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court-martial,  requiring  the  exclusion  of  the  public.  The  subsection  (i)  procedure  is 
usually  done  well  in  advance  of  trial  so  that  the  parties  have  adequate  time  to  prepare  for 
trial  based  on  the  material  the  military  judge  finds  to  be  relevant  and  necessary.  The 
Grunden  hearing  should  occur  much  closer  to  trial  because  it  is  concerned  with  the 
presentation  of  evidence,  which  the  parties  may  not  have  planned  out  until  close  to  the 
time  of  trial.  As  discussed  below,  there  are  ways  to  present  classified  information  at  trial 
that  do  not  involve  oral  testimony  or  other  discussion  of  the  information,  which  would 
not  require  exclusion  of  the  public  from  the  court-martial.  In  summary,  Grunden ’s 
closure  hearing  and,  as  discussed  below,  the  R.C.M.  806(b)(2)  hearing  pertain  to  the 
courtroom  closure  process  while  M.R.E.  505  subsection  (i)  is  an  evidentiary  procedure 
that  focuses  on  what  classified  evidence  is  relevant  and  necessary,  and,  if  relevant  and 
necessary,  what  form  of  discovery  is  most  appropriate. 

3.  Rule  for  Courts-Martial  806(b)(2).  In  2004,  the  standards  for  excluding  the  public 
from  a  court-martial  were  clarified  and  codified  in  a  change  to  Rule  for  Courts-Martial 
(R.C.M.)  806(b).  Prior  to  the  change,  R.C.M.  806(b)  simply  said  that  the  public  could 
only  be  excluded  over  the  accused’s  objection  “only  when  expressly  authorized  by 
another  provision  of  this  Manual.”  R.C.M.  806(b),  M.C.M.  (2002).  As  pointed  out  by 
the  Analysis  of  R.C.M.  806(b),  this  language  essentially  referred  back  to  the  closure 
language  of  M.R.E.  505(j)(5).  The  2004  change  eliminated  this  limiting  language  and 
broadened  the  circumstances  under  which  the  military  judge  can  close  the  proceedings, 
provided  that  the  standard  contained  in  R.C.M.  806(b)(2)  is  met. 

R.C.M.  806(b)(2)  codified  the  standard  of  the  Grunden  line  of  cases  as  advanced  by 
United  States  v.  Hershey,  20  M.J.  433  (C.M.A.  1985)  and  ABC,  Inc.  v.  Powell,  47  M.J. 
363  (C.A.A.F.  1997).  These  cases,  as  well  as  R.C.M.  806(b)(2)  are  discussed  more 
extensively  in  the  next  section,  which  covers  the  hearing  used  to  close  the  courtroom  or 
Article  32  proceeding. 

B.  The  Closure  Hearing.  R.C.M.  806(b)(2)  effectively  supplanted  Grunden  as  the  standard  for 
closing  courts-martial,  no  matter  the  reason.  See  R.C.M.  806(b)(2)  Discussion  (stating  that  the 
Rule  sets  forth  “the  constitutional  standard”).  The  Rule  places  a  great  deal  of  discretion  in  the 
hands  of  the  military  judge,  particularly  because  it  does  not  dictate  the  method  of  demonstrating 
the  government’s  overriding  interest. 

The  Rule’s  operation  is  relatively  straightforward.  The  military  judge  can  order  the  proceedings 
closed  if  he  first  finds  a  substantial  probability  that  an  overriding  interest  will  be  prejudiced  by 
keeping  the  proceedings  open.  R.C.M.  806(b)(2)(l).  In  the  case  of  classified  information,  the 
overriding  interest  is  the  prevention  of  harm  to  the  national  security.  The  Rule  also  requires  that 
the  military  judge  use  the  Grunden  scalpel  by  ensuring  that  the  “closure  is  no  broader  than 
necessary  to  protect  the  overriding  interest.”  Id.  at  (b)(2)(2). 

The  final  substantive  requirement  is  that  the  military  judge  must  consider  reasonable  alternatives 
to  closure  and  find  that  they  are  inadequate.  Certainly,  the  alternatives  that  are  available  under 
M.R.E.  505(i)  would  be  viable  alternatives  to  closing  the  courtroom.  However,  they  are  not  the 
only  alternatives  available  to  closing  the  courtroom  in  the  event  that  the  M.R.E.  505(i) 
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evidentiary  hearing  determines  there  is  no  adequate  redaction,  summary,  or  substitution  for  the 
actual  classified  information  being  presented  to  the  members.  There  are  a  number  of  alternatives 
to  testimony  for  introducing  the  actual  classified  information  at  trial  that  should  be  considered 
before  the  military  judge  decides  to  close  the  courtroom.  These  alternatives,  which  are 
commonly  used  in  federal  court  prosecutions  under  the  Classified  Information  Procedures  Act, 
are  discussed  in  more  detail  below.  Finally,  R.C.M.  806(b)(2)  requires  the  military  judge  to 
place  his  case-specific  findings  justifying  closure  on  the  record  for  later  review  on  appeal. 

1.  Demonstrating  the  “Overriding  Interest.”  As  stated  earlier,  the  military  judge  is 
vested  with  broad  discretion  with  respect  to  how  the  overriding  interest  is  demonstrated. 
This  is  consistent  with  some  of  the  broader  language  contained  in  Grunden  as  discussed 
in  the  section  on  that  case  above. 

(a)  Classification  Review.  By  far  the  easiest  method  of  demonstrating  the 
government’s  overriding  interest  where  classified  information  is  concerned  is  to 
submit  a  classification  review.  The  potential  harm  to  national  security  from 
disclosure  of  the  information  is  the  government’s  overriding  interest  in  the 
classified  information.  For  purposes  of  demonstrating  this  interest,  only  the 
classification  review  itself  (the  Original  Classification  Authority  (OCA)  affidavit, 
or  the  subject  matter  expert  affidavit  accompanied  by  the  OCA  letter)  is  needed, 
not  the  assertion  of  privilege  by  the  head  of  the  military  department. 

Classification  reviews  are  covered  extensively  in  Chapter  Seven  of  this 
Handbook. 


Practice  Pointer.  Again  the  need  to  consult  with  the  OCA  is  paramount.  They  must  be 
consulted  to  determine  if  they  will  permit  the  use  of  their  information  for  litigation  before  any 
charges  are  preferred  and  before  any  classified  information  is  disclosed  to  the  defense. 


(b)  No  Classification  Review.  It  is  possible  to  demonstrate  the  overriding  interest 
in  the  classified  information  without  a  formal  classification  review  prepared  by 
the  OCA.  This  can  be  done,  for  instance,  through  testimony  of  a  witness  with 
sufficient  knowledge  and  experience  of  the  material  that  he  can  accurately 
describe  to  the  military  judge  the  harm  to  national  security  that  would  result  from 
disclosure.6  As  this  is  a  pretrial  matter,  the  witness  could  be  a  user  or  derivative 
classifier  of  the  evidence,  as  long  as  they  are  familiar  with  the  information  and 
understand  the  ramifications  of  its  disclosure.  As  a  military  judge  can  take 
hearsay  evidence  at  pretrial  proceedings,  see  M.R.E.  104(a)  (stating  that  the 


6  For  instance,  a  Navy  or  Marine  Corps  intelligence  officer  can  testify  as  to  whether  or  not  the  document  is  properly 
marked  and  can  testify,  based  on  his  level  of  knowledge,  experience  and  training  (all  of  which  should  be  presented 
to  the  court)  that  the  material  fits  within  the  categories  of  the  executive  order  and  describe  the  damage  to  national 
security  that  would  result  from  disclosure.  This  was  done  for  preliminary  hearings  in  the  USMC  Hamdania  cases 
arising  from  the  war  in  Iraq  when  a  classification  review  was  not  completed  on  a  document  that  was  the  subject  of  a 
motion  in  limine  to  exclude  the  document  based  on  M.R.E.  401 . 
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military  judge  is  not  bound  by  the  rules  of  evidence  when  determining 
prelim i  ary  questions  such  as  the  admissibility  of  evidence  or  the  existence  of  a 
privilege),  there  is  no  need  to  have  someone  from  the  originating  agency  testify  to 
demon,  irate  the  overriding  interest.  This  will  make  it  easier  to  fmd  local 
witnes;  s  near  the  court-martial  venue.  Or  the  government  can  submit  the 
hearsay  testimony  or  affidavit  from  someone  who  has  discussed  the  potential 
damagi  to  national  security  with  the  originating  organization  in  order  to  prove  the 
overrid  mg  interest.  Such  an  affidavit,  of  course,  could  not  substitute  for  a  formal 
classifi  at  ion  review  in  support  of  the  assertion  of  the  classified  information 
privilege. 

2.  “Reasonab’c  Alternatives”  to  Closure.  The  military  judge  next  must  consider 
whether  there  re  any  alternatives  that  would  satisfy  the  need  for  the  actual  classified 
information.  V  is  not  enough  to  review  the  classified  information  alone  and  determine 
that  it  needs  to  be  protected.  Closing  the  courtroom  on  that  basis  alone  would  be  error. 
There  must  be  a  consideration  of  either  alternatives  to  the  information  or  alternative 
methods  of  pn  saltation  in  an  open  session  that  would  not  disclose  the  classified 
information,  (ally  by  considering  alternatives  can  the  military  judge  make  findings  about 
why  the  propo  cd  alternatives  are  inadequate  for  use  at  trial.  Alternatives  to  the  actual 
classified  info,  nation,  such  as  redacted  versions,  summaries,  substitutions  and 
stipulations  w<  re  covered  extensively  in  Chapter  Nine.  Those  options  should  be 
reviewed  earl}  in  the  court-martial  process  with  the  OCA.  The  parties,  especially  the 
government,  should  also  be  prepared  to  discuss  with  the  military  judge  other  alternative 
methods  of  pn  renting  the  evidence  without  disclosing  its  classified  substance.  These 
alternatives  arc  only  limited  by  the  bounds  of  one’s  imagination.  The  most  commonly 
seen  alternatives  for  presenting  classified  information  in  open  court  are: 

(a)  “Si’cnt  Witness”  Rule.  The  most  commonly  used  method  of  presentation  is 
the  “sil  ent  witness”  rule.  Under  this  scenario,  a  classified  document  is  introduced 
into  ev'dence  via  a  witness  who  testifies  about  all  the  facts,  usually  unclassified, 
needed  to  determine  the  documents  relevance  and  hearsay  exception,  without 
discussing  the  substance  of  the  document  itself.  After  it  is  introduced  into 
eviden  e,  it  is  then  published  to  the  properly-cleared  members  to  review.  In  many 
cases,  :be  legal  impact  or  effect  of  the  document  can  then  be  discussed  in  open 
court  v  ithout  reference  to  any  of  the  classified  material  contained  in  the 
document.  With  specific  portions  tabbed  and  marked,  counsel  can  then  use  those 
referen  es  as  part  of  their  unclassified  direct  and  cross-examinations  about  the 
damag  ■  to  national  security  or  other  relevant  legal  arguments.  Introduction  of 
eviden  c  via  the  “silent  witness”  rule  will  involve  a  certain  amount  of  “talking 
around”  the  subject,  so  it  may  be  necessary  to  have  certain  terms  or  concepts 
review  d  by  the  OCA  to  ensure  that  they  may  be  used  in  an  unclassified  setting. 

It  is  invert  ant  to  understand  that  generally  the  most  sensitive  portion  of  any 
intelligence  information  is  the  source  and  method  from  which  the  information  was 
derived.  If  there  is  need  to  discuss  this  aspect  of  the  information,  there  should 
always  be  a  review  by  the  OCA  of  the  proposed  unclassified  terms  and  phrasing. 
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Counsel  should  review  current  case  law  on  the  use  of  this  method  based  on  the 
facts  and  circumstances  of  the  proposed  use  in  any  particular  case. 

(b)  Use  of  Code  Words  or  Special  Terms.  When  the  classified  information  is  a 
discreet  piece  of  information,  such  as  the  name  of  a  country  involved  in  an 
espionage  case,  code  words  or  terms  may  be  used  in  place  of  the  actual 
information  to  prevent  unnecessary  closure  of  the  courtroom.  For  instance. 
Country  A  and  Country  X,  could  represent  two  countries  in  a  case  where  A  is  the 
country  that  received  the  classified  information  from  the  service  member  and  X  is 
the  country  where  the  transfer  occurred.  The  substitution  of  terms  could  be  used 
for  a  whole  host  of  information  such  as  classified  program  names  or 
compartmented  information.  When  such  code  words  or  terms  are  used,  all  those 
who  need  to  know  the  correlation  between  the  term  and  the  classified  information 
would  have  a  key  to  use  during  questioning,  testimony,  and  argument.  The  key, 
of  course,  is  going  to  be  classified  at  the  highest  level  of  information  contained  on 
the  sheet  and  will  always  be  an  appellate  exhibit. 

(c)  Use  of  Screens  and  Other  Methods  of  Disguise.  If  the  identity  of  a  witness  is 
classified,  but  the  substance  of  his  testimony  is  not,  then  it  is  possible  for  the 
witness  to  testify  from  behind  a  screen  or  in  light  disguise.  When  using  a  screen, 
it  is  normally  arrayed  so  that  the  military  judge,  members  and  the  parties  can  see 
the  face  of  the  witness,  but  his  visage  is  blocked  from  public  viewing.  This  issue 
has  come  up  in  at  least  one  case  arising  from  the  Global  War  on  Terror  in  the  case 
of  a  Navy  SEAL  charged  with  abusing  a  detainee. 

(d)  Imagery.  Classified  imagery  can  be  presented  in  open  court  in  a  number  of 
different  ways.  One  option  is  to  place  the  poster  board  of  the  image  in  such  a 
manner  that  only  those  with  clearances  are  able  to  see  the  image,  with  those  in  the 
public  gallery  unable  to  see  the  image  depicted.  Then,  if  the  details  that  are  being 
described  are  unclassified,  the  public  may  hear  the  description  of  what  occurred 
without  seeing  the  graphic  depiction.  This  method  is  especially  effective  for  the 
photo  used  as  a  demonstrative  exhibit,  but  would  also  work  for  a  classified 
photograph  introduced  into  evidence.  If  introduced  into  evidence,  similar  to 
documents,  a  classified  photograph  could  be  simply  printed  and  distributed  to  the 
members  and  treated  as  any  other  piece  of  classified  information.  Another  option 
to  present  classified  imagery,  or  other  classified  information  for  that  matter,  is  the 
use  of  courtroom  monitors  in  those  locations  so  equipped.  Again,  use  of  such 
technology  needs  to  be  carefully  monitored  and  understood,  especially  the  need 
for  classified  computer  equipment  rather  than  the  standard  equipment  used.  The 
screens  also  must  not  be  visible  to  the  public  gallery.  Finally,  apart  from  the 
computer/drive  combination,  there  must  be  a  review  to  ensure  that  the  other 
components  of  the  system  do  not  have  nonvolatile  memory  chips,  i.e.,  memory 
that  retains  the  information  temporarily  stored  there  until  the  next  information 
replaces  it.  Volatile  memory  dumps  the  data  as  soon  as  the  component  has 
completed  using  the  memory. 
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3.  Building  the  Record.  Finally,  R.C.M.  806(b)(2)  requires  the  military  judge  make 
case-specific  findings  on  the  record  justifying  closure  for  review  on  appeal.  This  is 
especially  important  in  any  case  in  which  the  accused  has  consistently  maintained  his 
right  to  a  public  trial  and  objected  to  some  or  all  closures  of  the  proceedings. 

C.  Special  Considerations  for  the  Article  32  Hearine.  \nABC,  Inc.  v.  Powell,  43  MJ.  363 
(C.A.A.F.  1997),  the  U.S.  Court  of  Appeals  for  the  Armed  Forces  ruled:  "Today  we  make  it  clear 
that,  absent  'cause  shown  that  outweighs  the  value  of  openness,'  the  military  accused  is  . . . 
entitled  to  a  public  Article  32  investigative  hearing."  Powell’s  holding  means  that  the  Article  32 
appointing  authority  and  pretrial  investigating  officer  no  longer  have  unbounded  discretion  to 
order  Article  32  investigations  closed  to  the  public.  It  also  means  that  the  parties  cannot  stipulate 
or  otherwise  agree  to  close  proceedings.  The  process  for  closing  an  Article  32  investigation  and  a 
court-martial  is  identical.  There  are  no  “shortcuts”  or  other  means  of  closing  an  Article  32  other 
than  the  process  described  above  under  R.C.M.  806(b)(2).  The  investigating  officer  must  be  sure 
to  consider  reasonable  alternatives  to  closing  the  hearing.  He  should  also  consider  bifurcating 
witnesses  testimony  into  open  and  closed  portions,  closing  only  that  portion  of  a  witness’s 
testimony  that  contains  classified  information.  Finally,  the  investigating  officer,  like  the  military 
judge,  must  be  sure  to  put  the  reasons  for  any  closure  on  the  record.  A  recent  case  that  illustrates 
the  pitfalls  of  closing  an  Article  32  investigation  improperly  is  Denver  Post  v.  U.S.  and  Captain 
Robert  Ayers,  ARMY  MISC  20041215  (A.C.C.A.,  23  February  2005)(Unpub.  Op.). 

As  discussed  in  Chapter  Nine,  it  is  also  very  problematic  for  a  convening  authority  to  attempt  to 
order  an  Article  32  to  be  entirely  open  or  closed.  The  accused  must  be  allowed  to  present 
evidence  to  the  investigating  officer.  The  better  course  is  to  direct  the  investigating  officer  to 
bring  requests  to  use  classified  information  to  the  attention  of  the  convening  authority  for 
resolution. 

D.  Closine  the  Courtroom:  The  Lo2istics.  Once  the  militaiy  judge  has  determined  the  need 
for  a  closed  session,  precautions  need  to  be  taken  to  ensure  the  security  of  the  information  to  be 
discussed  in  the  courtroom,  including  the  proper  handling  of  the  record  of  the  proceeding. 

Prior  to  entering  the  closed  session  at  trial,  the  military  judge  must  work  closely  with  the 
courtroom  security  officer  to  ensure  that  the  hearing  room  is  properly  secured  and  that  all 
persons  present  have  the  requisite  clearance  and  “need  to  know.”  The  military  judge  should 
address  these  issues  on  the  record.  The  military  judge  and  courtroom  security  officer  need  to 
consider  the  circumstance  of  each  courtroom  setting  in  determining  what  measures  need  to  be 
taken.  Some  of  the  most  common  measures  that  should  be  considered  are: 

1 .  Posting  guards  with  proper  clearance  level  near  entrances  to  the  courtroom  if  there  is  a 
possibility  that  the  proceedings  may  be  heard  near  the  doors. 

2.  Post  signs  outside  the  courtroom  stating  that  the  court  is  in  closed  session. 

3.  Ensure  that  any  security  cameras  or  video  feeds  to  locations  outside  the  courtroom  are 
shut  down  if  classified  information  is  visible  to  the  cameras.  Even  if  classified 
information  cannot  be  seen  on  the  video  feed,  any  accompanying  audio  feed  should 
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always  be  secured  because  the  reason  for  holding  a  closed  session  is  to  present  oral 
testimony  in  court. 

4.  Switching  the  system  used  to  record  court  proceedings  so  that  there  is  no  mixture  of 
open  and  closed  sessions  on  the  same  media. 

At  the  start  of  the  closed  session,  the  military  judge  should  state,  or  have  whichever  side  is  the 
proponent  of  the  information  state,  the  classification  level  for  the  record.  Before  adjourning 
from  the  closed  session  the  military  judge  shall  again  have  counsel  who  has  introduced  the 
classified  information  confirm  the  appropriate  classification  level  for  the  record.  When  shifting 
from  a  closed  session,  the  military  judge  should  take  a  recess  of  sufficient  length  to  permit  the 
previously  implemented  security  measure  to  be  removed.  Specifically,  the  courtroom  security 
officer  and  military  judge  should  ensure  that: 

1 .  The  court  reporter  properly  marks  and  secures  the  classified  tapes  or  other  media  used 
to  record  the  proceedings  and  any  notes  taken  by  the  court  reporter  during  the  closed 
session. 

2.  Counsel  or  the  court  security  officer  secures  any  classified  information,  including 
exhibits  published  to  the  members  or  member  notes. 

3.  The  bailiff  removes  any  signs  placed  outside  the  courtroom  and  ensures  that  the 
guards  know  that  the  courtroom  has  reopened. 

E.  Planned  v.  Unplanned  Closures.  To  this  point,  the  discussion  has  concerned  planning  for 
known  closures  where  the  classified  information  at  issue  has  been  vetted  and  the  findings 
required  by  R.C.M.  806(b)(2)  have  been  made  in  advance  of  the  court-martial.  But  it  may  be  the 
case  that  a  line  of  questioning  inadvertently  contains  or  might  cause  classified  information  to  be 
disclosed  in  open  sessions.  If  this  should  occur,  procedures  need  to  be  in  place  to  prevent  the 
accidental  disclosure  of  classified  information  and  to  apply  the  standard  of  R.C.M.  806(b)(2). 
The  military  judge7  should  consider  spelling  out  the  procedures  to  be  used  in  a  particular  case  in 
a  protective  order  and  the  parties  should  be  familiar  with  the  order’s  contents  and  the  military 
judge’s  expectations  with  respect  to  unplanned  closures. 

An  “unplanned  closure”  will  occur  when  counsel,  the  court  security  officer,  equity  owner 
subject  matter  expert,  witness,  or  other  individual  informs  the  military  judge  of  the  need  for  a 
closed  session  if  testimony  “strays  toward  disclosure  of  classified  information  when  testimony  is 
given  in  open  session.”  Denver  Post  Corp.  v.  U.S.,  Army  Misc.  20041215  (23  February 
2005)(Unpub.  op.  at  4).  This  may  result  from  the  person  recognizing  that  a  question  contains 
classified  information  or  calls  for  a  classified  answer.  Often  the  security  officer  will  have  a  pre¬ 
arranged  signal  or  device  that  can  be  used  to  indicate  to  the  judge  that  this  danger  is  present. 
Witnesses  should  be  advised  that  if  they  believe  that  an  answer  to  a  question,  or  the  question 
itself,  may  involve  classified  information,  to  notify  the  military  judge  immediately  in  a  discreet 
manner. 


7  Although  “military  judge”  is  used  throughout  this  section,  it  should  be  understood  that  the  same  procedures  would 
apply  at  an  Article  32  proceeding,  where  there  is  an  investigating  officer  instead  of  a  military  judge. 
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The  military  judge  should  then  immediately  halt  the  testimony,  questioning  or  argument.  No 
reason  should  be  given  on  the  record  at  that  time  as  to  the  reason  for  halting  the  proceedings. 

The  military  judge  should  proceed  to  hold  a  conference  under  R.C.M.  802  with  the  security 
officer  and  the  parties  in  order  to  determine  whether  there  is,  in  fact,  suspected  classified 
information  at  issue.  As  counsel  often  do  not  have  experience  with  the  classified  information  at 
issue,  it  may  well  be  that  they  did  not  intend  for  the  question  to  evoke  a  classified  answer.  In 
such  a  case,  a  simple  reminder  instruction  to  the  witness  to  keep  his  answer  unclassified  will 
usually  be  sufficient. 

If  there  is,  indeed,  a  desire  on  the  part  of  one  of  the  parties  to  discuss  classified  information  that 
has  not  previously  been  the  subject  of  a  closure  hearing  under  R.C.M  806(b)(2),  the  military 
judge  should  proceed  with  a  39(a)  session  outside  the  presence  of  the  members  in  order  to  make 
the  determinations  required  by  R.C.M.  806(b)(2).  If  the  39(a)  session  itself  is  closed,  the 
military  judge  should  be  sure  to  include  an  unclassified  summary  of  his  findings  on  the 
unclassified  record.  Even  in  the  middle  of  trial,  it  is  necessary  to  consider  reasonable 
alternatives  to  the  use  of  the  classified  information.  Generally,  it  is  normally  possible  for  the 
witness  to  raise  the  factual  level  of  his  testimony  so  that  the  information  is  more  generic  and  the 
source  is  obscured,  i.e.,  provide  unclassified  testimony. 

Finally,  all  parties  at  the  trial  should  be  aware  of  the  possibility  that  when  members  pose 
questions  during  a  trial  that  involves  classified  matters,  a  question  could  prompt  an  answer  that  is 
classified.  The  better  practice  is  to  have  all  written  members  questions  reviewed  by  the  court 
security  officer  before  they  are  provided  to  the  judge  so  that  the  court  security  officer  can  alert 
the  judge  of  whether  the  question  poses  a  risk  in  open  court.  This  allows  the  judge  to  remind  the 
witness  to  answer  in  an  unclassified  manner,  and  to  instruct  the  witness  to  simply  alert  the  judge 
if  the  witness  needs  to  answer  with  classified  information.  The  court  security  officer  may  be 
able  to  assist  the  judge  in  slight  rewording  of  questions  to  avoid  these  issues  all  together. 
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) 

) 

) 


21  MARCH  2013 


RELIEF  SOUGHT 


1 .  The  Defense  requests  this  Court  find  that  the  procedures  outlined  in  the  Military  Rules  of 
Evidence  (MRE)  505(i)  be  followed  when  making  a  court  closing  determination  under  Rule  for 
Courts  Martial  (RCM)  806(b)(2). 


THE  LAW 


2.  RCM  806(2)  establishes  that  court  “shall  be  open  to  the  public  unless  (1)  there  is  a  substantial 
probability  that  an  overriding  interest  will  be  prejudiced  if  the  proceedings  remain  open;  (2) 
closure  is  no  broader  than  necessary  to  protect  the  overriding  interest;  (3)  reasonable  alternatives 
to  closure  were  considered  and  found  inadequate;  and  (4)  the  military  judge  makes  case-specific 
findings  on  the  record  justifying  closure.” 

3.  The  discussion  for  this  rule  elaborates,  “[a]  session  may  be  closed  over  the  objection  of  the 
accused  or  the  public  upon  meeting  the  constitutional  standard  set  forth  in  this  Rule.”  The 
discussion  further  refers  practitioners  to  MRE  505(i). 

4.  MRE  505(i)  sets  forth  the  procedure  the  Government  must  follow  when  requesting  court 
closure.  Pursuant  to  MRE  505(i)(2),  “the  Government  may  move  for  an  in  camera  proceeding 
concerning  the  use  at  any  (emphasis  added)  proceeding  of  any  classified  information.”  Upon  so 
moving  the  Government  must  establish  the  national  security  nature  of  the  information  by 
submitting  the  evidence,  and  an  affidavit  to  the  military  judge  ex  parte.  MRE  505(i)(3). 

5.  If  the  Government  is  able  to  meet  the  burden  of  MRE  505(i)(3),  subparagraph  (i)(4)(A) 
establishes  the  procedure  for  the  in  camera  proceeding.  It  states: 


Upon  finding  that  the  Government  has  met  the  standard  set  forth  in  subdivision 
0X3)  with  respect  to  some  or  all  of  the  classified  information  at  issue,  the 
military  judge  shall  conduct  an  in  camera  proceeding.  Prior  to  the  in  camera 
proceeding,  the  Government  shall  provide  the  accused  with  notice  of  the 
information  that  will  be  at  issue.  This  notice  shall  identify  the  classified 
information  that  will  be  at  issue  whenever  that  information  previously  has  been 
made  available  to  the  accused  in  connection  with  proceedings  in  the  same  case. 
The  Government  may  describe  the  information  by  generic  category,  in  such 
form  as  the  military  judge  may  approve,  rather  than  identifying  the  classified 
information  when  the  Government  has  not  previously  made  the  information 
available  to  the  accused  in  connection  with  pretrial  proceedings.  Following 
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briefing  and  argument  by  the  parties  in  the  in  camera  proceeding  the  military 
judge  shall  determine  whether  the  information  may  be  disclosed  at  the  court- 
martial  proceeding.  Where  the  Government’s  motion  under  this  subdivision  is 
filed  prior  to  the  proceeding  at  which  disclosure  is  sought,  the  military  judge 
shall  rule  prior  to  the  commencement  of  the  relevant  proceeding. 

ANALYSIS 


6.  The  Government  has  requested  closure  of  the  Court  during  the  testimonies  of  various 
witnesses.  See  Appellate  Exhibit  479  and  the  Supplement  to  Prosecution  Closure  Motion  dated 
15  March  2013.  The  Defense  objects  to  the  Government’s  request  for  closure  and  requests  this 
Court  order  an  in  camera  proceeding,  as  contemplated  by  MRE  505(i),  be  held  to  provide  this 
Court  with  the  information  necessary  to  make  the  informed  decision  and  specific  ruling  required 
by  RCM  806(b)(2).  The  plain  reading  of  the  Rules  for  Courts-Martial  and  Military  Rules  of 
Evidence  supports  the  Defense  position  that  the  procedures  set  forth  in  MRE  505(i)  should  be 
followed  when  the  Court  is  considering  a  Government  request  for  closure. 

7.  RCM  806(2)  establishes  that  court  “shall  be  open  to  the  public  unless  (1)  there  is  a  substantial 
probability  that  an  overriding  interest  will  be  prejudiced  if  the  proceedings  remain  open;  (2) 
closure  is  no  broader  than  necessary  to  protect  the  overriding  interest;  (3)  reasonable  alternatives 
to  closure  were  considered  and  found  inadequate;  and  (4)  the  military  judge  makes  case-specific 
findings  on  the  record  justifying  closure.”  Thus,  when  making  its  specific  findings  the  Court 
must  be  able  to  articulate  what  reasonable  alternatives  were  considered  and  why  those 
alternatives  were  not  adequate.  The  Government  must  provide  more  specificity  than  it  has  about 
the  classified  information  it  intends  to  elicit  from  the  28  identified  witnesses  in  order  for  this 
Court  to  consider  all  reasonable  alternatives  to  closure. 

8.  While  the  main  text  of  the  Rule  offers  no  guidance  to  the  Court  as  to  how  to  go  about  making 
a  ruling  regarding  alternatives  to  closure,  the  Rule’s  ensuing  discussion  does.  It  states,  [a] 
session  may  be  closed  over  the  objection  of  the  accused  or  the  public  upon  meeting  the 
constitutional  standard  set  forth  in  this  Rule.  See  also  Mil.  R.  Evid.  412(c),  505(i),  and 
513(e)(2).”1  It  is  thus  clear  from  the  Rule’s  discussion  that  the  drafters  intended  MRE  505(i)  to 
serve  as  the  Court’s  guiding  light  when  considering  a  Government  court  closure  request  in  the 
context  of  a  classified  information  case. 

9.  RCM  806(b)(2)  and  its  discussion  codify  “military  case  law  that  has  applied  the  Supreme 
Court’s  constitutional  test  for  closure  to  court’s  martial.”  See  Analysis  to  RCM  806.  As  such,  it 
is  instructive  to  review  the  catalyst  of  this  change  to  the  RCM,  the  ruling  in  U.S.  v.  Grunden,  2 
M.J.  1 16  (C.MA.  1977).  The  court  in  Grunden  held  that  a  closed  preliminary  hearing  should  be 
used  when  applying  the  constitutional  test.  Id.  at  122.  The  court  held,  “[t]he  prosecution  to  meet 
this  heavy  burden  must  demonstrate  the  classified  nature,  if  any,  of  the  materials  in  question.  It 
must  then  delineate  those  portions  of  its  case  which  will  involve  these  materials.”  Id. 

10.  It  cannot  be  coincidence  that  the  closed  preliminary  session  contemplated  by  the  Grunden 
court  bears  a  striking  resemblance  to  the  process  outlined  in  MRE  505(i).  Grunden  requires  the 


1  MREs  412  and  5 13,  which  deal  with  sex  offense  cases  and  psychotherapist/patient  privilege  respectively,  are  not 
relevant  to  the  instant  discussion. 
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Government  to  demonstrate  the  classified  nature  of  the  information.  Id.  Meanwhile,  MRE 
505(i)(3)  requires  the  Government  to  “demonstrate  that  disclosure  of  the  information  reasonably 
could  be  expected  to  cause  damage  to  the  national  security  in  the  degree  required  to  warrant 
classification.”  Grunden  requires  the  Government  to  “delineate  those  portions  of  its  case  which 
will  involve  these  materials.”  2  M.J.  at  122.  Likewise,  MRE  505(i)(4)  mandates  that  the 
Government  “shall  provide  the  accused  with  notice  of  the  information  that  will  be  at  issue.  The 
notice  shall  identify  the  classified  information  that  will  be  at  issue  whenever  that  information 
previously  has  been  made  available  to  the  accused  in  connection  with  proceedings  in  the  same 
case.” 

1 1 .  This  interplay  between  RCM  806  and  MRE  505(i)  makes  logical  sense  because  it  gives  the 
Court  a  process  through  which  to  make  its  RCM  806  ruling.  The  language  of  505(i)  does  not 
limit  its  application  only  to  a  Government  invocation  of  the  Classified  information  privilege,  nor 
does  it  limit  the  application  to  discovery.  Indeed,  MRE  505(i)(2)  states  that  the  rule  applies  to 
the  use  of  classified  information  at  any  proceeding.  The  Rule  further  elaborates  that  it  should  be 
employed  upon  a  showing  of  good  cause  or  a  claim  of  privilege.  One  way  in  which  the 
Government  can  show  the  good  cause  contemplated  by  subsection  (i)(2)  is  by  demonstrating  the 
national  security  nature  of  the  information  as  described  in  subsection  (i)(3)  of  the  Rule.  The 
requirement  in  505(i)(3)  mirrors  the  requirement  of  RCM  806(b)(2)(l).  Thus,  satisfaction  of 
RCM  806(b)(2)(l)  would  qualify  as  the  good  cause  required  to  trigger  a  full  MRE  505(i) 
proceeding. 

12.  RCM  806(b)(2)(3)  requires  the  Court  to  consider  all  reasonable  alternatives  to  closure. 

MRE  505(i)(4)(A)  provides  the  framework  for  those  considerations.  MRE  505(i)(4)(A) 
establishes,  "[pjrior  to  the  in  camera  proceeding,  the  Government  shall  provide  the  accused  with 
notice  of  the  information  that  will  be  at  issue.  This  notice  shall  identify  the  classified 
information  that  will  be  at  issue  whenever  that  information  previously  has  been  made  available 
to  the  accused  in  connection  with  the  proceeding  in  the  same  case."  Here,  the  information  in 
question  has  either  been  provided  to  PFC  Manning  or  the  Defense  team  has  had  access  to  the 
information.  Thus,  the  Government  must  identify  the  specific  classified  information  for  which 
they  are  requesting  closure.  It  is  only  through  this  specific  identification  that  all  parties  can 
engage  in  the  meaningful  consideration  of  alternatives  as  required  by  RCM  806(b)(2)(3).  In 
light  of  the  Government’s  latest  closure  filing,  the  parties  should  conduct  a  hearing  in  accordance 
with  MRE  505(i)  to  discuss  alternatives  to  the  identifications  made  by  the  Government.  Further, 
the  Defense  believes  that  the  Court’s  previous  recommendation  of  a  trial  run  with  a  witness  is 
one  that  would  benefit  all  parties  and  should  be  heeded.  A  trial  run  would  give  the  Court  and  the 
parties  the  ability  to  appreciate  the  practical  realities  of  both  closure  and  the  implementation  of 
alternatives. 

13.  The  Government  has  cited  the  Navy’s  “primer”  for  how  to  try  a  classified  information  case 
in  support  of  its  argument.  The  Navy’s  “primer”  is  simply  the  Navy  Judge  Advocate’s 
recommendation  on  how  to  try  a  classified  evidence  case.  Given  the  lack  of  case  law  in  this 
area,  the  “primer”  is  no  different  than  this  motion;  it  is  an  interpretive  analysis  of  the  Manual  for 
Courts-Martial.  With  respect  to  the  interplay  between  RCM  806  and  MRE  505,  the  Defense 
believes  the  Navy  “primer”  has  it  wrong.  Conspicuous  in  its  absence  from  the  Navy's  analysis  is 
reference  to  the  discussion  of  RCM  806(b)(2),  which  specifically  references  MRE  505(i).  While 
the  similarities  between  the  requirements  of  RCM  806  and  MRE  505  alone  imply  RCM  806’s 
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reliance  on  the  procedure  outlined  in  MRE  505(i),  the  specific  reference  to  505(i)  in  RCM  806’s 
analysis  makes  explicit  this  reliance.  By  failing  to  consider,  or  even  acknowledge,  this  explicit 
link  between  the  two  Rules,  the  Navy’s  “primer”  fails  in  its  analysis  of  RCM  806  and  MRE 

505®. 

14.  The  Grunden  court  discussed  the  need  for  a  preliminary  hearing  to  determine  the 
appropriateness  of  court  closure.  The  process  described  by  the  Grunden  court  is  mirrored  by  the 
process  outlined  in  MRE  505(i).  The  drafters  of  the  Rules  for  Courts-Martial  amended  RCM 
806(b)(2)  to  codify  what  has  been  established  by  military  case  law,  including  Grunden.  See 
Analysis  to  RCM  806.  The  drafters  of  RCM  806  also  made  a  direct  reference  to  MRE  505(i)  as 
part  of  the  Rule’s  discussion.  See  Discussion  to  RCM  806.  Because  the  procedure  for  litigating 
Grunden  is  mirrored  by  MRE  505(i),  RCM  806(b)(2)  codifies  the  case  law  established  by 
Grunden  and  its  progeny,  and  because  the  discussion  to  RCM  806(b)(2)  specifically  references 
MRE  505(i),  it  is  clear  the  procedures  set  forth  in  MRE  505(i)  should  be  employed  by  the  Court 
in  making  a  closure  determination  under  RCM  806(b)(2). 

CONCLUSION 


15.  As  indicated  above,  the  Defense  respectfully  requests  the  Court  employ  the  procedures  set 
forth  in  MRE  505(i)  when  making  a  court  closure  determination  under  RCM  806(b)(2). 


CPT,  JA 
Defense  Counsel 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  MAJ  Ashden 
Fein,  via  electronic  mail,  on  21  March  2013. 


CPT,  JA 
Defense  Counsel 
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UNITED  STATES  OF  AMERICA 


v. 


) 
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) 
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) 
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) 

) 
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GOVERNMENT’S  TARGETED 
BRIEF  ON  “REASON  TO  BELIEVE” 
ELEMENT  IN  18  U.S.C.  §  793(e) 


29  March  2013 


The  United  States,  by  and  through  undersigned  counsel,  provides  the  following  brief 
reiterating  and  clarifying  its  position  on  the  elements  of  18  U.S.C.  §  793(e),  and  the  difference 
between  the  “documents”  and  “information”  clauses  in  the  statute.  This  filing  will  also  briefly 
address  the  issues  raised  by  defense  counsel  during  oral  argument  at  the  Article  39(a)  session  on 
26  February  2013.  The  issue  is  ripe  for  consideration  by  the  Court  because  the  accused’s 
providence  inquiry  established  every  element  of  the  charged  specifications  alleging  misconduct 
in  violation  of  18  U.S.C.  §  793(e),  with  the  exception  of  the  “national  defense  information”  and 
“reason  to  believe”  elements.  However,  in  cases  involving  tangible  items  relating  to  the  national 
defense  -  including  digital  computer  documents  -  the  United  States  is  not  required  to  prove  the 
accused  had  “reason  to  believe”  the  tangible  items  “could  be  used  to  the  injury  of  the  United 
States  or  to  the  advantage  of  any  foreign  nation.” 


PREVIOUS  FILINGS  ADDRESSING  THE  ISSUE 


In  the  Government’s  Response  to  the  Court’s  Clarification  of  Ruling  on  Lesser-Included 
Offenses,  dated  16  November  2012,  the  Government  wrote: 


However,  under  18  U.S.C.  §  793(e),  the  Government  is  not 
required  to  prove  that  the  accused  had  reason  to  believe  the 
information  “could  be  used  to  the  injury  of  the  United  States” 
when  the  accused  had  unauthorized  possession  of  any  “document, 
writing,  code  book,  signal  book,  sketch,  photograph,  photographic 
negative,  blueprint,  plan,  map,  model,  instrument,  appliance,  or 
note  relating  to  the  national  defense.”  See  18  U.S.C.  §  793(e).  In 
other  words,  the  “reason  to  believe”  scienter  requirement  only 
applies  to  intangible  information  relating  to  the  national  defense, 
not  the  tangible  items  listed  above.  See  United  States  v.  Kiriakou, 
2012  WL  4903319,  at  *1  (E.D.  Va.  Oct.  16,  2012)  (“Importantly,  § 
793 [e]  differentiates  between  ‘tangible’  NDI,  described  in  the 
‘documents’  clause  (‘any  document,  ...  or  note  relating  to  the 
national  defense’),  and  ‘intangible’  NDI,  described  in  the 
‘information’  clause  (‘information  relating  to  the  national 
defense’).”);  United  States  v.  Rosen ,  445  F.  Supp.  2d  602,  612 
(E.D.  Va.  2006)  (“Second,  Congress  expanded  the  category  of 
what  could  not  be  communicated  pursuant  to  §§  793(d)  and  (e)  to 
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include  ‘information  relating  to  the  national  defense,’  but  modified 
this  additional  item  by  adding  a  scienter  requirement. 

See  Appellate  Exhibit  391 .  The  Government’s  argument  was  that  the  proffered  specifications  (in 
the  defense  plea)  were  directly  analogous  to  a  violation  of  1 8  U.S.C.  §  793(e)  for  purposes  of 
calculating  the  maximum  punishment  for  the  each  specification. 

In  the  Government’s  Response  to  the  Accused’s  Proffered  Statement  and  Associated 
Instructions,  dated  14  February  2013,  the  Government  wrote: 

In  an  abundance  of  caution,  the  United  States  requests  the  Court 
instruct  the  accused  during  the  providence  inquiry  that  under  the 
“documents”  or  “tangible  items”  clause  of  18  U.S.C.  §  793(e),  the 
Government  is  not  required  to  prove  that  the  accused  had  reason  to 
believe  the  information  transmitted  “could  be  used  to  the  injury  of 
the  United  States.”  In  other  words,  the  “reason  to  believe”  scienter 
requirement  only  applies  to  intangible  information  relating  to  the 
national  defense.  See  United  States  v.  Kiriakou,  2012  WL 
4903319,  at  *1  (E.D.  Va.  Oct.  16,  2012)  (“Importantly,  §  793[e] 
differentiates  between  ‘tangible’  NDI,  described  in  the 
‘documents’  clause  (‘any  document,  ...  or  note  relating  to  the 
national  defense’),  and  ‘intangible’  NDI,  described  in  the 
‘information’  clause  (‘information  relating  to  the  national 
defense’).”);  United  States  v.  Rosen ,  445  F.  Supp.  2d  602,  612 
(E.D.  Va.  2006)  (“Second,  Congress  expanded  the  category  of 
what  could  not  be  communicated  pursuant  to  §§  793(d)  and  (e)  to 
include  ‘information  relating  to  the  national  defense,’  but  modified 
this  additional  item  by  adding  a  scienter  requirement....”);  United 
States  v.  Drake,  818  F.  Supp.  2d  909,  916-17  (“As  the  Government 
points  out,  however,  Defendant’s  brief  conflates  the  different  mens 
rea  requirements  required  for  criminal  violations  involving  the 
‘documents’  clause  and  the  ‘information’  clause  of  Section 
793(e)... Thus,  only  the  second  ‘information’  clause  requires  proof 
of  the  ‘reason  to  believe’  element.”). 

See  Appellate  Exhibit  496.  Aside  from  the  Government’s  cite  to  additional  authority  on  14 
February  2013  (the  Drake  case  above),  the  two  filings  addressing  the  targeted  issue  are 
essentially  the  same. 


ADDITIONAL  AUTHORITY  AND  ANALYSIS 


Because  the  documents  and  videos  charged  in  this  case  are  tangible  items,  the 
Government  is  not  required  to  prove  that  the  accused  had  reason  to  believe  the  charged 
documents,  records,  and  videos  “could  be  used  to  the  injury  of  the  United  States  or  to  the 
advantage  of  any  foreign  nation”  in  order  to  establish  a  violation  of  1 8  U.S.C.  §  793(e). 
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18  U.S.C.  §  793(e)  reads: 

Whoever  having  unauthorized  possession  of,  access  to,  or  control 
over  any  document,  writing,  code  book,  signal  book,  sketch, 
photograph,  photographic  negative,  blueprint,  plan,  map,  model, 
instrument,  appliance,  or  note  relating  to  the  national  defense,  or 
information  relating  to  the  national  defense  which  information  the 
possessor  has  reason  to  believe  could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  of  any  foreign  nation,  willfully 
communicates,  delivers,  transmits,  or  causes  to  be  communicated, 
delivered,  or  transmitted,  or  attempts  to  communicate,  deliver, 
transmit,  or  cause  to  be  communicated,  delivered,  or  transmitted 
the  same  to  any  person  not  entitled  to  receive  it,  or  willfully  retains 
the  same  and  fails  to  deliver  it  to  an  officer  or  employee  entitled  to 
receive  it; 

18  U.S.C.  §  793(e)  (emphasis  added).  The  statute  has  two  different  clauses:  a  “documents” 
clause  and  an  “information”  clause.  See  18  U.S.C.  §  793(e).  The  “documents”  clause  includes 
the  enumerated,  tangible  items  described  in  the  statute.  The  “reason  to  believe”  element  only 
modifies  the  “information”  clause,  an  interpretation  of  the  statute  which  is  supported  by  its  plain 
reading  and  cases  that  have  examined  this  issue.  For  example,  the  trial  court  in  United  States  v. 
Morison  stated  that  the  “plain  language”  of  §§  793(d)  and  (e)  supported  the  Government’s 
interpretation  of  the  intent  requirement — namely,  the  “requirement  [that  the  possessor  must  have 
“reason  to  believe”  the  information  could  be  used  to  the  injury  of  the  United  States]  is  not 
present  for  the  delivery  or  retention  of  photographs  or  documents.”  United  States  v.  Morison, 
604  F.  Supp.  655,  658-59  (D.  Md.  1985),  affd,  844  F.2d  1057  (4th  Cir.  1988).  In  a  later  opinion 
in  Morison,  the  trial  court  further  clarified  that  the  “reason  to  believe”  element  is  not  required  by 
the  statute  under  the  “documents”  clause: 

It  is  also  worthwhile  to  note,  for  the  purpose  of  clarity,  that  the  first 
half  of  both  parts  (d)  and  (e)  of  18  U.S.C.  §  793  defines  the  types 
of  items  or  information  which  is  unlawful  to  either  retain  or 
transmit.  It  defined  all  kinds  of  tangibles:  “any  document, 
writing... or  note  relating  to  the  national  defense,”  and  also 
describes  intangibles:  “information  relating  to  the  national  defense 
which  information  the  possessor  has  reason  to  believe  could  be 
used  to  the  injury  of  the  United  States  or  to  the  advantage  of  any 
foreign  nation.”  The  language  “has  reason  to  believe”  does  not 
create  a  subjective  test  for  the  entire  statute  and  does  not  change  or 
modify  the  meaning  of  willfulness.  Instead,  it  modifies  and 
explains  what  type  of  information  is  included  within  the  statute’s 
scope. 

United  States  v.  Morison,  622  F.  Supp.  1009,  1010-1 1  (D.  Md.  1985),  affd,  844  F.2d  1057  (4th 
Cir.  1988). 
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This  reading  of  the  statute  is  also  compelled  by  the  structure  of  §  793(e).  In  the  statute, 
the  phrase  “national  defense”  is  repeated,  once  for  the  “documents”  clause  and  again  for  the 
“information”  clause.  See  18  U.S.C.  §  793(e).  However,  the  “reason  to  believe”  language 
appears  only  once,  modifying  the  word  “information.”  Id.  Further,  there  is  no  comma  after 
“information  relating  to  the  national  defense,”  suggesting  that  “reason  to  believe”  modifies 
“information”  only.  The  result  of  this  plain  reading  makes  perfect  sense  in  the  context  of  the 
statute.  Section  793(e)  provides  for  different  scienter  requirements  depending  on  the  character  of 
the  national  defense  information  at  issue  in  the  case.  In  cases  involving  documents,  digital  or 
otherwise,  the  accused  must  transmit  the  information  “willfully.”  The  statute  recognizes  that  an 
accused  will  readily  understand  that  a  document  or  enumerated  item  relates  to  the  national 
defense  based  on  its  content,  design,  or  markings.  In  this  case,  the  documents,  records,  or  videos 
at  issue  were  either  conspicuously  marked  with  classifications  or  downloaded  from  classified 
systems.  Intangible  (orally  transmitted)  or  derivative  “information”  (such  as  information  cut  and 
pasted  from  an  original  document)  does  not  share  these  same  characteristics — thus,  the  statute 
requires  an  accused  to  also  have  “reason  to  believe”  the  information  could  be  used  to  the  injury 
of  the  United  States. 

This  interpretation  of  the  statute  is  also  supported  by  the  legislative  history.  Indeed,  in 
discussing  the  legislative  history  of  the  1950  amendments  to  18  U.S.C.  §  793(e),  Justice  White  in 
the  Pentagon  Papers  case  stated  that  “[i]t  seems  clear. .  .that  in  prosecuting  for  communicating  or 
withholding  a  ‘document’  as  contrasted  with  similar  action  with  respect  to  ‘information’  the 
Government  need  not  prove  an  intent  to  injure  the  United  States  or  to  benefit  a  foreign  nation  but 
only  willful  and  knowing  conduct.”  New  York  Times  Co.  v.  United  States,  403  U.S.  713,  738  n.9 
(1971)  (White,  J.,  concurring)  (discussing  S.  Rep.  No.  2369,  pt.  1,  81st  Cong.,  2d  Sess.,  8-9 
(1950)  (“The  phrase  ‘which  information  the  possessor  has  reason  to  believe  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation’  would  modify  only 
‘information  relating  to  the  national  defense’  and  not  the  other  items  enumerated  in  the 
subsection.”));  see  also  Enclosure  1,  at  4  and  7. 

A  NOTE  ON  STEELE  AND  DIAZ 

During  oral  argument  on  26  February  2013,  defense  counsel  argued  that  because  the 
Steele  and  Diaz  opinions  discussed  the  “reason  to  believe”  element  in  cases  alleging  misconduct 
in  violation  of  18  U.S.C.  §  793(e),  it  follows  that  the  Government  must  prove  the  element  in 
order  to  establish  a  violation  of  18  U.S.C.  §  793(e).  This  argument  has  no  merit.  In  those  cases, 
trial  counsel  chose  to  charge  the  accused  under  the  “information”  clause.1  See  United  States  v. 
Steele ,  201 1  WL  414992  (Army  Ct.Crim.App.);  United  States  v.  Diaz,  69  M.J.  127  (C.A.A.F. 
2010);  see  also  Enclosures  2  ( Diaz  Charge  Sheet)  and  3  ( Steele  Charge  Sheet).  Accordingly,  the 
relevant  specifications  in  those  cases  included  the  “information”  scienter  requirement  and  the 
Government  was  required  to  prove  that  element  in  order  to  establish  a  violation  of  the 
specification.  Furthermore,  this  particular  defense  argument  is  uniquely  misleading,  as  the  Steele 
opinion  clearly  and  concisely  explained,  while  rejecting  the  assertion  that  “reason  to  believe” 
meant  “bad  faith,”  that  18  U.S.C.  §  793(e)  defined  two  types  of  national  defense  information 


1  At  least  in  the  Diaz  case,  the  Government  assumes  that  trial  counsel  proceeded  under  the  “information”  clause 
because  the  list  of  detainee  names  and  information,  when  printed  from  the  JDIMS  system,  were  not  marked  with  a 
classification  label.  See  Diaz,  69  M.J.  at  130.  In  this  case,  all  the  documents  were  marked  with  classification  labels. 
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(NDI):  “a.  ‘documents,  writing. .  .or  note,’  or  b.  ‘information  the  possessor  has  reason  to  believe 
could  be  used  to  the  injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation.’” 
Steele,  201 1  WL  414992,  at  *3  (emphasis  in  original).  Additionally,  appellant’s  counsel  in 
Steele  acknowledged  the  difference  between  the  two  types  of  NDI.  Id.  In  short,  the  Diaz  and 
Steele  cases  only  confirm  the  difference  between  the  “documents”  clause  and  the  “information” 
clause  in  the  statute. 

ON  THE  NATURE  OF  “INTANGIBLE  INFORMATION” 

According  to  the  defense,  computer  files  or  documents  are  not  among  the  tangible, 
enumerated  items  in  the  statute.  See  18  U.S.C.  §  793(e)  (“Whoever  having  unauthorized 
possession  of,  access  to,  or  control  over  any  document,  writing,  code  book,  signal  book,  sketch, 
photograph,  photographic  negative,  blueprint,  plan,  map,  model,  instrument,  appliance,  or  note 
relating  to  the  national  defense. ...”).  Instead,  the  defense  asserts  that  computer  files  are 
intangible  information.  Interestingly,  the  Government  notes  the  Steele  court  certainly  thought 
that  computer  files  were  tangible.  See  Steele ,  201 1  WL  414992,  at  *4  (“Here,  the  evidence 
clearly  showed  that  appellant  unlawfully  retained  physical,  tangible  computer  files  and 
documents  containing  NDI  and  not  “intangible”  information  as  in  Rosen.").  This  court  has  also 
indicated  that  for  purposes  of  Rule  for  Courts-Martial  701(a)(2)(A),  emails  are  not  intangible, 
but  “documents”  within  the  meaning  of  the  rule.  See  Appellate  Exhibit  494,  at  33  (“Although 
the  Defense  discovery  request  stated  ‘documents’  and  not  ‘emails’,  emails  can  be  ‘documents’ 
for  purposes  of  RCM  70 1  (a)(2). ...”).  In  short,  there  is  no  authority  for  the  defense  proposition 
that  a  computer  document,  memorandum,  or  file  is  not  a  “document”  or  other  tangible  item 
within  the  meaning  of  1 8  U.S.C.  §  793  unless  it  is  in  paper  form.  The  defense  position  on  this 
point  is  untenable. 


CONCLUSION 


Under  the  facts  of  this  case,  the  Court  can  find  that  the  accused  violated  1 8  U.S.C.  § 
793(e)  by  transmitting  documents  and  videos  relating  to  the  national  defense  without  finding  that 
the  accused  had  “reason  to  believe”  the  information  could  be  used  to  the  injury  of  the  United 
States  or  to  the  advantage  of  any  foreign  nation. 


Assistant  Trial  Counsel 


Enclosures 


1 .  Legislative  History 

2.  Diaz  Charge  Sheet 

3.  Steele  Charge  Sheet 
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I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  David  E.  Coombs, 
Civilian  Defense  Counsel,  via  electronic  mail,  on  29  March  2013. 


J  MORROW 

^PT,  JA 

Assistant  Trial  Counsel 
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Calendar  No.  418 


80th  Congress  ) ' 

SENATE 

(  Report 

1st  Session  f 

|  No.  427 

INTERNAL  SECURITY  OF  THE  UNITED  STATES 


Mat  27  (legislative  day,  Mat  23).  1949.— Ordered  to  be  printed 


Mr.  Eastland,  from  the  Committee  on  the  Judiciary,  submitted 
the  following 

REPORT 

(To  accompany  8.  595) 


The  Committee  on  the  Judiciary,  to  whom  was  referred  the  bDl 
(S.  595)  relating  to  the  internal  security  of  the  United  States,  having 
considered  the  same,  report  favorably  thereon  with  an  amendment  in 
the  nature  of  a  substitute,  and  recommend  that  the  bill,  as  amended, 
do  pass. 

AMENDMENT 

Strike  all  after  the  enacting  clause  and  insert  the  following: 

That  title  18,  United  States  Code,  section  793,  be,  and  the  same  is  hereby^ 
amended  to  read  as  follows: 

“(a)  'Whoever,  for  the  purpose  of  obtaining  information  respecting  the  national 
defense  with  intent  or  reason  to  believe  that  the  information  is  to  be  used  to  the 
injury  of  the  United  States,  or  to  the  advantage  of  any  foreign  nation,  goes  upon, 
enters,  flies  over,  or  otherwise  obtains  information  concerning  any  vessel,  aircraft, 
work  of  defense,  navy  yard,  naval  station,  submarine  base,  fueling  station,  fort, 
battery,  torpedo  Btatfon  dockyard,  canal,  railroad,  arsenal,  camp,  factory,  mine, 
telegraph,  telephone,  wireless,  or  signal  station,  building,  office,  or  other  plaoe 
connected  with  the  national  defense  owned  or  constructed,  or  in  progress  of  con¬ 
struction  by  the  United  States  or  under  the  control  of  the  United  States,  or  of 
any  of  its  officers,  departments,  or  agencies,  or  within  the  exclusive  jurisdiction  of 
the  United  States,  or  aby  place  in  which  any  vessel,  aircraft,  arms,  munitions,  or 
other  materials  or  instruments  for  use  in  time  of  war  are  being  made,  prepared, 
repaired,  or  stored,  under  any  oontract  or  agreement  with  the  United  States,  or 
any  department  or  agency  thereof,  or  with  any  person  on  behalf  of  the  United 
States,  or  otherwise  on  behalf  of  the  United  States,  or  any  prohibited  place  SO 
designated  by  the  President  bV  proclamation  in  time  of  war  or  in  case  of  national 
emergency  in  whioh  anything  for  the  use  of  the  Army,  Navy,  or  Air  Force  is  being 
prepared  or  constructed  or  stored,  information  as  to  which  prohibited  place  the 
President  has  determined  would  be  prejudicial  to  the  national  defense;  or 

"(b)  Whoever,  for  the  purpose  aforesaid,  and  with  like  intent  or  reason  to 
believe,  copies,  takes,  makes,  or  obtains,  or  attempts  to  copy,  take,  make,  or 
obtain,  any  sketch,  photograph,  photographic  negative,  blueprint,  plan,  map. 
model,  instrument,  appliance,  document,  wilting,  or  note  of  anything  connected 
with  the  national  defense;  or 
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“(c)  Whoever,  for  the  purpose,  aforesaid,  receives  or  obtains  or  agrees  or 
attempts  to  receive  or  obtain  from  any  person,  or  from  any  source  whatever,  any 
document,  writing,  code  book,  signal  book,  sketch,  photograph,  photographic 
negative,  blueprint,  plan,  map,  model,  instrument,  appliance,  or  noto,  of  anything 
connected  with  the  national  defense,  knowing  or  having  reason  to  believe,  at  the 
time  he  receives  or  obtains,  or  agrees  or  attempts  to  receive  or  obtain  it,  that  it  has 
been  or  will  be  obtained,  taken,  made,  or  disposed  of  by  any  person  contrary  to  the 
provisions  of  this  chapter;  or 

“(d)  Whoever,  lawfully  having  possession  of,  access  to,  control  over,  or  being 
entrusted  with  any  document,  waiting,  code  book,  signal  book,  sketch,  photograph, 
photographic  negative,  blueprint,  plan,  map,  model,  instrument,  appliance,  or 
note  relating  to  the  national  defense,  or  information  relating  to  the  national 
defense  which  information  the  possessor  has  reason  to  believe  could  be  used  to 
tho  injury  of  the  United  States  or  to  the  advantage,  of  any  foreign  nation,  willfully 
communicates,  delivers,  transmits  or  causes  to  be  communicated,  delivered,  or 
transmitted  or  attempts  to  communicate,  deliver,  transmit  or  caus,e  to  be  com¬ 
municated,  delivered,  or  transmitted  the  same  to  any  person  not  entitled  to 
receive  it,  or  willfully  retains  the  same  and  fails  to  deliver  it  on  demand  to  the 
officer  or  employee  of  the  United  States  entitled  to  receive  it;  or 

“(e)  Whoever  having  unauthorized  possession  of,  access  to,  or  control  over 
any.  document,  wrlting.code  book,  signal  book,  sketch,  photbgraph,  photographic 
negative,  blueprint,  plan,  nmp,  model,  instrument,  appliance,  or  note  relating  to 
the  national  defense,  or  information  relating  to  the  national  defense  which  infor¬ 
mation  the  possessor  has  reason  to  believe  could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  of  any  foreign  nation,  willfully  communicates, 
delivers,  transmits  or  causes  to  be  communicated,  delivered,  or  transmitted,  or 
attempts  to  communicate,  deliver,  transmit  or  cause  to  be  communicated,  deliv¬ 
ered,  or  transmitted  the  same  to  any  person  not  entitled  to  receive  it,  or  willfully 
retains'  the  same  and  fails  to  deliver  it  to  the  officer  or  employee  of  the  United 
States  entitled  to  receive  it;  or 

“(f)  Whoever,  being  entrusted  with  or  having  lawful  possession  or  control  of 
any  document,  writing,  code  book,  signal  book,  sketch,  photograph,  photographio 
negative,  blueprint,  plan,  map,  model,  instrument,  appliance,  note,  or  infor- 
'mntion,  relating  to  the  national  defense,  (1)  through  gross  negligence  permits  the 
aamc  to  be  removed  from  its  proper  place  of  custody  or  delivered  to  anyone  in 
violation  of  his  trust,  or  to  be  lost,  stolen,  abstracted,  or  destroyed,  or  (2)  having 
knowledge  that  the  same  has  been  illegally  removed  from  its  proper  place  of 
custody  or  delivered  to  anyone  in  violation  of  his  trust,  or  lost,  or  stolen, 
abstracted,  or  destroyed,  and  fails  to  make  prompt  report  of  such  loss,  theft, 
abstraction,  or  destruction  to  his  superior  officer — 

“Shall  be  fined  not  more  than  $10,000  or  imprisoned  not  more  than  ten  years, 
or  both. 

“(g)  If  two  or  more  persons  conspire  to  violate  any  of  the  foregoing  provisions 
of  this  section,  and  one  or  more  of  Buch  persons  do  any  act  to  effect  the  object 
of  the  conspiracy,  each  of  the  parties  to  such  conspiracy  shall  be  subject  to  the 
punishment  provided  for  the  offense  which  is  the  object  of  such  conspiracy.” 

Sec.  2.  An  indictment  for  any  violation  of  title  18,  United  States  Code,  section 
792,  793,  or  794,  may  be  found  at  any  lime  within  ten  years  next  after  such  viola¬ 
tion  shall  have  been  committed.  This  section  shall  not  authorize  prosecution, 
trial,  or  punishment  for  any  offense  now  barred  by  tho  provisions  of  existing  law. 

Sec.  3.  The  Act  of  June  8,  1938  (52  Stat.  G31;  22  U.  S.  C.  011-G21),  entitled 
*An  Act  to  require  tho  registration  of  certain  persons  employed  by  agencies  to 
disseminate  propaganda  in  the  United  States,  and  for  other  purposes”,  as  amended, 
is  hereby  further  amended  os  follows: 

(a)  Strike  out  the  word  "and”  at  the  end  of  section  1  (c)  (3),  insert  the  word 
*and”  at  the  end  of  section  1  (c)  (4),  and  add  the  following  subsection  imme¬ 
diately  after  section  1  (c)  (4) : 

"(5)  any  person  who  has  knowledge  of  or  lias  received  instruction  or 
assignment  in  the  espionage,  counterespionage,  or  sabotage  service  or  tactics 
of  a  government  of  a  foreign  country  or  of  a  foreign  political  party,  unless 
such  knowledge,  instruction,  or  assignment  lias  been  acquired  by  reason 
.  .  of  civilian,  military,  or  police  service  with  ihc  United  Ml  ales  CScvcrnnicut,  the 
governments  of  the  several  States,  their  political  subdivisions,  the  District 
of  Columbia,  the  Territories,  the  Canal  Zone,  or  the  insular  possessions,  or 
unless  auch  knowledge  has  been  acquired  solely  by  reason  of  academie 
or  personal  interest  not  under  the  supervision. of  or  in  preparation  for  service 
with  the  government  of  a  foreign  country  or  a  foreign  political  party  or 
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unless,  by  reason  of  employment  at  any  time  by  an  jgenoy  of  the  United 
States  Government  having  responsibilities  in  the  field  of  intelligence,  such 
person  has  made  full  written  disclosute  of  such  knowledge  or  instruction  to 
officials  within  such  agency,  such  disclosure  has  been  made  a  matter  of 
record  in  the  files  of  such  agency,  and  a  written  determination  has  been 
made  by  the  Attorney  General  or  the  Director  of  Central  Intelligence  that 
registration  would  not  be  in  the  interest  of  national  security.” 

(b)  Add  the  following  subsection  immediately  after  section  8  (d): 

"8.  (e)  Failure  to  file  any  such  registration  statement  or  supplements  thereto 
as  is  required  by  either  section  2  (a)  or  section  2  (b)  shall  be  considered  a  con¬ 
tinuing  offense  for  as  long  as  such  failure  exists,  notwithstanding  any  statute  of 
limitation  or  other  statute  to  the  contrary;” 

Sec.  4.  (a)  Whoever  willfully  shall  violate  any  such  regulation  or  order  as, 
pursuant  to  lawful  authority,  shall  bo  or  has  been  promulgated  or  approved  by 
the  Secretary  of  Defense,  or  by  any  military  commander  designated  by  the 
Secretary  of  Dcfenso,  for  the  protection  or  security  of  military  or  naval  aircraft, 
airports,  airport  facilities,  vessels,  harbors,  ports,  piers,  water-front  facilities, 
bases,  forts,  posts,  laboratories,  stations,  vehicles,  equipment,  explosives,  or  other 
property  or  places  subject  to  the  jurisdiction,  administration,  or  in  the  custody 
of  the  National  Military  Establishment,  any  Department  or  agency  of  which 
said  Establishment  consists,  or  any  officer  or  employee  of  said  Establishment, 
Department  or  agency,  relating  to  fire  hazards,  fire  protection,  lighting,  machin- 
'  ery,  guard  service,  disrepair,  disuse  or  other  unsatisfactory  conditions  thereon, 
or  the  ingress  thereto  or  egress  or  removal  of  persons  therefrom,  or  otherwise 
providing  for  safeguarding  the  same  against  destruction,  loss,  or  injury  by  acci¬ 
dent  or  by  enemy  action,  sabotage  or  other  subversive  actions,  shall  be  guilty 
of  a  misdemeanor  and  upon  conviction  thereof  shall  be  liable  to  a  fine  of  not  tb 
exceed  $5,000  or  to  imprisonment  for  not  more  than  one  year,  or  both.  . 

(b)  Every  such  regulation  or  order  shall  be  posted  in  conspicuous  and  appro¬ 
priate  places. 

(c)  In  time  of  war,  or  n&tional  emergency  as  proclaimed  by  the  President,  the 
provisions  of  this  section  may  Ixj  extended  by  Presidential  proclamation  to  in¬ 
clude  such  property  and  places  as  the  President  may  therein  designate  in  the 
interest  of  national  security. 

(d)  If  any  provision  of  this  section  or* the  application  of  such  provision  to  any 
circumstance  shall  be  held  invalid,  the  validity  of  tho  remainder  of  this  section 
and  the  application  of  such  provision  to  other  circumstances  shall  not  be  affected 
thereby. 

PURPOSE  OF  AMENDMENT 

In  general,  the  purpose  of  the  amendment  is  to  make  the  bill,  as 
introduced,  conform  to  the  concern  of  the  sponsor  mid  subcommittee 
about  the  deletion  of  certain  subject  matter  and  to  tho  changes 
necessitated  by  the  evidence  brought  out  in  the  hearings.  The 
quantum  and  complexity  of  the  individual  amendments  warranted 
the  entire  rewriting  of  the  legislation  that  it  may  be  reported  with 
ono  amendment  in  the  nature"  of  a  substitute. 

Specifically,  the  amendment  accomplishes  the  following  (taken  in 
chronological  order  of  sections  and  subsections): 

Section  1,  subsection  (a) 

The  words  “or  Air  Force”  have  been  inserted  following  the  words 
“Army  or  Navy”  on  line  17,  page  2,  of  the  bill  as  introduced.  The 
purpose  of  this  amendment  is  to  include  places  in  which  anything  is 
being  prepared  or  constructed  for  the  Air  Force,  as  well  as  places  in 
which  anything  is  being  prepared  or  constructed  for  the  Army  and 
Navy.  'The  reason  for  this  is  that  the  Air  Force  has  become  a  sep-t 
.  aratc  entity  since  the  original  enactment  of  the  espionage  statutes. 

Following  the  word  “which”  found  on  page  2,  line  18,  of  the  bill  as 
introduced  there  has  been  inserted  the  words  “prohibited  place”. 
The  purpose  of  this  second  amendment  in  subsection  (a)  is  purely  for 
clarity  indicating  to  what  the  word  “which”  refers. 
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Section  1,  subsection  (6) 

No  change  from  the  bill  as  introduced. 

Section  1,  subsection  (c) 

No  change  from  the  bill  as  introduced. 

Section  1,  subsection  (d) 

Following  the  word  “which"  found  on  page  3,  line  17,  of  the  bill  As 
introduced  there  has  been  inserted  the  words  “information  the 
possessor  has  reason  to  believe".  The  purpose  of  this  amendment  is 
to  require  some  degree  of  scienter  in  order  to  constitute  a  violation 
of  the  subsection  insofar  as  the  unlawful  transmission  of  “information” 
is  concerned. 

Following  the  word  “nation"  found  on  page  3,  line  19,  of  the 
bill  as  introduced  there  was  deleted  all  down  to  and  including  the 
word  “transmit"  found  on  line  20  of  the  same  page  of  the  bill  as 
introduced  and  was  inserted  in  lieu  thereof  the  following: 
willfully  communicatee,  delivers,  transmits  or  causee  to  be  communloated, 
delivered,  or  transmitted,  or  attempts  to  communioate,  deliver,  transmit  or 
cause  to  be  communioated,  delivered,  or  transmitted. 

The  purpose  of  this  amendment  is  to  include  the  delivery,  as  well 
as  communication  or  transmission  of  the  items  included  in  the  sub¬ 
section,  and  also  to  include  those  persons  who  would  cause  suoh 
communication,  delivery,  or  transmission  as  well  as  those  who  actually 
communicate,  deliver,  or  transmit  such  items. 

Section  1,  subsection  (e) 

The  same  amendment  is  made  following  the  word  “nation”  on  page 
4,  line  5,  of  the  bill  as  introduced  as  made  in  the  second  amendment 
in  section  1,  subsection  (d),  immediately  above. 

Section  1 ,  subsection  (J) 

Following  the  word  “model"  found  on  page  4,  line  14,  of  the, bill  as 
introduced  there  1ms  been  inserted  the  words  “  instrument,  appliance,”. 
The  purpose  of  this  amendment  is  merely  to  add  instruments  and  ap¬ 
pliances  among  the  items  enumerated  in  the  subsection. 

On  page  4,  line  21,  of  the  bill  a9  introduced  the  word  “actually"  has 
been  deleted.  The  purpose  of  this  amendment  is  merely  to  eliminate 
the  word  “actually”  as  superfluous. 

On  page  4,  line  22,  of  the  bill  as  introduced  the  word  “thereof"  has 
been  deleted,  and  there  has  been  inserted  in  its  place  the  words  “of 
such  Iobs,  theft,  abstraction,  or  destruction".  The  purpose  of  this 
amendment  is  merely  for  clarity  and  does  not  change  the  substance  of 
the  subsection. 

Section  1,  subsection  (g) 

On  page  5,  line  1,  of  the  bill  as  introduced  there  has  been  deleted 
the  wordf  “the"  and  inserted  in  lieu  thereof  the  words  “any  of  the 
foregoing".  The  purpose  of  this  amendment  is  merely  for  clarity  and 
does  not  change  the  substance  of  the  subsection. 

Since  the  remaining  sections  of  the  bill  as  introduced  and  sections 
of  the  substitute  amendment  are  not  comparable  because  of  consider¬ 
able  change  in  the  sectional  numeration,  the  following  changes  will 
be  considered  by  page  and  line  reference  to  the  bill  as  introduced. 
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On  page  6  of  the  bill  as  introduced,  section  2  has  been  deleted  en 
toto.  The  purpose  of  this  amendment  is  to  delete  a  section  which 
appears  superfluous,  inasmuch  as  the  prosecution  of  all  Federal  offenses 
is  under  the  direction  of  the  Attorney  General. 

On  page  5,  line  11,  of  the  bill  as  introduced,  the  numeral  “3"  har 
been  struck  and  the  numeral  “2"  inserted  in  lieu  thereof.  The  pur¬ 
pose  of  this  amendment  is  merely  to  renumber  the  section. 

On  page  6,  line  13,  of  the  bill  as  introduced,  the  words  “without 
regard  to  any  statute  of  limitations."  have  been  deleted,  and  there  has 
been  inserted  in  lieu  thereof  the  words  “within  10  years  next  after  such 
violation  shall  have  been  committed.”  The  purpose  of  this  amend¬ 
ment  is  to  provide  a  statute  of  limitations  of  10  years  with  respect  to 
the  prosecution  of  espionage  violations,  rather  than  removing  such 
violations  from  the  statute  of  limitations  entirely  as  originally  pro¬ 
posed. 

On  page  5,  line  17,  of  the  bill  as  introduced,  the  numeral  “4”  has 
been  struck  and  the  numeral  “3”  inserted  in  lieu  thereof.  The  pur¬ 
pose  of  this  amendment  is  merely  to  renumber  the  section. 

In  addition  to  certain  minor  technical  amendments,  the  following 
has  been  added  to  line  9,  page  6,  after  changing  the  semicolon  to  a 
comma: 

the  governments  of  the  several  States,  their  politloal  subdivisions,  the  Distriot  of 
Columbia,  the  Territories,  the  Canal  Zone,  and- the  insular  possessions,  or  unless 
suoh  knowledge  has  been  acquired  solely  by  reasou  of  aoademlc  or  personal  Interest 
not  under  the  supervision  of  or  in  preparation  for  service  with  the  government  of 
a  foreign  country  or  a  foreign  political  party 

The  purpose  of  this  amendment  iB  to  include  within  the  proviso  or 
exception  those  enumerated  therein  in  the  belief  that  there  should  be 
no  intention  to  include  such  parties  nor  would  their  inclusion  contribute 
to  the  internal  security  of  the  country. 

Following  the  word  “party"  in  the  amendment  immediately  above 
there  has  been  added  the  additional  words  as  follows: 
or  less,  by  reason  of  employment  at  any  time  by  an  agency  of  the  United  States 
Government  having  responsibilities  in  the  field  of  intelligence,  such  person  has 
made  full  written  disclosure  of  such  knowledge  or  instruction  to  officials  within 
such  agency,  such  disclosure  has  been  made  a  matter  of  record  in  the  files  of  suoh 
agency,  and  a  written  determination  has  been  made  by  the  Attorney  General 
or  the  Director  of  Central  Intelligence  that  registration  would  not  be  in  the 
Interest  of  national  security. 

The  purpose  of  this  amendment  is  merely  to  add  another  category 
of  persons  who  would  not  be  required  to  register  under  the  section. 

.  On  page  6,  line  12,  in  the  bill  as  introduced,  there  has  been  deleted 
everything  after  the  word  “file”  down  through  and  including  the 
word  “and”  on  line  13  and  there  has  been  inserted  in  lieu  thereof  the 
following:  “any  such  registration  statement  or  supplements  thereto 
as  is  required  by  either  section  2  (a)  or.”  The  purpose  of  this 
amendment  is  merely  for  clarity  and  does  not  change  tne  substance 
of  the  section. 

On  page  6,  line  17  of  the  bill  as  introduced,  delete  section  6  in  toto. 
The  wire-tapping  provision  has  been  stricken  since  the  sponsor  and 
your  committee  experienced  concern  both  as  to  the  advisability  of 
enacting  such  a  section  and  as  to  the  propriety  of  joining  it  with 
amendments  to  the  espionage  lawB.  After  some  consultation  it  was 
decided  to  introduce  a  bill  in  the  nature  of  a  substitute  which  omitted 
wire-tapping  and  on  which  the  hearings  were  held. 
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On  page  8  of  the  bill  as  Introduced,  commencing  with  and  including 
line  23,  strike  out  the  remainder  of  the  bill  and  insert  the  following  in 
lieu  thereof: 

Sec.  4.  (a)  Whoever  willfully  shall  violate  any  such  regulation  or  order  as < 

§ursuant  to  lawful  authority,  shall  be  or  has  been  promulgated  or  approved  by  the 
eerctary  of  Defense,  or  by  any  military  commander  designated  by  the  Secretary 
of  Defense,  for  the  protection  or  security  of  military  or  naval  aircraft,  airports, 
airport-  facilities,  vessels,  harbors,  ports,  piers,  water-front  facilities,  bases,  forts, 
posts,  laboratories,  stations,  vehicles,  equipment,  explosives,  or  other  property 
or  places  subject  to  the  jurisdiction,  administration,  or  in  the  custody  of  the 
National  Military  Establishment,  any  Department  or  agency  of  which  said  Es¬ 
tablishment  consists,  or  any  officer  or  employee  of  said  Establishment,  Depart¬ 
ment,  or  agency,  relating  to  fire  hazards,  fire  protection,  lighting,  machinery,  guard 
service,  disrepair,  disuse,  or  other  unsatisfactory  conditions  thereon,  or  the  ingress 
thereto  or  egress  or  removal  of  persona  therefrom,  or  otherwise  providing  for 
safeguarding  the  same  against  destruction,  loss,  or  injury  by  accident  or  by  enemy 
action,  sabotage  or  other  subversive  actions,  shall  be  guilty  of  a  misdemeanor  and 
upon  conviction  thereof  shall  be  liable  to  a  fine  of  not  to  exceed  $5,000  or  to 
imprisonment  for  not  moro  than  one  year,  or  both. 

(b)  Every  such  regulation  or  order  shall  be  posted  in  conspicuous  and  ap¬ 
propriate  places. 

(c)  In  time  of  war,  or  national  emergency  as  proclaimed  by  the  President,  tho 
provisions  of  this  section  may  be  extended  by  Presidential  proclamation  to 
include  such  property  and  places  as  the  President  may  therein  designate  in  the 
interest  of  national  security. 

(d)  If  any  provision  of  this  section  or  the  application  of  such  provision  to  any 
circumstance  shall  be  held  invalid,  the  validity  of  the  remainder  of  this  section 
and  the  application  of  such  provision  to  other  circumstances  shall  not  be  affected 
thereby. 

The  purpose  of  this  amendment  is  to  combine  sections  6  and  7  of 
the  bill  as  introduced  into  one  section,  covering  the  protection  of  both 
water  and  air  facilities,  rather  than  having  a  separate  section  for  each 
facility.  The  amendment  also  makes  it  clear  that,  except  in  time  of 
war  or  national  emergency,  the  provisions  of  the  section  shall  apply 
only  to  military  properly.  Section  8  of  tho  bill  has  been  deleted  as 
superfluous. 

STATEMENT 

The  bill  was  introduced  at  the  request  of  the  Attorney  General  of 
the  United  States  and  has  been  drafted  to  carry  out  the  recommenda¬ 
tions  of  the  Interdepartmental  Intelligence  Committee,  composed  of 
representatives  of  Military  Intelligence  and  the  Federal  Bureau  of  In¬ 
vestigation  of  the  Department  of  Justice.  The  recommendations 
reflect  conclusions  which  were  unanimously  reached  by  the  Interde¬ 
partmental  Intelligence  Committee,  after  a  thorough  study  of  the 
provisions  and  inadequacies  of  existing  law,  beginning  in  1945,  and' 
arc  based  on  the  nceas  and  experiences  of  the  investigative  agencies 
during  both  World  War  II  and  peacetime. 

The  first  section  of  the  substitute  amendment  would  amend  the 
fourth  paragraph  of  title  18,  United  States  Code,  section  793  (sub¬ 
sec.  1  (d)  of  the  bill),  to  provide  that  only  those  who  have  lawful 
possession  of  the  items  relating  to  national  defense  enumerated 
therein  shall  be  subject  to  its  provisions.  This  is  proposed  in  view  of 
the  fact  that  a  refusal  to  deliver  such  items  in  response  to  a  proper 
demand  therefor  is  an  clement  of  an  offense  under  existing  law, 
whereas  it  is  deemed  advisable  that  those  who  have  unauthorized 
possession  of  such  items  should  be  subject  to  the  provisions  of  & 
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separate  subsection,  as  hereinafter  explained,  and  required  to  sur¬ 
render  them  to  the  proper  authorities  regardless  of  the  demand 
therefor. 

The  first  section  of  the  substitute  amendment  would  also  amend  the 
fourth  paragraph  of  title  18,  United  States  Code,  section  793  (subsec.  1 
(d)  of  the  bill)  to  include  “information  relating  to  the  national  defense, 
which  information  the  possessor  has  reason  to  believe  could  be  used 
to  the  injury  of  the  United  States  or  to  the  advantage  of  any  foreign 
nation”  among  the  items  of  which  the  unauthorized  transmission  or 
retention  would  be  unlawful.  The  phrase  “which  information  the 
possessor  has  reason  to  believe  could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  of  any  foreign  nation”  would  modify 
only  “information  relating  to  the  national  defense”  and  not  the  other 
items  enumerated  in  the  subsection.  It  is  deemed  advisable  to 
broaden  the  subsection  to  include  such  information,  in  order  to  render 
the  law  more  effective  against  unauthorized  transmissions  and  reten¬ 
tions  which  may  not  come  within  the  existing  specifically  enumerated 
items  but  which  are  considered  nonetheless  dangerous  to  the  national 
security. 

The  first  section  of  the  substitute  amendment  would  amend  title  18, 
United  States  Code,  section  793,  to  provide  (subsec.  1  (e)  of  the 
bill)  that  those  who  have  unauthorized  possession  of  the  items  enumer¬ 
ated  therein  must  surrender  possession  thereof  to  the  proper  authorities 
regardless  of  a  demand  therefor.  Existing  law  provides  no  penalty 
for  the  unauthorized  possession  of  such  items  unless  a  demand  for 
them  is  made  by  the  person  entitled  to  receive  them.  The  dangers 
surrounding  the  unauthorized  possession  of  the  items  enumerated  in 
this  statute  are  self-evident,  and  it  is  deemed  advisable  to  require 
their  surrender  in  such  a  case,  regardless  of  demand,  especially  since 
their  unauthorized  possession  may  be  unknown  to  the  authorities  who 
would  otherwise  make  the  demand.  In  summary,  the  only  differe- 
ence  between  subsection  1  (d)  and  subsection  1  (e)  of  title  18,  United 
States  Code,  section  793,  if  amended  as  indicated,  would  be  that  a 
demand  by  the  person  entitled  to  receive  the  items  would  be  a  neces¬ 
sary  element  of  an  offense  under  subsection.  1  (d)  where  the  possession 
is  lawful,  whereas  such  a  demand  would  not  be  a  necessary  element  of 
an  offense  under  subsection  1  (e)  where  the  possession  is  unauthorized. 

The  first  section  of  the  substitute  amendment  would  amend  title 
18,  United  States  Code,  section  793,  by  adding  a  provision  (subsec.  1 
(f)  (2))  to  provide  for  the  punishment  of  those  who  arc  entrusted  with 
the  items  relating  to  national  defense  enumerated  therein  and  who 
have  knowledge  of,  but  fail  to  report,  the  loss,  theft,  abstraction, 
destruction,  or  unlawful  transmission  of  such  items.  The  danger  of 
Buch  an  item,  e.  g.f  a  code  book  or  plan  of  operation,  being  lost,  stolen, 
or  compromised  by  the  enemy  or  prospective  enemy,  needs  no  em¬ 
phasis.  As  an  illustration,  it  is  now  common  knowledge  that  our 
compromise  of  an  enemy  coding  system  was  an  important  factor  in 
our  defense  and  operations  against  the  enemy  in  the  early  and  vital 
stages  of  World  War  II.  It  is  not  unreasonable  to  assume  that  the 
advantage  would  be  reversed  should  an  enemy  compromise  a  coding 
Bystem  of  the  United  States.  The  existing  law  provides  no  penalty 
for  the  failure  to  roport  such  knowledge  by  those  entrusted  with  the 
above  items. 
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The  first  section  of  the  substitute  amendment  (subsec.  1  (g)) 
would  amend  title  18,  United  States  Code,  section  793,  to  provide  a 
penalty,  identical  to  the  penalty  provided  for  a  conspiracy  to  violate 
section  794,  for  a  conspiracy  to  violate  section  793.  There  appears  to 
be  no  reason  why  a  conspiracy  to  violate  section  793  should  not  be 
similarly  punishable  as  a  conspiracy  to  violate  section  794. 

The  first  section  of  the  substitute  amendment  would  designate  the 
several  paragraphs  of  title  18,  United  States  Code,  section  793,  as 
subsections  "(a)”  through  "(g)"  for  purposes  of  convenient  reference. 

Section  2  of  tne  substitute  amendment  would  provide  that  an  indict¬ 
ment  for  the  violation  of  section  792,  793,  or  794  of  title  18,  United 
States  Code,  could  be  found  within  10  years  after  the  commission  of 
such  violation.  Under  existing  law  (18  U.  S.  C.  3282),  the  statute  of 
limitations  with  respect  to  a  violation  of  section  792,  793,  or  794 -in 
peacetime  is  only  3  years.  A  violation  of  section  794  during  war  con¬ 
stitutes  a  capital  offense  and  is  therefore  not  subject  to  the  statute  of 
limitations  (18  U.  S.  C.  3282).  In  view  of  the  fact  that  a  violation  of 
section  792,  793,  or  794  during  either  peace  or  war  may  not  be  de¬ 
tected,  or  the  identity  of  the  violator  discovered,  until  more  than  3 
years  after  the  violation  was  committed,  e.  g.,  until  hostilities  cease 
and  the  records  of  the  enemy  are  accessible,  it  is  considered  advisable 
to  amend  the  existing  law  so  that  the  prosecution  of  an  espionage 
violation  may  be  instituted  within  10  years  after  the  commission  of 
the  violation.  Such  an  amendment  would  also  permit  the  prosecu¬ 
tion  and  consequent  public  disclosures  of  such  offenses  to  be  held  in 
abeyance,  for  strategical  purposes,  pending  the  detection  and  appre¬ 
hension  of  other  offenders  who  may  also  be  involved  in  the  same  or 
affiliated  espionage  ring.  The  amendment,  of  course,  because  of  the 
constitutional  bar  against  ex  post  facto  criminal  laws,  would  not  au¬ 
thorize  the  prosecution  or  punishment  of  an  offense  which  is  already 
barred  by  existing  law. 

Section  3  (a)  of  the  substitute  amendment  would  amend  the  Foreign 
Agents  Registration  Act  of  June  8,  1938,  as  amendod  (22  U.  S.  C. 
611-621),  by  adding  a  subsection  1  (c)  (5)  immediately  after  subsec¬ 
tion  1  (c)  (4)  (22  U.  S.  C.  611  (c)  (4))  to  require  the  registration  of 
persons  who  have  knowledge  of,  or  have  received  instruction  or  assign¬ 
ment  in,  the  espionage,  counterespionage,  or  sabotage  service  or  tactics 
of  a  foreign  government  or  a  foreign  political  party,  unless  such  knowl¬ 
edge  or  instruction  has  been  acquired  by  reason  of  civilian,  military, 
or  police  service  with  the  United  States  Government  or  the  govern¬ 
ments  of  the  several  States,  or  unless  such  knowledge  has  been  ac¬ 
quired  solely  by  reason  of  academic  or  personal  interest  not  under  the 
supervision  of,  or  in  preparation  for,  service  with  the  government  of  a 
foreign  country  or  a  foreign  political  party,  or  unless,  by  reason  of 
employment  by  an  intelligence  agency  of  the  United  States  Govern¬ 
ment,  such  person  has  made  full  disclosure  of  such  knowledge  or 
instruction  to  officials  within  such  agency. 

Under  existing  law,  a  person  trained  by  a  foreign  government  for 
purposes  of  espionage  or  sabotage  is  immune  to  prosecution  provided 
there  is  no  substantial  evidence  of  his  having  violated  the  espionage 
laws,  and  he  is  in  no  way  obliged  to  divulge  either  his  intentions  or  the 
very  useful  information  which  is  peculiarly  within  his  knowledge, 
information  which  if  acquired  by  our  counterintelligence  agencies 
could  spell  the  difference  between  success  and  catastrophe  in  counter- 
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acting  the  plans  and  tactics  of  an  enemy.  Examples  of  those  who 
would  come  within  this  category  are  those  whose  operations  may  defy 
detection  and  those  who  may  be  dispatched  to  this  country  for 
purposes  of  espionage  or  sabotage  ana  who  either  postpone  their 
operations  until  an  opportune  time  or,  for  fear  of  apprehension  or 
other  reason,  abandoned  their  mission.  The  amendment  would  serve 
a  threefold  purpose,  namely,  to  discourage  further  the  unknown 
presence  of  potential  spies  and  saboteurs;  to  provide  a  basis  for  the 
prosecution  of  unregistered  potential  spies  and  saboteurs  before  they 
committ  an  act  of  espionage  or  sabotage;  and  to  assist  this  Govern¬ 
ment  in  its  counterintelligence  work  by  acquiring  the  information 
regarding  foreign  espionage  and  sabotage  systems  and  tactics  that 
would  be  disclosed  by  those  who  elected  to  register  rather  than  run 
the  risk  of  prosecution  for  not  so  registering. 

Section  3  (b)  of  the  substitute  amendment  would  amend  the  Foreign 
Agents  Registration  Act  by  adding  the  subsection  8  (e)  immediately 
after  subsection  8  (d)  (22  U.  S.  C.  618  (d))  to  provide  that  a  failure 
to  file  a  registration  statement  or  supplements  thereto  as  required  by 
sections  2  (a)  or  2  (b)  (22  U.  S.  C.  612  (a)  (b))  shall  be  considered  a 
continuing  offense  for  as  long  as  such  failure  exists,  notwithstanding 
any  statute  of  limitations  or  other  statute  to  the  contrary.  The 
purpose  of  this  subsection  is  to  permit  the  prosecution  of  an  offender 
at  any  time  during  the  period  he  continues  to  disregard  the  statute 
and  not  merely  within  a  3 -year  period  from  the  time  that  he  first 
became  subject  to  the  law  and  should  have  registered  but  failed  to 
do  so. 

Section  4  of  the  substitute  amendment  would  provide  a  maximum 
penalty  of  a  $5,000  fine  and  1  year  imprisonment  for  the  willful  viola¬ 
tion  of  regulations  or  orders  promulgated  by  the  Secretary  of  Defense 
respecting  the  protection  of  military  property.  A  si  ilar  law,  respect¬ 
ing  the  protection  of  vessels  and  waterfront  facilities,  approved  July  9 
1943  (50  App.  U.  S.  C.  1312),  existed  during  World  War  II,  but  ex- 
p  red  by  reason  of  its  own  provision  on  June  30,  1947.  The  section  is 
deemed  advisable  in  order  to  provide  protection  for  military  property 
from  both  accidental  and  deliberate  danger.  The  section  would  also 
provide  that  in  time  of  war,  or  national  emergency  as  proclaimed  by 
the  President,  the  provisions  may  be  extended  by  Presidential  procla¬ 
mation  to  include  such  property  and  places  as  the  President  may  desig¬ 
nate  in  the  interest  of  national  security. 

The  entire  bill  as  amended  by  your  committee  has  been  drafted  to 
serve  the  needs  of  the  departments  of  Justice,  the  Army,  the  Air 
Force,  and  the  Navy  in  the  successful  discharge  of  their  responsi¬ 
bility  to  protect  and  improve  the  internal  security  of  the  Nation. 
The  swift  and  more  devastating  weapons  of  modern  warfare,  coupled 
with  the  treacherous  operations  of  those  who  would  weaken  our  coun¬ 
try  internally,  preliminary  to  and  in  conjunction  with  external  attack, 
have  made  it  imperative  that  we  strengthen  and  maintain  an  alert 
and  effective  vigilance. 
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»  _ 1 

CHARGE  SHEET 


I.  PERSONAL  DATA 


1.  NAME  OF  ACCUSED  (L fSt.  First  Ml) 

Diaz,  Matthew  M. 

2.  SSN 

 '  ) 

3.  RANK/RATE 

LCDR 

4.  PAY  GRADE 

0-4 

5.  UNtT  OR  ORGANIZATION 

Region  Legal  Service  Office  Southeast  Jacksonville.  FL 

«.  CURRENT  SERVICE 

a.  INITIAL  DATE 

b.  TERM 

INDEFINITE 

7.  PAY  PER  MONTH 

8.  NATURE  OF  RESTRAINT  OF  ACCUSED 

None 

«.  GATE<$)  IMPOSED 

None 

a.  BASIC 

b.  SEA/FOREIGN  DUTY 

c.  TOTAL 

jam 

It.  CHARGES  AND  SPECIFICATIONS 


10.  CHARGE:  j  Violation  of  the  UCMJ,  Article  92 

Specification  1:  In  that  Lieutenant  Commander  Matthew  M.  Diaz,  JAGC,  U.S.  Navy.  Region  Legal 
Service  Office  Southeast,  Jacksonville,  Florida,  on  active  duty,  did,  at  or  near  Guantanamo  Bay,  Cuba, 
between  on  or  about  20  December  2004  and  28  February  2005,  violate  a  lawful  general  regulation,  to 
wit:  SECNAVINST  5510.36,  Department  of  the  Navy  (DON)  Information  Security  Program  (ISP) 
Regulation,  dated  1 7  March  1999,  as  modified  by  change  1 .  dated  1 9  June  2000,  by  wrongfully  failing 
to  properly  safeguard  and  store  classified  SECRET  information  in  his  possession,  by  wrongfully 
possessing  and  storing  said  classified  information  at  locations  not  authorized  for  such  storage. 

Specification  2:  In  that  Lieutenant  Commander  Matthew  M.  Diaz,  JAGC,  U.S.  Navy,  Region  Legal 
Service  Office  Southeast.  Jacksonville,  Florida,  on  active  duty,  did,  at  or  near  Guantanamo  Bay,  Cuba, 
between  on  or  about  20  December  2004  and  28  February  2005,  violate  a  lawful  general  regulation,  to 
wit:  SECNAVINST  5510.36,  Department  of  the  Navy  (DON)  Information  Security  Program  (ISP) 
Regulation,  dated  1 7  March  1 999,  as  modified  by  change  1 ,  dated  1 9  June  2000,  by  wrongfully  failing 
to  properly  transport  or  mail  classified  SECRET  information,  by  wrongfully  mailing  said  classified 
information  via  first  class  mail. 


Specification  3:  In  that  Lieutenant  Commander  Matthew  M.  Diaz,  JAGC,  U.S.  Navy,  Region  Legal 
Service  Office  Southeast,  Jacksonville,  Florida,  on  active  duty,  who  knew  of  his  duties  at  or  near 
Guantanamo  Bay,  Cuba,  between  on  or  about  20  December  2004  and  28  February  2005.  was  derelict 
in  the  performance  of  those  duties  in  that  he  willfully  failed  to  safeguard  classified  information,  as  it 
was  his  duty  to  do, _ 

11 L  P  REFERRAL 


i.  NAME  OF  ACCUSER  (Last  Fist  U 


iJbjMu: 


b.  GRADE 
LT.  JAGC. 
USN 


e.  ORGANIZATION  OF  ACCUSER 

COMMANDING  OFFICER.  REGION  LEGAL  SERVICE 
OFFICE.  MD- ATLANTIC 


1*.  DATE 

'll  JUL  0C 


Before  me,  the  undersigned,  authorized  by  law  to  administer  oaths  in  cases  of  this  character,  personally  appeared  the 
above  named  accuser  this  day  of  JULY  .  2006,  and  signed  the  foregoing  charges  and  specifications  under  oath 

he/she  is  a  person  subject  to  the  Uniform  Code  of  Military  Justice  and  that  he/she  either  has  personal  knowledge  of  or  has 
investigated  the  matters  set  forth  therein  and  that  the  same  are  true  to  the  best  of  his/her  knowledge  and  belief. 

COMMANDING  OFFICER.  REGION  LEGAL  SERVICE 
 OFFICE,  MID-ATLANTIC 


CIVIL  LAW  ATTORNEY _ 

OKdMCtpadt/toMmintWOtBa 
fSM  RC  M  X7(bh- <wst  be  commisstoned  oftctr) 


DO  FORM  458 


S/N  0102-LF-000-45 


CONTINUATION  OF  CHARGES  ICO  LCDR  MATTHEW  M.  DIAZ.  JAGC.  USN 

Charge  II:  Violation  of  the  UCMJ,  Article  133 

Specification:  In  that  Lieutenant  Commander  Matthew  M.  Diaz,  JAGC,  U.S.  Navy,  Region  Legal  Service 
Office  Southeast,  Jacksonville,  Florida,  on  active  duty,  did,  at  or  near  Guantanamo  Bay,  Cuba,  between  on  or 
about  20  December  2004  and  28  February  2005,  wrongfully  and  dishonorably  transmit  classified  documents  to 
an  unauthorized  individual. 

Charge  III:  Violation  of  UCMJ,  Article  134 


Specification  1 :  In  that  Lieutenant  Commander  Matthew  M.  Diaz,  JAGC,  U.S.  Navy,  Region  Legal  Service 
Office  Southeast,  Jacksonville,  Florida,  on  active  duty,  did,  at  or  near  Guantanamo  Bay,  Cuba,  between  on  or 
about  20  December  2004  and  28  February  2005,  for  the  purpose  of  obtaining  information  respecting  the 
national  defense  of  the  United  States  of  America,  with  intent  or  reason  to  believe  that  the  said  information  was 
to  be  used  to  the  injury  of  the  United  States  or  to  the  advantage  of  a  foreign  nation,  violate  Title  18,  United 
States  Code,  Section  793(b),  by  knowingly  and  willfully  making  a  print  out  of  classified  SECRET  information 
connected  with  the  national  defense. 

Specification  2:  In  that  Lieutenant  Commander  Matthew  M.  Diaz,  JAGC,  U.S.  Navy,  Region  Legal  Service 
Office  Southeast,  Jacksonville,  Florida,  on  active  duty,  did,  at  or  near  Guantanamo  Bay,  Cuba,  between  on  or 
about  20  December  2004  and  28  February  2005,  having  authorized  possession  of,  access  to,  and  control  over 
information  relating  to  the  national  defense  of  the  United  States  of  America,  which  information  the  said 
Lieutenant  Commander  Matthew  M.  Diaz  had  reason  to  believe  could  be  used  to  the  injury  of  the  United 
States  or  to  the  advantage  of  a  foreign  nation,  violate  Title  18,  United  States  Code,  Section  793(d),  by 
knowingly  and  willfully  communicating  classified  SECRET  information  relative  to  national  defense  to  a  person 
not  entitled  to  receive  said  information. 

Specification  3:  In  that  Lieutenant  Commander  Matthew  M.  Diaz,  JAGC,  U.S.  Navy,  Region  Legal  Service 
Office  Southeast,  Jacksonville,  Florida,  on  active  duty,  did,  at  or  near  Guantanamo  Bay,  Cuba,  between  on  or 
about  20  December  2004  and  28  February  2005,  having  unauthorized  possession  of,  access  to,  and  control 
over  information  relating  to  the  national  defense  of  the  United  States  of  America,  which  information  the  said 
Lieutenant  Commander  Matthew  M.  Diaz  had  reason  to  believe  could  be  used  to  the  injury  of  the  United 
States  or  to  the  advantage  of  a  foreign  nation,  violate  Title  .18,  United  States  Code,  Section  793(e),  by 
knowingly  and  willfully  communicating  classified  SECRET  information  relative  to  national  defense  to  a  person 
not  entitled  to  receive  said  irifdhnation. 

Specification  4;  In  that  Lieutenant  Commander  Matthew  M.  Diaz,  JAGC,  U.S.  Navy,  Region  Legal  Service 
Office  Southeast,  Jacksonville,  Florida,  on  active  duty,  did,  at  or  near  Guantanamo  Bay,  Cuba,  between  on  or 
about  20  December  2004  and  28  February  2005,  violate  Title  18,  United  States  Code,  Section  1924,  by 
becoming  possessed,  by  virtue  of  his  office,  of  materials  containing  classified  information  of  the  United  States 
and  knowingly  removing  such  materials  without  authority  and  with  the  intent  to  retain  such  materials  at  an 
unauthorized  location. 
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UNCLASSIFIED 

CHARGE  SHEET 


I.  PERSONAL  DATA 


1 .  NAME  OF  ACCUSED  (Last,  first.  Middle  Initial) 

STEELE,  William  H. 

2.  SSN 

220-52-9329 

3.  GRADE  OR  RANK  l  4.  PAY  GRADE 

LTC  1  0-5 

5.  UNIT  OR  ORGANIZATION 

Headquarters  and  Headquarters  Company,  89th  Military  Police  Brigade 

Camp  Victory,  Iraq  APO  AE  09342 

6.  CURRENT  SERVICE 

7.  PAY  PER  MONTH 

8-  NATURE  OF  RESTRAINT  OF  ACCUSED 

v5"1  Pretrial  Confinement 

9.  DATE(S)  IMPOSED 

5  March  2007 

a.  BASIC 

Lb.  SEA/FOREIGN  DUTY 

C.  TOTAL 

3 

$7,378:10 

$100.00 

3  ^  yj 
$7,47/5.10 

II.  CHARGES  AND  SPECIFICATIONS 


10.  CHARGE  I:  VIOLATION  OF  THE  UCMJ.  ARTICLE  104 

THE  SPECIFICATION:  In  that  Lieutenant  Colonel  William  H.  Steele,  U.S.  Army,  did,  at  or  near  Camp 
Cropper,  Iraq,  on  divers  occasions  between  on  or  about  1  October  2005  and  31  October  2006,  aid  the 
enemy  by  providing  an  unmonitored  cellular  phone  to  high  value  detainees. 

CHARGE  II:  VIOLATION  OF  THE  UCMJ,  ARTICLE  134 

THE  SPECIFICATION:  In  that  Lieutenant  Colonel  William  H.  Steele,  U.S.  Army,  did  at  or  near  Camp 
Cropper,  Iraq,  between  on  or  about  31  October  2006  and  22  February  2007,  having  unauthorized 
possession  of  information  relating  to  the  national  defense  of  the  United  States  of  America,  which 
information  the  said  Lieutenant  Colonel  William  H.  Steele  had  reason  to  believe  could  be  used  to  the  injury 
of  the  United  States  or  to  the  advantage  off  a  foreign  nation,  violate  Title  18,  United  States  Code,  Section 
793(e),  by  knowingly  and  willfully  retaining  the  same  and  failing  to  deliver  it  to  the  officer  or  employee  of 
the  United  States  entitled  to  receive  it. 


-  SEE  CONTINUATION  SHEET  - 


III.  PREFERRAL 

11a.  NAME  OF  ACCUSER  (La st.  First.  Middle  Initial) 

MICHAEL  S.  GALLOUCIS^,  „ 

b.  GRADE 

COL 

c.  ORGANIZATION  OF  ACCUSER 

HHC,  89th  Military  Police  Brigade 

1  0.  DATE  (YYYYMMDD) 

1  t  V 

AFFIDAVIT:  Before  me,  the  undersigned,  authorized  by  law  to  administer  oaths  in  cases  of  this  character,  personally 

appeared  the  above  named  accuser  this  1 4  day  of  M4ie.CH _ ,  ,  and  signed  the  foregoing  charges 

and  specifications  under  oath  that  he/she  is  a  person  subject  to  the  Uniform  Code  of  Military  Justice  and  that  he/she  either 
has  personal  knowledge  of  or  has  investigated  the  matters  set  forth  therein  and  that  the  same  are  true  to  the  best  of  his/her 
knowledge  and  belief. 

_ HOWARD  T,  MATTHEWS  JR. _  HHC,  MULTI-NATIONAL  CORPS-IRAQ 

Typed  Name  of  Officer  O rganiiation  of  Officer 


'-Signature  ,  „  ,  ,  ,  ,  (j 

n  cnou  ac.0  utv  onnn  w 
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_ Trial  Counsel _ 

Official  Capacity  to  Administer  Oath 
(See  R CM.  307(b)  -  must  be  a  commissioned  officer) 


UNCLASSIFIED 


on  Hi  Mh  ^cL _ 'fcso-?,  the  accused  was  informed  of  the  charges  against  him/her  and  of  the  name(s)  of  the  acctser(s) 

known  to  me 

(See  R.C.M.  308  (a)).  (See  R.  CM  308  if  notification  cannot  be  made.) 

_ MICHAELS.  GALLOUCIS _  _ HHC,  89th  Military  Police  Brigade _ 

Typed  Name  of  Immediate  Commander  Organization  of  Immediate  Commander 

 COL  

_ Signature _ 

_ IV.  RECEIPT  BY  SUMMARY  COURT-MARTIAL  CONVENING  AUTHORITY _ 

13. 

The  sworn  charges  were  reoeived  at  hours - /  V  - .&CUUZZ* t  Hlf  <ZQ\il  HP 

Designation  of  Command  or 

Officer  Exercising  Summary  Court-Martial  Jurisdiction  (See  ROM  403) 


MICHAEL  S.  GALLOUCIS _  _ Commanding 


Typed  Name  of  Officer 

.COL 

Official  Capacity  of  Officer  Signing 

'  Signature 

V.  REFERRAL;  SERVICE  OF  CHARGES 

14a.  DESIGNATION  OF  COMMAND  OF  CONVENING  AUTHORITY 

aaor^unriers  .Muth-NnhcrYll  fbrpSdraq 

b.  PLACE 

^t-Ytari.lraq  . 

c.  DATE  (YYYYMMOD) 

It)  JUN  2007 

Referred  for  trial  to  theGHtOgrOJ  court-martial  convened  by  ~  COriVfYltnQ  Qr<jl€lr  NUl'TAQgr'  jK 


_  rlrtAfrl  l^\  NOVf  innbFr  (C  ,  subject  to  the  following  instructions:2  7 0  V)<?  'br't'CA 

J3£-QUQ£Oi£flpiM  CQ&t, _ 

By  Command  *  Major  tom  I  Summons _ 

t  Command  or  Older 

Michele  l  Nelsen _  _ l-egal  ftlminstrahy _ 

Typed  Name  of  Officer  Official  Capacity  of  Officer  Signing 

_ cm3 _ 

Grade 

jJJAzi - - 

_ Signature _ 

15. 

On  _  .  _  .  I  (caused  to  be)  served  a  copy  hereof  on  (each  of)  the  above  named  accused. 

Typed  Name  of  Tnal  Counsel  Grade  or  Rank  of  Trial  Counsel 

Signature  _ 

FOOTNOTES:  1  —  When  an  appropriate  commander  signs  personally,  inapplicable  words  are  stricken. 
^^^^^^^^^^^^^^^2^JSeeJT£MUBQ1fe^oncernin^nstruction^Jfnone^sostate^_^^^^^^^^^^^^^^^^^_^^^^_ 
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Continuation  Sheet,  DD  Form  458,  Lieutenant  Colonel  STEELE,  William  H.,  HHC,  89th  Military 
Police  Brigade,  Camp  Victory,  Iraq,  APO  AE  09342 


CHARGE  III:  VIOLATION  OF  THE  UCMJ,  ARTICLE  133 


ATION  1:  In  that  Lieutenant  Colonel  William  H.  Steele,  U.S.  Army,  did.  at  or  near 

Camp  i  roppei  II  i'|  tiwlmii  ,y  n  ] . .  about  20  October  2005  and  22  February  2007,  knowingly 

and  wrongfully  H  ill  mi  . .  lln  II  mi|liliii  i|f  i  liii|li  ill n  detainee,  by  maintaining  an 

inappropriate  personal  relationship  with  lln  ml  il  llli)lilni  ill ,»  high  value  detainee,  wherein 
such  acts  constituted  conduct  unbecoming  an  officer  in  the  dimed  I0iu»i4u^  I**** 

SPECIFICATION^ In  that  Lieutenant  Colonel  William  H.  Steele,  U.S.  Army,  did,  at  or  near 
Camp  Cropper,  Iraq,  between  on  or  about  1  December  2005  and  1 1  December  2006, 


knowingly  and  wrongfully  provide  special  privileges  to  and  maintain  an  inappropriate 
relationship  with  Bahar  Ahmed  Suseyi,  a  Category  I  Interpreter,  working  at  or  near  Camp 
Cropper,  Iraq,  wherein  such  acts  constituted  conduct  unbecoming  an  officer  in  the  armed 
forces. 


CHARGE  IV:  VIOLATION  OF  THE  UCMJ,  ARTICLE  92 


SPECIFICATION  1 :  In  that  Lieutenant  Colonel  William  H.  Steele,  U.S.  Army,  did,  at  or  near 
Camp  Victory,  Iraq,  between  on  or  about  18  February  2007  and  21  February  2007,  violate  a 
lawful  general  regulation,  to  wit:  paragraph  7-4,  Army  Regulation  380-5,  dated  29  September 
2000,  by  wrongfully  and  knowingly  storing  classified  information  in  the  living  space  of  the  said 
Lieutenant  Colonel  William  H.  Steele  to  wit:  Freedom  Village  Compound,  unit  B21C. 

SPECIFICATION  2:  In  that  Lieutenant  Colonel  William  H.  Steele,  U.S.  Army,  did,  at  or  near 
Camp  Victory,  Iraq,  between  on  or  about  1  September  2006  and  21  February  2007,  violate  a 
lawful  general  regulation,  to  wit:  paragraph  4-32,  Army  Regulation  380-5,  dated  29  September 
2000,  by  improperly  marking  classified  information  as  unclassified. 


SPECIFICATION  3:  In  that  Lieutenant  Colonel  William  H.  Steele,  U.S.  Army,  having  knowledge 
of  a  lawful  order  issued  by  the  89th  Military  Police  Brigade  Deputy  Commander  not  to  return  to 
his  quarters  until  further  notice,  an  order  which  it  was  his  duty  to  obey,  did,  at  or  near  Camp 
Victory,  Iraq,  on  or  about  22  February  2007,  fail  to  obey  the  same  by  wrongfully  returning  to  the 
quarters  of  the  said  Lieutenant  Colonel  William  H.  Steele. 


SPECIFICATION  4:  In  that  Lieutenant  Colonel  William  H.  Steele,  U.S.  Army,  did,  at  or  near 
Camp  Victory,  Iraq,  between  on  or  about  18  February  2007  and  21  February  2007,  violate  a 
lawful  general  order,  to  wit:  paragraph  2e,  Multi-National  Corps-lraq  General  Order  Number  1, 
dated  16  December  2006,  by  wrongfully  and  knowingly  possessing  about  forty-nine  (49) 
pornographic  video  files. 


i:  In  that  Lieutenant  Colonel  William  H.  Steele,  U.S.  Army,  who  knew  of  his 
duties  at  or  nr  ii  r"im|i  i"m|i|ii  i  lmi|  lnntwr^n  nn  nrahnnt  1  October  2005  and  31  October 
2006,  was  derelict  in  the  performance  of  his  rlntir  in  Ili  II I  in  willfully  fniM  to  fulfill  his 
obligations  as  an  approving  authority  in  the  expenditure  of  Field  Ordering  (Jlliuu  lufU3!»,  as  it- 
was  his  duty  to  do.  Vad - . 
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Government  Targeted  Brief 
on  Receipt  of  Intelligence 
as  a  Requirement  of 
Aiding  the  Enemy 


29  March  2013 


I.  INTRODUCTION 

COL  William  Winthrop  captured  and  established  military  precedent  in  Military  Law  and 
Precedents  (2d  ed.  1920)  (hereinafter  “Winthrop”  and  Enclosure  l).1  Winthrop  covers  precedent 
then  known  regarding  giving  intelligence  to  the  enemy.  In  fact,  Military  Law  and  Precedents 
refers  to  Digest  of  the  Opinions  of  the  Judge  Advocates  General  of  the  Army  (1895)  (hereinafter 
“1895  Digest”  and  Enclosure  2),  also  authored  by  COL  Winthrop.  In  both  works,  COL 
Winthrop  observes  that  the  crime  of  giving  intelligence  to  the  enemy  cannot  be  completed  unless 
the  intelligence  is  actually  received  by  the  enemy.  To  support  this  finding,  COL  Winthrop  cites 
the  Civil  War  case  of  United  States  v.  Ellison,  14  Reports  of  Bureau  of  Military  Justice  256 
(1865),  as  documented  by  BG  Holt  in  a  letter,  recounting  the  case  and  its  reasoning,  addressed 
to  President  Lincoln  (hereinafter  “ Ellison ”  and  Enclosure  3).  Having  commenced  his  military 
career  in  April  1861,  COL  Winthrop  possessed  a  contemporary  understanding  of  the  precedents 
he  cited.  COL  Winthrop’s  Ellison  citation  includes  language  also  stating  that  a  charge  of  giving 
intelligence  to  the  enemy  requires  that  the  intelligence  be  conveyed  to  the  enemy.  As  the 
seminal  authority  on  military  law  since  the  late  nineteenth  century,  COL  Winthrop’s  published 
recitations  of  precedent  should  be  followed.  Therefore,  this  Court  should  consider  Winthrop  as  a 
compelling  legal  authority  for  the  requirement  that  the  intelligence  must  actually  be  received  by 
the  enemy  to  prove  aiding  the  enemy  by  giving  intelligence  to  the  enemy  correctly. 

II.  LEGAL  BACKGROUND 

The  ancient  crime  of  treason  by  levying  war  or  adhering  to  the  enemy  originated  in 
England.  See  Jabez  W.  Loane,  IV,  Treason  and  Aiding  the  Enemy,  30  Mil.  L.  Rev.  43,  58  (1965) 
(hereinafter  “Loane”  and  Enclosure  4  at  17).  Aiding  the  enemy  under  Article  104,  UCMJ 
(hereinafter  “Article  1 04”)  functions  as  the  military  offense  separate  but  analogous  to  the  civilian 
offense  of  treason.  See  United  States  v.  Batchelor,  22  C.M.R.  144,  159  (C.M.A.  1956)  (noting 
that  accused’s  act  gave  aid  and  comfort  to  the  enemy  although  the  act  did  not  necessarily  rise  to 
the  intent  required  for  treason);  Loane  at  44  (Enclosure  4  at  3).  As  early  as  1691,  the  crime  of 
aiding  the  enemy  was  recognized  as  an  offense  separate  from  treason.  Id.  at  59  (Enclosure  4  at 
18).  Since  treason’s  inception,  defining  its  elements  has  proven  problematic.  See  id.  at  46 
(discussing  the  influence  of  a  monarch  on  the  scope  of  the  crime  of  treason)  (Enclosure  4  at  5). 
Accordingly,  while  establishing  the  constitutional  requirements  for  treason,  Benjamin  Franklin 


1  The  United  States  has  provided  as  enclosures  abbreviated  versions  of  many  of  the  sources  cited  because  they  are 
not  available  on  WestLaw  or  Lexis.  These  Enclosures  will  be  additionally  referenced  parenthetically  in  the 
respective  citations. 
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advocated  for  a  higher  evidentiary  requirement  of  proof  of  two  witnesses.  See  Farrand,  2 
Records  of  the  Federal  Convention  of  1787  348  (noting  that  treason  prosecutions  were 
“generally  virulent”  and  “perjury  too  easily  made  use  of  against  innocence”).  The  increased 
evidentiary  standard  of  two  witnesses  was  adopted  despite  recognition  that  rendering  proof  of 
crimes  such  as  traitorous  correspondence  with  the  enemy  could  be  “extremely  difficult.”  See  id. 
(“Treason  may  sometimes  be  practices  in  such  a  manner,  as  to  render  proof  extremely  difficult  - 
as  in  traitorous  correspondence  with  an  Enemy.”).  The  heightened  standard  corresponds  to  the 
seriousness  of  the  crime.  See  Loane  at  47  (Enclosure  4  at  6). 

In  1775,  Congress  codified  the  crime  of  aiding  the  enemy  in  Article  28  of  the  Articles  of 
War  of  1775,  providing  that  “[wjhosoever  holds  correspondence  with,  or  gives  intelligence  to, 
the  enemy,  either  directly  or  indirectly”  shall  each  “suffer  death,  or  such  other  punishment  as  a 
court-martial  may  direct.”  See  Tara  Lee,  American  Courts-Martial  for  Enemy  War  Crimes ,  33 
U.  Balt.  L.  Rev.  49,  53  (2003)  (emphasis  added).  During  the  Civil  War,  relieving  and 
communicating  with  the  enemy  were  prohibited  by  two  articles  similar  to  those  enacted  in  1775. 
See  Winthrop  at  629  (Enclosure  1  at  4).2  Article  45  states,  “Whoever  relieves  the  enemy  with 
money,  victuals,  or  ammunition,  or  knowingly  harbors  or  protects  an  enemy,  shall  suffer  death  or 
such  other  punishment  as  a  court-martial  may  direct.”  Id.  Article  46  states,  “Whoever  holds 
correspondence  with,  or  gives  intelligence  to,  the  enemy,  either  directly  or  indirectly,  shall  suffer 
death,  or  such  other  punishment  as  a  court-martial  may  direct.”  Id.  (emphasis  added). 

By  the  middle  of  the  twentieth  century.  Article  104  had  been  codified,  continuing  the 
definition  of  aiding  the  enemy.  Manual  for  Courts-Martial,  United  States  ch.  XXVIII  If  1 83 
(1951)  (hereinafter  “1951  MCM”  and  Enclosure  5  at  2-3).  Under  Article  104,  the  1951  MCM 
treated  giving  intelligence  to  the  enemy  separately  from  communicating  with  the  enemy.  See 
1951  MCM  ch.  XXVIII  If  183(c)-(d)  (Enclosure  5  at  3).  In  particular,  proof  of  giving 
intelligence  to  the  enemy  required  a  demonstration  that  the  accused  “knowingly  conveyed  to  the 
enemy  certain  information.”  1951  MCM  ch.  XXVIII  If  183(c),  proof  (emphasis  added) 
(Enclosure  5  at  3).  By  its  plain  language  of  the  past  tense  and  preposition  “to”,  the  1951  MCM 
required  that  the  intelligence  be  actually  received.  Additionally,  the  1951  MCM  explicitly 
rejected  this  approach  for  communication  by  stating  that  crime  is  complete  the  moment  the 
communication  is  issued.  See  1951  MCM  ch.  XXVIII  If  183(d)  (“Communication, 
correspondence,  or  holding  intercourse  with  the  enemy  does  not  necessarily  import  a  mutual 
exchange  of  communication.  .  .  .  The  prohibition  lies  against  any  method  of  intercourse  or 
communication  whatsoever,  and  the  offense  is  complete  at  the  moment  the  communication 
issues  from  the  accused,  whether  it  reaches  its  destination  or  not.”)  (Enclosure  5  at  3).  In  fact, 
that  distinction  that  communication  does  not  require  actual  receipt,  as  highlighted  by  the 
Defense,  continues  today.  See  Manual  for  Courts-Martial,  United  States  pt.  IV  ]f  28(a);  ]J 
28(b)(4)-(5)  (2012)  (hereinafter  “2012  MCM”).  COL  Winthrop  highlighted  this  distinction  in 
the  nineteenth  century.  See  William  Winthrop,  Digest  of  the  Opinions  of  the  Judge  Advocates 
General  of  the  Army  21  (1880)  (hereinafter  “1880  Digest”  and  Enclosure  6  at  4)  1895  Digest  at 
41-42  (Enclosure  2  at  4-5). 

III.  WINTHROP’S  TREATISE  IS  THE  QUINTESSENTIAL  AUTHORITY  ON  MILITARY 
LAW 


2  Winthrop  traces  the  Civil  War  articles  back  to  the  Articles  of  War  of  1775.  Winthrop  at  629  (Enclosure  1  at  5). 

2 


r 


* 


A.  Precedent  for  Requiring  Actual  Receipt  for  Charge  of  Giving  Intelligence  to  the  Enemy 

COL  Winthrop  completed  Military  Law  and  Precedents  to  constitute  “a  comprehensive 
treatise  on  the  science  of  Military  Law.”  See  Winthrop  at  5  (Enclosure  1  at  3).  COL  Winthrop 
drafted  his  comprehensive  treatise  based  on  precedents  of  the  “more  important  trials  and  acts  of 
military  government”  of  his  era.  See  id.  Moreover,  COL  Winthrop  drew  on  his  own  views, 
which  were  informed  by  his  service  in  the  Army,  which  began  in  April  1 861  during  the 
beginning  of  the  Civil  War.  See  id.  Additionally,  COL  Winthrop  drafted  1880  Digest  and  1895 
Digest.  In  both  the  1880  Digest  and  the  1895  Digest,  COL  Winthrop  also  states  that  it  is 
“essential”  to  the  offense  of  giving  intelligence  to  the  enemy  “that  material  information  should 
actually  be  communicated  to  [the  enemy];  the  communication  may  be  verbal,  in  writing,  or  by 
signals.”  1880  Digest  at  21  (emphasis  added)  (Enclosure  6  at  4);  1895  Digest  at  42  (emphasis 
added)  (Enclosure  2  at  5).  COL  Winthrop  cites  Ellison  in  the  1880  Digest  and  1895  Digest  as 
authority  for  the  principle  that  intelligence  must  actually  be  received  to  complete  the  act  of 
giving  intelligence  to  the  enemy.  1880  Digest  at  21  (citing  14  Reports  of  Bureau  of  Military 
Justice  273)  (Enclosure  6  at  4);  1895  Digest  at  42  (citing  14  Reports  of  Bureau  of  Military 
Justice  273)  (Enclosure  2  at  5). 

Mr.  Joseph  Ellison  was  charged  with  relieving  the  enemy  with  money  and  holding 
correspondence  with  the  enemy  under  the  56th  and  57th  Articles  of  War.  Ellison  at  256 
(Enclosure  3  at  3).  Then  Brigadier  General  Holt,  Judge  Advocate  General  of  the  Army, 
recounted  the  case  and  provided  a  thorough  legal  analysis  in  a  letter  to  President  Lincoln.  Id. 
(Enclosure  3).  Mr.  Ellison,  a  civilian,  was  prosecuted  because  he  purchased  approximately 
1 5,000  bales  of  cotton  from  agents  of  the  Confederate  States  of  America.  Id.  The  specification 
stated: 


In  this;  that  he,  the  said  Joseph  Ellison,  a  citizen  of  Louisiana,  did, 
in  the  months  of  June,  July,  and  August  1864  at  Bayou  Sara  in  the 
Parish  of  West  Feliciana,  Louisiana  and  did  then  and  there  hold 
correspondence  [with  several  Confederate  agents,  to  include  one 
John  Irving],  all  enemies  of  the  United  States  and  officers  or  agents 
of  the  so-called  Confederate  States  Government  relative  to  the 
purchase  of  a  large  quantity  of  cotton,  the  property  of  the  so-called 
Confederate  States  Government,  and  the  payment  therefor  in 
money,  for  []  exchange,  merchandise,  and  supplies  for  the  use  of 
said  Government  and  its  armies. 

Mr.  Ellison  was  prosecuted  under  the  56th  and  57th  Articles  of  War3: 

56th  Article.  Whoever  shall  relieve  the  enemy  with  money, 
victuals,  or  ammunition,  or  shall  knowingly  harbor  or  protect  an 
enemy,  shall  suffer  death  or  such  other  punishment  as  shall  be 
ordered  by  the  sentence  of  a  court-martial. 


3  Although  Mr.  Ellison  was  charged  under  the  56th  and  57th  Articles  of  War,  not  the  45th  and  46th  Articles 
examined  by  COL  Winthrop,  the  language  of  the  respective  articles  tracks  closely. 
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57th  Article.  Whoever  shall  be  convicted  of  holding 
correspondence  with,  or  giving  intelligence  to,  the  enemy,  either 
directly  or  indirectly,  shall  suffer  death,  or  such  other  punishment 
as  shall  be  ordered  by  the  sentence  of  a  court-martial. 

In  relevant  part,  BG  Holt’s  letter  recounted: 

The  next  question  examined  is  whether  the  acts  shown  constituted 
“holding  correspondence  with  the  enemy.”  No  special  facts  are 
shown  bearing  particularly  upon  the  second  charge,  and  the  Judge 
Advocate  rested  his  demand  for  a  conviction  upon  the  incidental 
communication  with  rebels  attending  the  commercial  transaction. 

The  Court  find  [510]  him  not  guilty  as  to  the  other  allegations  of 
correspondence  with  [Confederate  agents]  not  known  thus 
restricting  the  intercourse  to  [a  Confederate  agent,  Irving]  with 
whom  it  was  word  of  mouth. 

A  strict  interpretation  of  the  word  correspondence  would  confine 
its  meaning  to  written  communication.  But  as  this  construction 
would  defeat  the  ends  of  the  prohibition  the  Government  has  justly 
announced  the  correct  interpretation  to  include  all  communication, 
verbally  or  by  signals,  as  well  as  by  writing.  But,  at  the  same  time 
the  article  has  been  stated  to  contemplate  only  such 
communications  as  convey  intelligence  to  the  enemy  and  as  are 
carried  on  without  the  sanction  of  the  Commanding  General.  The 
learned  commentators  upon  the  English  Article,  which  is  precisely 
similar,  agree  in  saying  that  the  correspondence  therein  denounced 
must  be  a  secret  one  unknown  to  and  unauthorized  by  the 
Commander. 

The  Act  of  February  25th  1863,  entitled,  “An  Act  to  Prevent 
Correspondence  with  Rebels”  provides  for  the  punishment  of  any 
resident  of  the  United  States  or  citizen  resident  abroad  holding 
correspondence  or  intercourse  written  or  verbal  with  the  pretended 
rebel  government  on  any  agent  or  sympathizer  thereof  without  the 
permission  of  the  Government  of  the  United  States  and  with  intent 
to  defeat  the  measures  thereof.  But  the  accused  is  not  prosecuted 
under  this  act. 

Ellison  at  272-73  (emphasis  added;  citations  omitted)  (Enclosure  3  at  19-20).  BG  Holt  repeats 

the  understanding  that  the  rule  encompasses  communications  that  convey  intelligence  to  the 
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enemy — that  is,  actually  transfer  possession  intelligence  to  the  enemy.4  See  id.  at  273  (Enclosure 
3  at  20);  but  see  Cramer  v.  United  States,  325.  U.S.  1,  74  (Douglas,  J.,  dissenting)  (analyzing  the 
case  of  Francis  De  la  Motte,  21  How.  St.  Tr.  687,  and  finding  that  an  attempt  was  sufficient  and 
that  aid  and  comfort  need  not  have  been  actually  received  by  the  enemy  to  constitute  the 
offense). 

It  is  this  rule  that  intelligence  must  be  received  by  the  enemy  to  aid  the  enemy  that 
Winthrop  restates  in  the  1 880  Digest,  the  1 895  Digest,  and  Military  Law  and  Precedents.  1 880 
Digest  at  21  (Enclosure  6  at  4);  1895  Digest  at  42  (Enclosure  2  at  5);  Winthrop  at  634  (Enclosure 
1  at  9);  see  also  George  Davis,  A  Treatise  on  the  Military  Law  of  the  United  States  418  (2d  ed. 
1911)  (hereinafter  “Davis”  and  Enclosure  7  at  3).  The  rule  is  further  restated  in  Charles 
Howland,  Digest  of  Opinions  of  the  Judge  Advocates  General  of  the  Army  (1912)  (hereinafter 
“1912  Digest”  and  Enclosure  8  at  3).  COL  Winthrop  began  his  military  career  during  the  Civil 
War  and  was  a  contemporary  of  BG  Holt.  See  Winthrop  at  5  (Enclosure  1  at  3).  Accordingly, 
COL  Winthrop  possessed  extant  comprehension  of  the  principles  set  forth  in  BG  Holt’s  letter  to 
President  Lincoln.  The  extant  comprehension  contributes  to  COL  Winthrop’s  status  as  an 
authority. 

B.  Winthrop  Operates  as  Authority  for  Military  Law 

Winthrop  serves  as  the  foundational  treatise  on  military  law.  The  Supreme  Court  has 
twice  called  Winthrop  “the  Blackstone  of  Military  Law.”  Hamdan  v.  Rumsfeld,  548  U.S.  557, 
597  (2006)  (equating  the  “classic  treatise”  with  William  Blackstone,  Commentaries  on  the  Laws 
of  England)  (citing  Reid  v.  Covert,  354  U.S.  1,  19  n.  38  (1957));  see  also  United  States  ex  rel. 
Toth  v.  Quarles,  350  U.S.  1 1,  15  n.  8  (1955)  (calling  Colonel  Winthrop  “a  leading  authority  on 
military  law”).  In  particular,  the  Supreme  Court  has  utilized  Winthrop  as  an  authority  on 
historical  precedent.  See  Parker  v.  Levy,  417  U.S.  733,  745  n.  1 1  (1974)  (referring  to  Winthrop 
as  historical  authority  for  content  of  British  Articles  of  War  of  1765).  Furthermore,  the  Court  of 
Military  Appeals  has  relied  on  Winthrop  to  interpret  Article  104.  See  Batchelor  22  C.M.R.  at 
157-58.  Similarly,  Winthrop  has  been  repeatedly  acknowledged  as  the  authority  on  broad  swaths 
of  military  law  in  military  jurisprudence.  See,  e.g..  United  States  v.  Stebbins,  61  M.J.  366,  370  & 
n.  32  (C.A.A.F.  2005)  (discussing  circumstances  of  considering  fines  as  punishment);  United 
States  v.  Schuber,  70  M.J.  181,  187  (C.A.A.F.  201 1)  (describing  the  practice  of  constructive 
release  from  arrest  where  an  officer  returned  to  duty  at  his  request  to  go  into  an  engagement  with 
his  regiment,  requiring  re-arrest  at  the  close  of  the  engagement);  United  States  v.  Ali,  71  M.J. 
256,  262  (C.A.A.F.  2012)  (citing  Winthrop  for  the  “long-standing  principle  that  civilians  serving 
alongside  the  military  may  be  subject  to  courts-martial  under  the  military  justice  system  in  some 
limited  circumstances”). 

In  its  previous  filing,  the  United  States  highlighted  Winthrop  for  the  proposition  that  a 
conviction  for  giving  intelligence  to  the  accused  requires  proof  that  the  intelligence  was  actually 
received.  Winthrop  cites  the  1 895  Digest  to  support  the  requirement  that  intelligence  actually  be 
received.  The  1880  Digest  and  1895  Digest  operate  as  legal  authority  because  the  Supreme 


4  BG  Holt  agreed  with  Mr.  Ellison’s  argument  that  the  Mr.  Ellison’s  license  protected  him  from  a  charge  of 
corresponding  with  the  enemy.  See  Ellison  at  275-76  (Enclosure  3  at  23-24).  BG  Holt  further  noted  that  the  court 
erred  by  admitting  telegraphic  dispatches  as  evidence  because  the  dispatches  were  not  authenticated.  Id. 
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Court  has  relied  on  the  reasoning  presented  in  the  Digests.  See,  e.g.,  United  States  v.  Kelly,  82 
U.S.  34  (1872)  (relying  on  and  concurring  with  the  holding  of  the  Judge  Advocate  General  in  a 
similar  case);  Mimmack  v.  United  States,  97  U.S.  426,  430-31  (1878)  (quoting  William 
Winthrop,  Opinions  of  the  Judge  Advocate  General  of  the  Army  (1866));  Hiatt  v.  Brown,  339 
U.S.  103, 109  (1950)  (giving  “great  weight”  to  the  interpretation  established  in  authorities,  to 
include  the  1912  Digest);  Hamdan  v.  Rumsfeld,  548  U.S.  at  684  (Thomas,  J.,  dissenting)  (citing 
1912  Digest);  see  also  Davis,  supra.  In  addition,  COL  Winthrop’s  recommendation  to  clarify 
the  scope  of  aiding  the  enemy  was  adopted  by  Congress.  Loane  at  75  (noting  that  Congress 
inserted  the  words  “or  other  thing”  to  the  Articles  of  War  of  1916)  (Enclosure  4  at  34). 

C.  Winthrop’s  Precedent  Comports  with  Framework  of  Distinct  Crimes 

Giving  intelligence  to  the  enemy  is  distinct  from  communicating  with  the  enemy  because 
it  “requires  proof  of  a  fact  the  other  does  not.”  United  States  v.  Anderson,  68  M.J.  378,  385 
(C.A.A.F.  2010)  (holding  that  attempting  to  communicate  with  the  enemy  is  not  multiplicitous 
attempting  to  give  intelligence  to  the  enemy).  In  Anderson,  the  specification  charging  attempting 
to  knowingly  communicate  with  the  enemy  concerned  making  statements  substantially  as  “I  wish 
to  meet  with  you;  I  share  your  cause;  I  wish  to  continue  contact  through  conversations  and 
personal  meetings.”  Id.  at  385  n.  7.  The  attempted  communication  specification  charges  the 
accused  with  violating  the  absolute  rule  of  non-intercourse  with  the  enemy.  See  Winthrop  at  633 
(Enclosure  1  at  8).  In  contrast,  the  specification  in  Anderson  charged  attempting  to  knowingly 
give  intelligence  to  the  enemy  concerned  “disclosing  true  information  to  U.S.  military  personnel, 
whom  the  accused  thought  were  [members  of  al  Qaida].”  Anderson,  68  M.J.  at  385  n.  5.  The 
attempted  giving  intelligence  specification,  however,  charges  providing  the  enemy  with 
information  pertaining  to  the  conduct  of  war.  See  Winthrop  at  634  (Enclosure  1  at  9).  One 
specification  punishes  the  violation  of  state  of  occlusion  between  all  inhabitants  of  belligerent 
nations  while  the  other  specification  punishes  the  act  of  providing  information,  the  receipt  of 
which  could  benefit  the  belligerent.  See  Winthrop  at  776-777  &  n.  13  (Enclosure  1  at  1 1-12). 
Thus,  proving  communicating  with  the  enemy  requires  facts  distinct  from  the  facts  for  giving 
intelligence  to  the  enemy  because  the  two  are  distinct  crimes.  Anderson,  supra. 

The  Defense  theory  that  “‘giving  intelligence  to  the  enemy’  is  a  subset  of 
‘communicating’  or  ‘corresponding’  with  the  enemy”  further  highlights  the  distinction  between 
the  separate  crimes  of  giving  intelligence  to  the  enemy  and  communicating  with  the  enemy. 
Appellate  Exhibit  CDLXXXV  f  16.  The  Defense  argues  that  the  crime  of  giving  intelligence  to 
the  enemy  “is  complete  the  moment  the  communication,  correspondence,  or  intercourse  issues 
from  the  accused.”  See  id.  (citing  2012  MCM  pt.  IV  ^  28(c)(6)(a))  (emphasizing  a  definition  of 
the  absolute  bar  of  non-intercourse  that  includes  any  method  of  communication).  Thus,  by 
opining  that  the  giving  intelligence  to  the  enemy  should  be  treated  as  a  communication  to  the 
enemy,  which  is  complete  upon  the  accused’s  issuing  the  communication,  the  Defense  claims 
that  the  act  of  giving  intelligence  is  a  communication. 

During  oral  argument,  Defense  argued  that  the  only  distinction  between  the  two  crimes  is 
that  giving  intelligence  requires  the  communication  of  intelligence  vice  any  other  information. 
Following  this  argument,  the  only  difference  between  these  two  offenses  would  be  the  additional 
element  of  the  information  being  intelligence.  Under  the  Defense’s  theory  equating  giving 
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intelligence  to  the  enemy  with  communicating  with  the  enemy,  communicating  with  the  enemy 
becomes  a  lesser-included  offense  of  giving  intelligence  to  the  enemy  based  on  the  single 
element  different  of  the  information  being  intelligence  .5  See  Schmock  v.  United  States ,  489  U.S. 
705,  719  (1989)  (“[T]o  be  necessarily  included  in  the  greater  offense  the  lesser  must  be  such  that 
it  is  impossible  to  commit  the  greater  without  first  having  committed  the  lesser.”);  United  States 
v.  Arriaga ,  70  M.J.  51,  55  (C.A.A.F.  2011).  Communicating  with  the  enemy  cannot  be  a  lesser- 
included  offense  of  the  separate  and  distinct  offense  of  giving  intelligence  to  the  enemy  where 
both  offenses  could  be  charged  separately  and  simultaneously.  See  Dickenson,  20  C.M.R.  at  166 
(determining  that  no  word  of  Article  104  “indicates  that  the  act  of  giving  ‘intelligence’  to  the 
enemy  qualifies  or  restricts  the  act  of  ‘communicating’  or  ‘corresponding’  or  ‘holding 
intercourse’  with  the  enemy”);  Anderson,  supra;  see  also  Albrecht,  supra.  Therefore,  requiring 
receipt  is  the  factor  that  offsets  these  two  offenses  as  being  separate  and  distinct,  and  not  nested 
as  lesser  included  offenses. 

IV.  CONCLUSION 

In  the  United  States,  the  distinction  between  the  two  crimes  has  been  maintained  since 
1775  and  the  Civil  War.  The  distinction  between  the  crimes  lies  in  giving  information  to  the 
enemy —  the  information  must  be  transferred  to  the  enemy  to  complete  the  crime.  The  two 
offenses  have  punished  different  acts  with  different  elements.  Winthrop  simply  confirms  the 
disparate  nature  of  the  crimes  and  unique  requirements  for  each.  Therefore,  the  requirement,  as 
set  forth  repeatedly  by  COL  Winthrop,  that  intelligence  must  actually  be  received  by  the  enemy, 
comports  with  the  American  prohibition  of  presenting  a  weak  case  by  requiring  strong  evidence 
for  treasonous  charges.  The  “more  serious”  nature  of  giving  intelligence,  which  could  be  useful 
to  the  enemy,  warrants  the  increased  standard  of  actual  receipt. 


ALEXANDER  VON  ELTEN 
CPT,  JA 

Assistant  Trial  Counsel 


5  If  giving  intelligence  to  the  enemy  is  treated  as  communicating  with  the  enemy,  the  element  of  communication 
without  authorization  becomes  the  same.  Additionally,  the  mens  rea  of  knowingly  requires  proof  that  the  accused 
knew  he  was  giving  or  communicating  intelligence  to  the  enemy.  See  Appellate  Exhibit  CDX  at  2.  Therefore, 
under  the  Defense’s  theory,  the  only  additional  element  for  giving  intelligence  would  be  proof  of  the  intelligence 
itself. 
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I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  David 
Coombs,  Civilian  Defense  Counsel  via  electronic  mail,  on  29  March  2013. 
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PREFACE  TO  THE  FIRST  EDITION  OF  1886. 


In  view  of  the  absence  and  want  of  a  comprehensive  treatise  on  the  science 
of  Military  Law,  it  has  been  for  some  years  the  purpose  of  the  author — 
a  member  of  the  bar  in  the  practice  of  his  profession  when,  In  April,  1861, 
he  entered  the  military  service— to  attempt  to  supply  such  want  with  a 
work,  which,  by  reason  of  its  extended  plan  and  full  presentation  of  principles 
and  precedents,  should  constitute,  not  merely  a  text  book  for  the  army,  but  a 
law  book  adapted  to  the  use  of  lawyers  and  judges.  The  present  treatise  was 
substantially  completed  in  1880,  when  the  author  was  called  upon  to  publish 
his  annotated  “  Digest  of  Opinions  of  the  Judge  Advocates  General,”  and  some 
of  the  references  embraced  in  the  original  work  were  inserted  in  the  notes 
of  that  publication.  Since  its  date  certain  unusually  important  military  trials 
and  investigations  have  been  had,  sundry  valuable  opinions  upon  questions 
of  military  law  have  been  pronounced  by  the  courts  and  other  legal  authorities, 
and  our  written  military  law — especially  the  Army  Regulations— has  been 
materially  modified.  Meanwhile  also,  in  England,  the  time-honored  Mutiny 
Act  and  Articles  of  War  have  wholly  passed  away  and  been  succeeded  by  the 
new  "Army  Act”  and  ‘‘Rules  of  Procedure,” — a  reform  of  great  interest  to 
the  military  student, — and  this  legislation,  &c.,  has  been  copiously  illustrated 
by  the  excellent  official  “  Manual  of  Military  Law  ”  and  a  series  of  minor  com¬ 
mentaries. 

In  view  of  these  changes,  the  present  work  has  been  revised,  and  In  great 
part  re-written,  and  the  references  have  been  brought  down  to  the  end  of  the 
year  1885.  Apart  from  the  views  and  conclusions  of  the  author,  the  precedents, 
now  first  collected  and  considered,  will,  it  la  believed,  be  found  to  be  valuable 
both  as  law  and  history.  A  complete  history,  for  example,  of  the  late  war 
could  scarcely  be  written  without  taking  into  consideration  the  more  important 
trials  and  acts  of  military  government  of  that  period  instanced  in  the  course 
of  these  volumes. 

The  author,  however,  will  be  fully  recompensed  for  his  labors  if  the  same 
shall  result  in  inspiring  an  Interest  in  the  study  of  Military  Law  as  a  depart¬ 
ment  of  legal  science  not  heretofore  duly  recognized.  The  lawyer  who,  if  he 
has  not  been  led  into  the  old  error  of  confounding  the  military  law  proper 
with  martial  law,  has  perhaps  viewed  it  as  consisting  merely  of  an  unimportant 
and  uninteresting  scheme  of  discipline,  will,  it  is  hoped,  discover  in  these  pages 
that  there  is  a  military  code  of  greater  age  and  dignity  and  of  a  more  elevated 
tone  than  any  existing  American  civil  code,  as  also  a  military  procedure, 
which,  by  its  freedom  from  the  technical  forms  and  obstructive  habits  that 
embarrass  and  delay  the  operations  of  the  civil  courts,  is  enabled  to  result 
In  a  summary  and  efficient  administration  of  justice  well  worthy  of  respect 
and  imitation.  The  military  student,  on  the  other  hand,  in  examining  the 
cases  cited,  as  adjudicated  by  the  courts  which  expound  the  international  law, 
the  common  law,  the  criminal  law,  and  the  maritime  law,  will,  it  Is  thought, 
more  fully  appreciate  the  connection  between  the  military  law  and  the  general 
law  of  the  land ;— will  perceive  that  the  former,  while  distinct  and  individual, 
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force  or  compulsion,"  in  contradistinction  to  tlie  use  of  the  “  influence  or  per¬ 
suasion  ”  Intended  by  the  previous  Article  in  the  act  therein  specified  of  speak¬ 
ing  words  inducing  the  abandonment  of  a  post,  &c.  The  compulsion  need  not 
consist  in  the  use  of  actual  violence  or  force.  An  absolute  refusal  to  obey 
orders  or  do  duty,  or  to  participate  In  any  further  measures  of  defence,  might 
be  as  effectual  a  form  of  compulsion  as  if  physical  constraint  were  resorted 
to.  Of  the  offence  Samuel  further  writes:” — ■“ This  amounts  to  a  plain  and 
palpable  act  of  mutiny,  being  nothing  less  in  effect  than  the  supercession,  or  the 
assumption  and  exercise  by  force,  of  the  powers  of  the  governor  or  commanding 
officer,  by  his  refractory  troops.”  The  moving  cause  or  animus  of  the  act, 
whether  insubordination,  cowardice,  treachery,  &c.,  is  anite  immaterial/1  It  is 
observed  by  O’Brien  71  that — “  no  amount  of  suffering,  privation,  or  sickness,  to 
which  the  garrison  may  be  exposed  by  the  firm  Intrepidity  of  the  commander, 
will  avail  as  an  excuse  for  the  crime.” 

No  Instance  of  a  trial  for  the  specific  offence  made  punishable  by  this  Article 
Is  known  to  have  occurred  in  our  army.” 

973  XIX.  THE  FORTY-FIFTH  AND  FORTY-SIXTH  ARTICLES. 


[Relieving,  and  Communicating  with  the  Enemy,  &a] 


«  art.  45.  Whosoever  relieves  the  enemy  with  money,  victuals,  or  ammunition, 
or  knounngly  harbors  or  protects  an  enemy,  shall  suffer  death,  or  such  other 
punishment  as  a  court-martial  may  direct. 

«  ^t.  40.  whosoever  holds  correspondence  with,  or  gives  intelligence  to,  the 
enemy,  either  directly  or  indirectly,  shall  suffer  death,  or  such  other  punishment 
as  a  court-martial  may  direct’' , 

ORIGIN  OF  THESE  ARTICLES.  These  Articles  may  be  traced  to  Arts.  3 
and  4,  Sec.  II,  of  Charles  I,  Art  8  of  the  Code  of  James  II,  and  to  Arts.  67, 
70,  71,  76  and"  77  of  Gustavus  Adolphus.  In  the  American  military  law,  they 
first  appear  as  Arts.  27  and  28  of  1775. 


fT-p-TR  r.TiASS  OF  OFFENCES  COMPARED  WITH  TREASON.  Treason  as 


however,  which  are  the  subject  of  these  two  Articles  are  treasonable  In  their 


See  Hough,  359. 


,,  In  this  connection,  Art  73  of  the  Code  of  Gustavua 


«Page  148.  But  compare, 


Jamaica.  See  Past  II. 
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an  adherence  to  his  cause,  it  can  scarcely  be  regarded  as  lees  than  an  act 
974  of  treason."  It  may  thus  happen  that  an  offender  whose  crime  has  been 
committed  upon  the  theatre  of  war,  and  who  is  therefore  amenable  to 
trial  as  for  a  military  offence  under  one  of  these  Articles,  may  at  the  same  time 
be  liable  to  an  indictment  for  treason.  A  violation  of  the  Articles,  however,  will 
not  amount  to  the  latter  offence,  in  the  absence  of  the  requisite  animus  implied 
in  the  constitutional  definition.’5 

CONSTRUCTION  OF  THE  TERM  “  WHOSOEVER.’'  The  subject  of  the 
Interpretation  of  this  initial  word  of  the  two  Articles,  as  indicating  the  classes 
of  persons  made  amenable  thereby  to  trial  by  court-martial  for  the  offences 
therein  specified,  has  already  been  considered  in  Chapter  VIII  on  Jurisdiction. 


Forty-fifth  Abticix. 


THE  OFFENCE  OF  RELIEVING  THE  ENEMY  WITH  MONEY,  VICT¬ 
UALS  OR  AMMUNITION — “Relieves.”  This  word  is  evidently  employed 
not  merely  in  the  restricted  sense  of  alleviate  or  succor,  but  also  In  that  of 
assist.  In  the  connection  In  which  it  is  used  it  may  be  construed  as  substan¬ 
tially  equivalent  to  furnish  or  supply.  The  mere  giving  or  selling  to  the  enemy 
of  any  of  the  things  specified,  though  the  same  may  not  really  be  needed  by 
him,  is  so  far  an  assistance  rendered  him,  and  thus  an  offence  within  the  Article. 
That  the  article  furnished  is  exchanged  for  some  commodity  returned  by  the 
enemy  does  not,  as  noticed  by  the  Judge  Advocate.  General,”  affect  the  legal 
quality  of  the  act. 

975  It  is  to  be  observed  that  the  enemy  must  be  actually  relieved — reached 
by  the  succor  or  assistance  tendered.  An  attempt  to  relieve  him,  not 
successful,  will  not  constitute  the  specific  offence. 

“  The  enemy,”  This  term  does  not  necessarily  refer  to  the  enemy’s  govern¬ 
ment  or  army,  nor  is  it  required  to  constitute  the  offence  that  the  relief  should 
be  extended  directly  to  either :  It  is  sufficient  If  it  be  furnished  to  a  single  citi¬ 
zen  or  to  citizens,  or  to  a  member  or  members  of  the  military  establishment,  in 
his  or  their  individual  capacity;  **  the  words  thus  admitting  of  the  same  import 
as  the  term  “  on  enemy  ”  which  occurs  subsequently  in  the  Article.  In  the  lan¬ 
guage  of  Chief  Justice  Chase  of  the  U.  S.  Supreme  Court,—"  all  the  citizens  or 
subjects  of  one  belligerent"  are  “enemies  of  the  government  and  of  all  the 

n  See  Respublica  v.  Carlisle,  1  Dallas,  39,  a  case  of  an  Indictment  for  treason,  for 
giving  Intelligence  to  the  enemy,  4c. ;  also  U.  S.  v.  Pryor,  3  Washington,  234,  238,  where 
the  court  speaks  of  a  form  of  treason  as — “  an  adherence  to  the  enemy  by  supplying  him 
with  provisions.”  In  a  charge  to  the  grand  Jury  of  the  D.  S.  Circuit  Court,  In  Nov., 
1861,  reported  in  5  Blatcbford,  549,  550,  Nelson,  J.  clearly  sets  forth  that  giving  intelli¬ 
gence,  sending  provisions  or  money,  and  furnishing  arms  or  munitions  to  the  enemy,  are 
all  overt  acts  of  treason.  And  see  Tn  re  Stacy,  10  Johns.,  332 ;  Jones  t?.  Seward,  40 
Barb.,  563,  also  4  Black.  Com.,  82,  (and  Christian’s  note;)  Hensey’s  Case,  1  Bur.,  650; 
Stone  s  Case,  6  Term,  527. 

"Thus  correspondence  with  an  enemy  in  regard  to  matters  purely  social  or  domestic, 
while  lacking  the  animus  of  treason,  would,  unless  duly  authorized,  constitute  an  offence 
under  Art.  46.  (See  post.)  In  Fottrell  v.  German,  5  Cold..  280.  it  was  held  not  to  be 
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citizens  or  subjects  of  the  other,”  both  In  "  civil  and  international  wars."" 
Relief,  therefore,  afforded  to  Individuals  Is  relief  to  enemies,,  and,  so  far  forth 
also,  relief  to  the  enemy  considered  as  a  nation  or  government. 

It  need  hardly  be  remarked  that  the  term  "  the  enemy,”  or  “  an  enemy,”  does 
not  include  enemies  regularly  held  as  prisoners  of  war;  such,  while  so  held, 
being  entitled,  by  the  usages  of  civilized  warfare,  to  be  furnished  with  sub¬ 
sistence,  quarters,  &c.M  It  would  include,  however,  a  prisoner  of  war  who  has 
escaped  and  while  he  is  at  large,”  as  also  one  who,  having  been  made  prisoner 
of  war,  has  been  paroled,  and  is  at  large  upon  his-  parole*4 
976  The  term  under  consideration  embraces  also — as  has  been  specifically 
held  by  the  Attorney  General  “■ — an  Indian  tribe  or  band  in  open  hostility 
to  the  United  States. 

“  Money,  victuals,  or  ammunition.”  In  this  enumeration  the  Article  is 
bald  and  imperfect.  Some  such  addition  as  or  other  thing,  or  or  otherwise  is 
required  to  complete  and  render  fully  effective  the  enactment."  “  Money  ”  In¬ 
cludes  of  course  either  metallic  or  paper  currency,  as  also  money  issued  by  or 
current  with  the  enemy  as  well  as  money  of  the  country  of  the  accused.  As 
held  by  the  Judge  Advocate  General,"  the  furnishing  of  money  to  the  enemy 
is  no  less  a  relieving  of  him  where  a  consideration  is  received  in  return  than 
where  the  amount  supplied  is  a  free  gift  And  convictions  have  been  had, 
under  the  Article,  for  relieving  the  enemy  with  money,  by  purchasing  (with 
money  paid)  cotton  from  agents  of  the  Confederate  government,”  as  also  by 
similarly  purchasing  Confederate  bonds."  “  Victuals  ”  is  defined  by  Hough  to 
be  “any  article  that  will  support  life;”  and  he  concludes  that  all  wines, 
spirituous  liquors,  “  and  even  water  are  included  in  the  term.”*0  In  the  re¬ 
ported  cases  occurring  during  the  late  war,  the  most  usual  form  of  furnishing 
an  enemy  with  victuals  was  for  the  accused  to  entertain  him  at  meals  at 
his  residence.*1  As  to  “ammunition,”  no  sufficient  grounds  are  perceived 


“The  Venice,  2  Wallace,  418.  And  see  The  Prize  Cases,  2  Black,  666;  also  case  of 
Mrs.  Alexander’s  Cotton,  2  Wallace,  274 ;  Gooch  i).  U.  S„  15  Ct  Cl.,  287-8.  The  term 
“  the  enemy  "  Includes  not  only  civilians,  soldiers,  Ac.,  but  also  persons  who,  by  the  laws 
of  war,  are  outlaws — as  "  guerillas  ”  and  other  freebooters.  Bee  G.  O.  30,  Dept,  of  the 
Mo.,  1863. 

“Compare  Hough,  328. 

«  See  the  case  of  harboring,  Ac.,  an  enemy,  published  in  G.  O.  88,  Mil.  Div.  W.  Miss., 
1864,  where  the  person  harbored  was  an  escaped  prisoner  of  war. 

“  In  the  leading-  case  of  B.  G.  Harris,  a  member  of  Congress  from  Maryland,  the  re¬ 
lieving  by  the  accused,  with  money,  of  two  soldiers  of  the  army  of  the  enemy,  at  large 
under  their  parole  as  prisoners  of  war.  and  unlawfully  within  our  lines,  was  considered 
by  the  court  to  be,  as  charged,  an  offence  under  Art.  46,  and  the  conviction  and  sentence 
of  the  accused  accordingly  were  duly  approved.  G.  C.  M.  O.  260  of  1865 ;  also  Proceed¬ 
ings  published  in  Ex.  Doc.,  No.  14,  H.  of  R.,  S9th  Cong.,  1st  Bess.  And  compare  11  Opihs. 


At.  Gen.,  204. 

“13  Opins.  At.  Gen.,  470. 

"In  the  early  Resolution  of  Congress,  in  pari  materia,  ot  Oct.  8,  177T,  the  particulars 
are  stated  as — “  supplies  of  provision,  money,  clothing,  arms,  forage,  fuel,  or  any  kind 
of  stores.”  2  Jour.  Cong.,  281. 

“  Digbbt,  41. 

“G.  O.  14,  MU.  Dlv.  W.  Miss.,  1865— where  the  accused  is  convicted  of  having  paid 
to  the  enemy’s  agents  about  $600,000  for  cotton. 

“  8ee  G.  O.  78,  Mil.  Dlv.  W.  Miss.,  1864. 

"Page  327  ;  Id.,  (P.)  158.  1°  a  case  published  In  G.  O.  27,  MU.  Dlv.  W.  Miss.,  1665, 
the  enemy  was  relieved  with  “  flour,  coffee,  oU,  wines  and  whiskey.” 

si  gee  G  O  76  175,  of  1863;  Do.  51  of  1864.  Also  G.  C.  M.  O.  200  of  1865,  where 
the  accused  procured  two  rebel  soldiers  to  be  fed  at  the  house  of  a  neighbor.  In  the 
cases  of  two  women  convicted  of  this  offence  hy  military  commission,  published  in  G.  O. 
148,  Dept,  of  the  Mo.,  1863,  the  enemy.  <”  bushwhackers,”)  were  relieved  by  sending 
and  carrying  victuals  to  them  In  the  wooda 
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977  for  ascribing  to  tils  word  a  meaning  larger  or  Qther  than  that  which  It 
bears  in  common  military  parlance.” 

THE  OFFENCE  OF  KNOWINGLY  HARBORING  OR  PROTECTING  AN 
ENEMY.  This  offence  may  be  defined  ns  consisting  mainly  in  receiving  and 
lodging,  sheltering  and  concealing,  or  shielding  from  pursuit,  arrest,  or  41  any 
Injury  which  in  the  chance  of  war  may  befall  him,””  a  person  known-  as,  or 
confidently  believed  to  be,  and  who  is  in  fact,  an  enemy.  If  the  party  harbor¬ 
ing,  &c.,  is  in  no  mapner  apprized  that  the  other  is  an  enemy,  the  specific 
offence  is  not  committed ;  -but  where  the  circumstances  are  such  as  to  induce 
the  inference  that  he  is  or  may  be  an  enemy,  it  will  be  for  the  accused  to  rebut 
the  presumption  that  he  had  the  knowledge  contemplated  by  the  Article.  In 
the  cases  as  published  in  General  Orders,  this  offence  has  commonly  been 
committed  by  lodging  or  procuring  lodging  for  officers  or  soldiers  of  the  enemy's 
force”  or  by  concealing  them,  and  denying  their  presence  or  refusing  to  furnish 
any  information  of  their  whereabouts.” 

PROOF.  It  must  of  course  appear  that  a  status  lelli  prevailed  at  the  date 
of  the  offence,  but  of  the  existence  of  such  status  the  court  will  ordinarily  take 
judicial  notice  without  proof.  Where  it  is  doubtful  whether  the  war  had  begun 
at  the  time  of  the  offence,  or  had  not  ended  before  such  time  or  the  time  of  the 
ordering  of  the  court,  it  may  be  necessary  to  put  in  evidence  the  action  of  Con¬ 
gress  or  the  Executive  in  declaring  war,  announcing  the  recurrence  of  peace, 
&c.  A  state  of  war  being  admitted  or  established,-  the  fact  that  the  party 

978  relieved,  &c.,  was  an  enemy  will  be  exhibited  by  evidence  that  he  was  a 
member  of  the  military  force  of  the  enemy,  or  a  citizen  or  resident  of 

the  enemy’s  country. 

DEFENCE.  The  only  justification  of  an  act  made  punishable  by  this  Article 
would  ordinarily  be  the  order  or  sanction  of  a  competent  military  superior,"  or 
an  authority  conferred  by  an  Act  of  Congress  or  tbe  President.” 

PUNISHMENT.  This,  being  in  the  discretion  of  the  court,  will  commonly 
be  not  severe  where  the  relief  or  harboring  Is  but  slight  or  for  a  very  brief 
period,  or  where  It  is  rendered  to' a  destitute  person ;  and  will  ordinarily  be  less 
severe  where  assistance  is  rendered  to  an  individual  for  his  personal  benefit  than 
where  It  is  rendered  to  the  government  or  the  army  of  the  enemy.  But  in  every 
case  the  animus  of  the  offender  will  properly  be  the  most  material  circum¬ 
stance  to  be  considered  in  awarding  the  punishment  Where  his  act  has  pro¬ 
ceeded  from,  or  illustrates,  a  strong  sympathy  on  bis  part  with  the  cause  of  the 
enemy,  or  a  marked  animosity  towards  his  own  government,  he  will  merit  a 
much  heavier  penalty  than  where  he  was  actuated  mainly  by  an  impulse  of 

"The  view  expressed  by  Hough,  (p.  328,5  that  "  ammunition  ’*  was  synonymous  with 
munition,  and  included  arms  and  other  mat  Mel  of  war,  does  not  seem  to  have  been 
favored  by  other  authorities. 

“Hough,  328. 

»*  See  cases,  cited  In  note  ante,  of  relieving  an  enemy  by  entertaining  him  at  meals,— 
in  which  cases  he  was  generally  also  lodged. 

“  See  two  cases  In  G.  0.  52,  Dept,  of  the  Ohio,  1863.  In  a  case  In  G.  O.  88,  Mil.  Dlv. 
W.  MIhs.,  1864,  a  seaman  was  convicted  of  harboring  and -protecting  a  prisoner  of  war, 
“  by  hiding  him  In  the  hold  of-  the  ship  to  enable  him  to  escape." 

“  Samuel,  578-9 :  G.  0.  78,  Mil.  Div.  W.  Miss.,  1864 
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hospitality.  Capital  sentences  were  rarely  Imposed  for  violations  of  this 
Article  during  the  late  war ;  imprisonment  and  fine  being  the  forms  of  punish¬ 
ment  usually  resorted  to.“ 

FoaiY-sixTH  Abticle. 


THE  OFFENCES  MADE  PUNISHABLE.  This  Article  makes  capitally 
punishable  by  sentence  of  court-martial  the  two  distinct  acts  of  holding 
9T9  correspondence  with,  and  giving  Intelligence  to,  the  enemy;  and  all  mate¬ 
rial  communications  made  to  the  enemy  will  be  found  to  be  included 
within  the  one  or  the  other  description.  The  terms  “  whosoever  ”  and  “  the 
enemy  "  have  already  been  construed  under  the  preceding  Article. 


HOLDING  COBBESFONDENCE  WITH  THE  ENEMY.  The  word  “  cor¬ 
respondence  ”  is  understood  to  be  here  employed  in  its  usual  and  familiar 
sense,  as  intending  written  communications,  especially  by  letter,  and  embrac¬ 
ing  of  course  communications  in  print  and  telegrams.  The  term,  however,  is 
not  to  be  viewed  as  implying  that  there  has  been,  or  should- be,  a  mutual  Inter¬ 
change  of  letters  or  communications  between  the  accused  and  the  enemy; 
nor  is  It  necessary  that  the  communication  which  is  the  occasion  of  the  charge 
should  be  an  answer  to  a  previous  one  from  the  party  to  whom  it  Is  addressed. 
The  offence  may  consist  in  the  sending  of  a  single. letter,  and  this  may  be  the 
first  and  the  only  one  that  has  passed,  or  been  attempted  to  be  transmitted, 
between  the  parties. 

Any  correspondence  with  the  enemy  being  a  violation  of  the  absolute  rule 
of  non-intercourse  pertaining  to  a  state  of  war,  the  Article,  naturally,  does  not 
characterize  the  correspondence,  the  holding  of  which  is  made  punishable,  as 
treasonable,  hostile,  injurious,  &c.,“  but  makes  It  au  offence  to  hold  any  corre¬ 
spondence  whatever.  Not  only  therefore  is  correspondence  by  which  valu¬ 
able  information  is  imparted  or  important  public  business  transacted,  as  well 
as  correspondence  calculated  to  stimulate  or  encourage  the  enemy, properly 
chargeable  under  the  Article,  but  also  correspondence  of  a  comparatively  harm¬ 
less  character— as  the  writing  of  a  letter  relating  to'  private  or  domestic  affairs.1 
And  so  of  the  communicating  to  the  enemy  of  supposed  facts,  which  however 
are  not  true  and  do  not  therefore  amount  to  the  giving  of  intelligence.* 

It  is  further  to  be  observed  that  the  crime  Is  complete  in  the  writing  or 
980  preparing  of  the  letter  or  other  communications,  and  the  committing 
it  to  a  messenger,  or  otherwise  putting  It  in  the  way  to  be  delivered.  It 
is  not  essential  that  it  be  received  by  the  person  for  whom  it  is  intended,  or  that 
it  reach  its  place  of  destination.  If  it  be  intercepted  while  in  transitu,  the 
legal  character  of  the  offence  will  not  be  affected.1  _ 


« An  instance  of  a  capital  sentence  la  found  in  G.  O.  76  of  1863,  where,  however,  the 
same  was  commuted  by  the  President  to  lmpriaonment  during  the  war  at  Fort  Delaware. 

nf  sentences  of  . confinement  at  hard  labor  for  twenty  years  occur  in  q.  O.  14, 
27  Mil  Div  W  Mias.,  1865.  In  the  case  of  Harris,  (G.  O.  260,  of  1865,)  the 
Sng^n  official  peraoi,  (member  of  Congress,)  disqualification  for  office  was  added  to 

"  Article  „t  November.  1775,  tie  offa.ee  ffeecrlbeff  “  boWl»e 

*  ““  01  .ffe  Mo.,  1854 ;  «*,.  (tried  5,  .  mff.M,,  com- 

VSS2S e1™.*  ~d  w 
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Do.  132,  Dept  of  the  Gulf,  1864.  8 
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GIVING  INTELLIGENCE  TO  THE  ENEMY.  This  offence  will  consist 
In  communicating  to  the  enemy,  by  personal  statement,  message,  letter,  signal 
or  otherwise,4  information'  in  regard  to  the  number,  condition,  position,  or 
movements  of  the  troops,  amount  of  supplies,  acts  or  projects  of  the  government 
in  connection  with  the  conduct  of  the  war,  or  any  other  fact  or  matter  that 
may  instruct  or  assist  him  in  the  prosecution  of  hostilities.* * 

Of  the  specific  instances  of  a  direct  violation  of  this  Article  which  have  been 
made  the  subject  of  trial,  some  of  the  principal,  as  published  In  General  Orders, 
are — the  furnishing  to  the  enemy  a  plan  of  the  defences  of  a  military  post;4 
the  pointing  out  to  enemy’s  cavalry  the  road  by  which  a  herd  of  government 
cattle  had  been  driven  to  avoid  capture,  and  stating  that  the  same  was  without 
a  guard ; T  the  writing  and  sending  letters  to  a  person  In  the  enemy’s  service 
in  which  information  was  given  of  the  movements  of  troops  and  of  intended 
military  operations ;  ’  and  the  giving  of  similar  information  to  scouts  of  the 
enemy.’ 

It  Is  necessary  that  the  enemy  shall  have  been  actually  informed.  If  there¬ 
fore  the  intelligence  fails  to  reach  him,  this  offence  is  not  completed, 
981  though  the  offence  of  holding  correspondence  may  be.1*  It  would  Beem 
also  that  the  facts  communicated  should  be  In  part  at  least  true,  since,  If 
they  are  entirely  false,  intelligence  cannot  be  said  to  be  given. 

“  EITHEB  DIRECTLY  OB  INDIBECTLY.,,  These  worda  are  construed 
as  applying  to  both  the  acts  made  punishable,  not  to  the  last  one  only.  The 
modes  of  holding  correspondence  and  giving  intelligence  already  instanced  fyave 
been  mainly  of  a  direct  character.  It  was,  however,  the  Indirect  modes  which, 
during  the  late  war,— as  In  previous  wars,0— principally  exercised  the  vigilance 
of  our  military  authorities.  The  proceeding  of  this  sort  which.lt  was  found 
especially  necessary  to  denounce  and  prohibit  was  the  publication  in  news¬ 
papers  of  particulars  in  regard  to  (he  numbers,  organization,  position,  opera¬ 
tions,  &c.,  of  the  army,  by  which  information  might  readily  be  communicated 
to  the  enemy ;  “  and  in  several  instances  the  offence  thus  committed  was  made 
the  subject  of  charges  under  the.  present  Article,1’  or  of  trial  by  military  com¬ 
mission.14  The  publishing  by  way  of  advertisement  in  newspapers,  of  “  Per¬ 
sonals,"  by  means  of  which  an  Indirect  correspondence  was  maintained  with 
individuals  within  the  enemy’s  lines,  was  also  expressly  prohibited* 

PROOF.  In  addition  to  what  has  already  been  Baid  on  this  subject,  (includ¬ 
ing  the  observations  under  the- previous  Article — apposite  here  also — as  to  the 


4  See  case  in  0.  0.  26,  Dept,  of  Va.  A  No.  Ca.,  1864,  In  whleh  s.  soldier  guarding  a 
prisoner  Is  charged  with  allowing  the  latter  to  escape  for  the  purpose  of  having  him 
cojnmunleate  to  the  enemy  valuable  Information. 

Art.  8  of  James  II  made  punishable  the  giving  of  Intelligence  “  either  by  letters,  me*- 
aagea,  signs,  or  tokens;  or  in  any  manner  of  way  .whatsoever." 

*  The  Intelligence  may  he  of  a  negative  character.  Thus  In  Stone's  csae,  6  Term,  527, 
the  sending  to  the  enemy  a  paper  containing  reasons  for  no*  invading  England  waa  held 
to  constitute  high  treason. 

•  G.  O.  242  of  1863. 

*  G.  O.  250  of  1863. 

■  0.  0.  371  of  1863. 

•  G.  0.  157  of  1864. 


“  "  14  lB  essential  to  the  offence  of  giving  intelligence  to  the  enemy  that  material  Infor¬ 
mation  ahould  actually  be  communicated  to  him."  Diokst,  42. 
u  See  G.  O.  of  Nov.  27,  1812;  Tnlloeh,  40-41. 

aG.  0.  67  of  1861;  Do.  151  of  1862;  Do.  125,  Army  of  the  Potomac,  1862;  Dq.  29, 
48,  Id.,  1863;  Do.  44,  Id.,  1864 ;  Do.  48,  Dept,  of  the  Mo  1862 
“  °-  of  Washington,  1863 ;  De.  13,  Dept,  of  the  Tenn  1863 

“  G.  O.  29,  Army  of  the  Potomac,  1868. 

“  G.  O.  10,  Dept  of  the  East  1865. 
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proper  evidence  of  the  existence  of  a  state  of  war,  &c.,)  It  may  be  added  that 
where  the  correspondence  has  been  carried  on,  or  Intelligence  supplied,  by  a 
written  communication  in  the  handicriting  of  the  accused,  It  will  be  necessary 
to  prove  this  In  the  usual  mannner,  as  indicated  in  the  Chapter  on  Evl- 
982  dence.  Where  the  communication  is  In  cipher,  the  possession  of  a  key, 
or  a  knowledge  of  and  ability  to  employ  the  cipher,  must  ordinarily  be 
brought  home  to  the  party” 


DEFENCE.  The  general  principle  laid  down  as  applicable  to  defences  to 
charges  under  the  45th,  is  apposite  under  the  present  Article. 

Under  a  charge  for  holding  correspondence,  where  the  communication  re¬ 
ferred  solely  to  private  or  domestic  affairs,  it  would  be  a  good  defence  to  show 
that  the  same  was  authorized  under  regulations  such  as  those  which  prevailed 
during  the  late  war,  by  which  communications  of  such  a  character  were  per¬ 
mitted  to  be  exchanged  with  the  enemy  through  the  lines  at  Fortress  Monroe 
A  not  unusual  form  of  defence  to  a  charge  of  giving  intelligence  to  the 
enemy,  (especially  where  it  was  verbally  and  personally  communicated  to  the 
enemy  in  his  presence,)  has  been  that  the  same  was  furnished  under  duress. 
But  to  constitute  this  defence,  the  duress  must  have  been  such  as  to  put  the 
party  in  reasonable  fear  of  present  death  if  he  refused  to  give  the  information 
required  of  him.  Any  form  of  bodily  constraint  or  injury,  not  Immediately 
endangering  life,  although  it  might  be  admitted  in  evidence  in  mitigation  of 
punishment,  would  not  amount  to  a  defence  in  law.  Thus,  neither  the  mere 
presence  of  a  force  of  the  enemy  sufficient  to  overpower  the  party  and  destroy 
him,  nor  the  ordering  him  peremptorily  to  furnish  the  information  desired,  nor 
the  imprisoning  of  him  until  he  should  disclose  facts  within  his  Knowledge, 
would  constitute  the  defence  of  duress,  where  his  life  was  not  seriously  threat¬ 
ened  or  otherwise  put  in  actual  peril.” 

PUNISHMENT.  The  penalty  to  be  awarded  will  properly  depend  upon  the 
animus  of  the  offender,  whether  (reasonable,  treacherous,  or  sympathetic 
983  with  the  enemy's  cause,  or  comparatively  innocent  of  any  such  feeling; 

upon  the  matter  of  the  communication— whether  beneficial  to  the  epemy, 
authentic  and  original,  or  mounting  merely  to  hearsay  or  rumor;, upon  the 
manner  and  form  of  imparting  it— as  whether  it  be  communicated  to  the 
enemy’s  government  or  its  official  or  military  representative,  or  to  a  private 
individual,  &c.  The  death  penalty  has  sometimes  been  adjudged  m  our  prac¬ 
tice  for  a  violation  of  this,  as  of  the  previous,  Article,”  but  imprisonment  has 
been  the  more  usual  punishment.”  In  some  cases  the  sentence  has  required 
that  the  accused  be  sent  without  the  lines  of  the  army.30 _ _ 


Smithson’s  Case,  (G.  O.  371  ol  1863,)  the  letter  conveying  Intelligence,  to  the 
„  with  a  fictitious  name  and  enclosed  in  an  envelope  addressed  in  cipher. 

ITSJV  thing better  with  a  fictitious  signature  In  G.  O.  203,  Dept,  of  the 

analogous  case  of  entering  the  military  service  of  the  enemy  under  duress, 
.  »  l  McCarthy  2  Dallas,  86;  U.  8.  «.  Vlgol,  Id.,  846;  U.  8.  v.  Greiner, 

fphllad  896  And  compare  U.  8.  v.  Hodges,  Brunner,  465.  See  also,  tn  this  cpnnec- 
tion^the'  coinments  of  the  Secretary  of  War  upon  the  findings  in  Cashell’s  Case,  In 

°'-°G  20°106 *  *157'  of  1804 ;  Do.  67,  Dept,  of  the  Gulf.  1865. 

•  iS  published  in  G.  0.  14,  MU.  Dlv.  W.  Miss.,  1865,  the  sentence  Is  conflne- 

at  hard  S’  of  the  Mo.,  1863,  the  sentence  was—"  To  be  sent 

Dept,  of  the  Tenu.,  1863. 
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The  law,  as  laid  down  in  this  case,  is  illustrated  by  the  later  instance, 
occurring  In  1857,  of  the  Impressing  into  the  service  of  the  United  States  by 
Colonel  A.  S.  Johnson,  in  command  of  the  Utah  expedition,  of  the  teams  and 
property  of  certain  freighters,— in  which  judgments  were  rendered  in  favor  of 
these  parties  against  the  United  States  for  the  value  of  the  property  takeD. 
The  military  orders  made  and  executed  in  this  instance  evidently 

1208  “  were,"  observes  Attorney  General  Bates  ”  “  the  wise  and  proper  precau¬ 
tions  of  an  officer  to  protect  his  own  force  and  prevent  his  enemy  from 

being  strengthened;  ”  and  he  holds  that  these  orders  and  acts  of  Col.  Johnson 
were  “justified  by  military  necessity,”  thus  contrasting  the  case  with  that  of 
Harmony  v.  Mitchell,  as  adjudged.11 

A  material  difference  between  the  cases  of  Mitchell  and  Johnson  was  that 
the  claims  of  the  freighters  in  the  latter  were,  by  legislation  of  Congress, 
referred  to  the  Court  of  Claims  for  adjudication — which  left  little  more  to 
that  Court  than  to  assess  the  value  of  the  property  taken.  It  may  be  added, 
as  to  Mitchell’s  case,  that  it  was  clearly  a  hard  one,  and,  by  special  Act  of 
March  11,  1852,  he  was  relieved  of  the  judgment  against  him,  which  was 
assumed  and  paid  by  the  United  States. 

ARREST  AND  BESTRAINT  OP  PERSONS.  The  Laws  of  War  authorize 
the  arrest,  trial  and  punishment  of  such  of  our  own  people  as  may  become 
chargeable  with  relieving  or  communicating  with  the  enemy,  carrying  on  illicit 
trade  or  intercourse,  or  other  violation  of  those  Laws.  The  liability  and  dis¬ 
position  of  such  offenders  has  already  been  in  part  considered  under  the  45th 
and  46th  Articles  of  War,  and  will  be  further  discussed  in  treating  of  the 
jurisdiction  and  powers  of  the  Milit  aby  Commission.  The  restraints  which 
may  be  exercised  over  the  citizen  will  also  enter  into  the  consideration  of  the 
subject  of  Maktial  Law. 

II.  THE  LAW  OF  WAR  AS  AFFECTING  INTERCOURSE  BETWEEN 
ENEMIES  IN  GENERAL. 

RULE  OF  NON-INTERCOURSE.  The  principle  here  to  be  noticed  is  sim¬ 
ply  that  of  the  absolute  non-intercourse  of  enemies  in  war.  As  frequently  reiter¬ 
ated  in  the  rulings  of  the  Supreme  Court,  not  merely  the  opposed  military  forces 
but  all  the  inhabitants  of  the  belligerent  nations  or  districts  become,  upon  the 
declaration  or  initiation  “  of  a  foreign  war,  or  of  a  civil  war,  (such  as  was 

1209  the  late  war  of  the  rebellion,)  the  enemies  both  of  the  adverse  government 
and  of  each  other,1*  and  all  intercourse  between  them  Is  terminated  and 


10 10  Opins.  At.  Gen.,  23. 

“  See  Irwin  v.  V.  S„  Ct  a.,  149 ;  U.  S.  v.  Irwin,  127  U.  S.,  125 ;  10  Opins.  At 
Gen.,  21. 

uAs  to  what  constitutes  such  declaration  or  initiation,  see  ante;  “  Fifty -Eighth  Article,” 
Part  1,  p.  668. 

13  Vattel,  321 ;  Manning,  166 ;  Dana’s  Wheaton  §  345 ;  1  Kent,  Com.,  55  ;  Halleck,  357  *, 
Jecker  v.  Montgomery,  18  Howard,  112 ;  White  v.  Burnley,  20  Id.,  2^9 ;  Prize  Cases,  2 
Black,  666;  Mrs.  Alexander’s  Cotton,  2  Wallace,  274;  The  Venice,  Id.,  418;  Coppell  V. 
Hall,  7  Id.,  542 ;  Texas  «.  White,  Id.,  700 ;  Lamar  v.  Browne,  92  U.  S.,  194 ;  Ford  v.  Surget, 
97  Id.,  594 ;  Dow  v.  Johnson,  100  Id.,  164.  “  In  the  state  of  war  nation  Is  kDOwn  to 
nation  only  by  their  armed  exterior ;  each  threatening  the  other  with  con  guest  or  annihila¬ 
tion.  The  Individuals  who  compose  the  belligerent  States  exist,  as  to  each  other,  in  a  state 
of  utter  occlusion.  If  they  meet,  it  Is  only  In  combat.  War  strips  man  of  his  social 
nature."  The  Rapid,  8  Cranch,  160.  (Johneon,  J.) 

This  view,  however.  Is  strongly  combated  by  Bluntschll  (§  531).  “Die  Prlvaten,”  he 
writes,  ’*  als  solche  Bind  bei  diesem  Strelte  nicht  unmittelbar  bethelllgt,  sle  Bind  nlcht 
Krelgs-  und  nlcht  Process-parteien,  und  eben  dessbalb  nicht  Feinde  lm  elgentllchen  und 
vollen  Sinn  des  Worts." 
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Interdicted.14  Hence  the  general  rule  that,  pending  the  war,  all  domestic,  social, 
and  business  relations  are  forcibly  severed;  all  Interchange,  however  personal 
and  Intrinsically  harmless,  is  forbidden ;  no  new  contracts  or  engagements  can  be 
entered  into;  existing  partnerships  and  joint  undertakings  are  dissolved,  and 
existing  contracts  and  pecuniary  obligations  are  suspended,* 1*  and  “  the  courts 
of  each  belligerent  are  closed  to  the  citizens  of  the  other.”  14 

1210  ENFORCEMENT  AND  VIOLATION  OF  THE  RULE.  The  drawing 
of  strict  army  lines,  the  patrolling,  with  troops  or  armed  vessels,  of  the 

territory,  rivers,  &c.,  Intervening  between  the  belligerents,  and  the  establishment 
of  military  posts  upon  main  routes  of  travel  and  of  blockades  of  important  ports, 
while  measures  defensive  and  offensive  as  against  the  hostile  forces,  are  also 
efficient  means  for  the  enforcement  of  this  rule  of  non-interconrse.  Infractions 
of  this  rule,  by  selling  to,  buying  from  or  contracting  with  enemies,  furnishing 
them  with  supplies,  corresponding,  mail  carrying,  passing  the  lines  without 
authority,  &c.,  are  violations  of  the  laics  of  i car,  more  or  less  grave  in  proportion 
as  they  render  material  aid  or  information  to  the  enemy  or  attempt  to  do  so, 
and,  as  will  hereafter  be  illustrated,  are  among  the  most  frequent  of  the 
offences  triable  and  punishable  by  military  commission. 

EXCEPTIONS  TO  THE  GENERAL  RULE — LICENSES  TO  TRADE.  By 
the  custom  of  war,  however,  certain  exceptions  have  come,  from  necessity  or 
considerations  of  policy  or  humanity,  to  be  admitted  to  the  general  rule  of 
non-intercourse.  Among  the  more  familiar  of  these  exceptions  are  the  use  of 
flags  of  truce,  the  entering  into  armistices,  cartels,  or  other  conventions,  and  the 
exchange  of  prisoners  of  war.  These  will  be  noticed  under  the  next  Title,  as 
relating  to  the  carrying  on  of  war  and  the  treatment  of  captives. 

A  more  distinctive  exception  is  the  licensing  of  trading  between  belligerents. 
Early  in  our  late  civil  war,  which,  because  of  its  great  proportions,  was  assimi¬ 
lated  to  a  foreign  war,  and  in  which,  as  has  been  remarked,  belligerent  rights 
were  conceded  by  the  United  States  to  the  Confederate  forces,”  an  Act  of  Con¬ 
gress  of  July  13,  1861,  c.  3,  s.  5,  in  supplementing  the  law  of  war  by  specifically 
Interdicting  commercial  Intercourse  with  the  Insurrectionary  States,  yet  author¬ 
ized  the  President  in  his  discretion  to  license  such  Intercourse  in  particular  In¬ 
stances  when  deemed  conducive  to  the  public  interests.  Such  licenses  being 
exceptional,  it  was  held  by  the  Supreme  Court  that  they  were  to  be  strictly 

1211  construed ; 14  also  that  no  authority  other  than  the  President  could  grant  a 


i‘  “  Interdiction  of  trade  and' Intercourse,  direct  or  Indirect,  Is  absolute  and  complete  by 
the  mere  force  and  effect  of  war  Itself.”  Prize  Cases,  2  Black,  688.  And  see  the  other 
authorities  cited  In  last  note ;  also  Woolsey  §  117  ;  Schooner  v.  Patriot,  1  Brock,  421 ;  Tbe 
Julia  and  Cargo,  1  Galllson,  603 ;  Tbe  Sea  Lion,  5  Wallace,  630 ;  The  Ouachita  Cotton,  6 
Wallace,  621;  Hanger  v.  Abbott,  Id.,  535;  McKee  v.  TJ.  S.,  8  Id.,  163;  U.  S.  v.  Lane,  Id., 
105 ;  U.  S.  v.  Grossmayer,  9  Id.,  72 ;  Montgomery  v.  U.  S.,  16  Id.,  305 ;  Hamilton  v.  Dlllin, 
21  Id.,  73 ;  Mitchell  v.  TJ.  S.,  Id.,  350 ;  Desmare  v.  TJ.  S-,  93,  TJ.  S.,  612 ;  Brown  v.  Hiatt, 

1  Dillon,  372  and  15  Wallace,  184. 

“  Hoare  v.  Allen,  2  Dallas,  102 ;  Foxcraft  v.  Nagle,  Id.,  132 ;  Manning,  176 ;  and  cases 
cited  in  the  two  preceding  notes.  Bnt  “  war  does  not  confiscate  debts  or  property  for  the 
benefit  of  debtors,  but  only  suspends  the  right  of  action.”  Caldwell  v.  Harding,  1  Lowell, 
329.  As  to  the  unlawfulness  of  the  act  of  drawing  bills  by  or  upon  enemies  during  the 
late  war,  see  BrittOD  v.  Butler,  9  Blatchford,  457;  Williams  v.  Mobile  Sav.  Bk„  2  Woods, 
501 ;  Woods  v.  Wilder,  43  N.  Y.,  164 ;  Lacy  v.  Sugarman,  12  Heisk.,  354.  That  exceptions 
to  the  general  rule  stated  In  the  text  may  he  admitted  In  cases  of  prisoners  of  war  drawing 
bills  for  subsistence  furnished  them  by  enemies,  (or  for  their  ransom,)  see  Antoine  v. 
Morehead,  6  Taunton,  237  ;  Halleck,  359 ;  Digest,  edit,  of  1868,  p.  292. 

“  Brown  v.  Hiatt,  15  Wallace  184. 

u  Dow  v.  Johnson,  100  D.  S.1,  158;  Stevens  v.  Griffith,  111  II.  S.,  61;  Freeland 
Williams,  131  D.  S„  416 ;  TJ.  S.  v.  Pacific  R.  R.,  120  U.  S.,  233. 

“The  Reform,  3  Wallace,  632;  McClelland?.  D.  S.,  21  Id.,  98;  Cutner  v.  IJ.  S.,  17  Id., 
617  :  Millar  v.  U.  S.  8  Ct.  Cl.,  487 ;  Cone  v.  TJ.  S.,  Id.,  421. 
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PREFACE. 


This  volume  contains,  with  some  omissions  and  revisions, 
the  abstracts  of  opinions  published  in  the  last  edition  of  the 
Digest  ,  that  of  1880,  supplemented  by  selections  from  the 
opinions  rendered  by  the  Judge- Advocate-General,  or  Act¬ 
ing  Judge-Advocate-General,  of  the  Army,  during  the  four¬ 
teen  years  succeeding.  The  present  publication  is  the  final 
one  of  a  series  of  issues  under  the  same  Title,  prepared  by 
the  author,  of  which  the  first  appeared  in  1866. 

The  citations  of  the  “Digest”  in  the  forthcoming  new 
edition  of  the  author’s  work  on  Melitaby  Law  and  Pbeoe- 
dents,  refer  to  this  publication. 

Washington,  D.  C.,  January  1, 1895. 


The  numerals  at  the  end  of  the  separate  paragraphs  (or 
sentences)  of  the  text  refer  to  volumes  and  pages  of  the 
official  Record  Books  of  the  Bureau,  consisting  of  permanent 
folios  of  which  the  volumes  are  designated  in  roman  and 
press  books  designated  in  arabic. 


NOTICE. 

While  this  work  has  been  passing  through  the  press  there 
has  been  published  General  Order,  No.  16,  of  March  25, 1895, 
amending  G.  O.  21  of  1891,  “establishing  limits  of  punish¬ 
ment  for  enlisted  men  of  the  Army.”  The  amending  order 
should  be  taken  into  consideration  in  connection  especially 
with  the  within  Titles  of  Maximum  Punishment,  Pre¬ 
vious  Convictions,  and  Summary  Court. 
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ARTICLES  OF  WAR.  41 

amenable  to  trial  and  punishment  by  court-martial  under 
either  Article.1  II,  498;  V,  291;  XI,  215,  454. 

2.  During  tbe  late  war,  all  inhabitants  of  insurrectionary 
States  were  prime,  facie  enemies  in  the  sense  of  this  and  the 
succeeding  Article.**  XIV,  266.  A  citizen  of  an  insurgent 
State  who  entered  the  U.  8.  military  service  became  of  course 
no  longer  an  enemy.  So  held  of  a  Lieutenant  of  the  1st  E. 
Tenn.  Cavalry.  XXIX,  206. 

3.  It  is  no  less  a  relieving  an  enemy  under  this  Article 
that  the  money,  &c.,  furnished  is  exchanged  for  some  com¬ 
modity,  as  cotton,  valuable  to  the  other  party.  XII,  385; 
XIV,  266;  XVI,  446. 

4.  The  act  of  “  relieving  the  enemy”  contemplated  by  this 
Article  is  distinguished  from  that  of  trading  with  the  enemy 
in  violation  of  the  laws  of  war;  the  former  being  restricted 
to  certain  particular  forms  of  relief,  while  the  latter  includes 
every  kind  of  commercial  intercourse  not  expressly  author¬ 
ized  by  the  government.  XIV,  266.  [See  Law  of  War  §  1.] 

FORTY-SIXTH  ARTICLE. 

“Whoeoever  holds  correspondence  with,  or  givos  intelligence  to,  the 
enemy,  either  directly  or  indirectly,  shall  suffer  death,  or  such  other 
punishment  as  a  conrt-martial  may  direct.” 

•Admitting  this  construction  to  be  warranted  so  far  as 
relates  to  acts  committed  on  the  theatre  of  war  or  within  a 
district  under  martial  law,  it  is  to  be  noted  that  it  is  the 
effect  of  the  leading  adjudged  cases  to  preclude  the  exercise 
of  the  military  jurisdiction  over  this  class  of  offences,  when 
committed  by  civilians  in  places  not  under  military  govern¬ 
ment  or  martial  law.  See,  especially,  Ex  parte  Milligan,  4 
Wallace,  121-123;  Jones  r.  Seward,  40  Barb.  563;  also  other 
cases  cited  in  note  to  Court-Martial,  II  §  7. 

*See  the  opinion  of  the  U.  S.  Supreme  Court,  (frequently 
since  reiterated,  in  substance,)  as  given  by  Grier,  J.,  in  tbe 
“Prize  Ca8es,”2  Black,  666,  (1862;)  and  by  Chase,  C.  JM  in  the 
cases  of  Mrs.  Alexander’s  Cotton,  and  Tbe  Venice,  2  Wallace, 
274,418,(1864.)  In  the  latter  case  the  Chief  Justice  observes: 
“The  rule  which  declares  that  war  makes  all  the  citizens  or 
subjects  of  oue  belligerent  enemies  of  the  government  and  of 
all  the  citizens  or  subjects  of  the  other,  applies  equally  to  civil 
and  to  international  wars.”  That  an  insurrectionary  State  was 
no  less  “enemy’s  country,”  though  in  the  military  occupation 
of  the  United  States,  with  a  military  governor  appointed  by 
the  President — see  opinion  by  Field  J.  in  Coleman  v.  Tennes¬ 
see,  7  Otto,  516-517. 
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42  ARTICLES  OF  WAR. 

1.  Held  that  the  offence  of  holding  correspondence  with  the 
enemy  was  completed  by  writing  and  patting  in  progress  a 
letter  to  an  inhabitant  of  an  insurrectionary  State  during  the 
late  war;  it  not  being  deemed  essential  to  this  offence  that 
the  letter  should  reach  its  destination.1  IV,  368;  V,  274, 287 ; 
X,  567. 

2.  It  is  essential,  however,  to  the  offence  of  giving  intelli¬ 
gence  to  the  enemy  that  material  information  should  actually 
be  commuuicated  to  him;  the  communication  may  be  verbal, 
in  writing,  or  by  signals.  XIV,  273. 

FORTY  SEVENTH-  ARTICLE. 

“  Any  officer  or  soldier  who,  having  received  pay,  or  having  been  dnly 
enlisted  in  the  service  of  the  United  States,  deserts  the  same,  shall,  in 
time  of  war,  snffer  death,  or  such  other  punishment  as  a  court-martial 
may  direct;  and  in  time  of  peaoe, any  punishment, excepting  death, 
which  a  court-martial  may  direct.” 

See  DESERTION. 

FORTY-EIGHTH  ARTICLE. 

“Every  Boldier  who  deserts  the  service  of  the  United  States  shall  be 
liable  to  serve  for  such  period  as  shall,  with  the  time  he  may  have  served 
previous  to  his  desertion,  amount  to  the  full  term  of  biB  enlistment;  and 
such  soldier  shall  be  tried  by  a  court-martial  and  punished,  although 
the  term  of  his  enlistment  may  have  elapsed  previous  to  his  being 
apprehended  and  tried.” 

The  liability  to  make  good  to  the  United  States  the  time 
lost  by  desertion,  enjoined  by  the  first  clause  of  this  Article, 
is  independent  of  any  punishment  which  may  be  imposed  by 
a  court-martial,  on  conviction  of  the  offence:  it  need  not, 
therefore,  be  adjudged  or  mentioned  in  terms  in  a  sentence ? 
XLII,  130.  [See  §  8,  post.]  If  the  convictiou  is  disapproved , 
the  legal  status  of  the  accused  is  the  same  as  if  he  had  been 
acquitted,  and  the  obligation  of  additional  service  is  of  course 
not  incurred.  XXVI,  568. 

2.  Where  a  deserter  was  sentenced  to  imprisonment  for  the 
“  balance  of  his  term;”  held  that  be  was  not  absolved  from 

•Compare  Hensey’s  Case,  1  Burrow,  642;  Stone’s  Case,  6 
Term,  527 ;  Samuel,  580. 

2  See  G.  O.  21,  Dept,  of  the  Lakes,  1873;  do.  04,  Dept,  of 
the  Missouri,  1867;  G.  C.  M.  O.  74,  Dept,  of  the  East,  1873. 
The  old  ruling  contra,  (see  G.  O.  2fi,  45,  Hdqrs.  of  Army, 
1843,)  may  be  regarded  as  abandoned  in  our  law  and  practice. 
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INSTRUCTIONS  FOR  PREPARING  AND  ARRANGING  RECORD  OF  TRIAL 


USE  OF  FORM  -  Use  this  form  and  MCM,  1984, 
Appendix  1 4,  will  be  used  by  the  trial  counsel  and 
the  reporter  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  verbatim  record  is  prepared.  Air 
Force  uses  this  form  and  departmental 
instructions  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  summarized  record  is  authorized. 
Army  and  Navy  use  DD  Form  491  for  records  of 
trial  in  general  and  special  court-martial  cases  in 
which  a  summarized  record  is  authorized. 
Inapplicable  words  of  the  printed  text  will  be 
deleted. 

COPIES  -  See  MCM,  1984,  RCM  1103(g).  The 
convening  authority  may  direct  the  preparation  of 
additional  copies. 

ARRANGEMENT  -  When  forwarded  to  the 
appropriate  Judge  Advocate  General  or  for  judge 
advocate  review  pursuant  to  Article  64(a),  the 
record  will  be  arranged  and  bound  with  allied 
papers  in  the  sequence  indicated  below.  Trial 
counsel  is  responsible  for  arranging  the  record  as 
indicated,  except  that  items  6,  7,  and  15e  will  be 
inserted  by  the  convening  or  reviewing  authority, 
as  appropriate,  and  items  10  and  14  will  be 
inserted  by  either  trial  counsel  or  the  convening  or 
reviewing  authority,  whichever  has  custody  of 
them. 

1 .  Front  cover  and  inside  front  cover  (chronology 
sheet)  of  DD  Form  490. 

2.  Judge  advocate's  review  pursuant  to  Article 
64(a),  if  any. 

3.  Request  of  accused  for  appellate  defense 
counsel,  or  waiver/withdrawal  of  appellate  rights, 
if  applicable. 

4.  Briefs  of  counsel  submitted  after  trial,  if  any 
(Article  38(c)). 

5.  DD  Form  494,  "Court-Martial  Data  Sheet." 

6.  Court-martial  orders  promulgating  the  result  of 
trial  as  to  each  accused,  in  10  copies  when  the 
record  is  verbatim  and  in  4  copies  when  it  is 
summarized. 

7.  When  required,  signed  recommendation  of 
staff  judge  advocate  or  legal  officer,  in  duplicate, 
together  with  all  clemency  papers,  including 
clemency  recommendations  by  court  members. 


8.  Matters  submitted  by  the  accused  pursuant  to 
Article  60  (MCM,  1 984,  RCM  1105). 

9.  DD  Form  458,  "Charge  Sheet"  (unless  included 
at  the  point  of  arraignment  in  the  record). 

10.  Congressional  inquiries  and  replies,  if  any. 

11.  DD  Form  457,  "Investigating  Officer's  Report," 
pursuant  to  Article  32,  if  such  investigation  was 
conducted,  followed  by  any  other  papers  which 
accompanied  the  charges  when  referred  for  trial, 
unless  included  in  the  record  of  trial  proper. 

12.  Advice  of  staff  judge  advocate  or  legal  officer, 
when  prepared  pursuant  to  Article  34  or  otherwise. 

13.  Requests  by  counsel  and  action  of  the 
convening  authority  taken  thereon  (e.g.,  requests 
concerning  delay,  witnesses  and  depositions). 

1 4.  Records  of  former  trials. 

15.  Record  of  trial  in  the  following  order: 

a.  Errata  sheet,  if  any. 

b.  Index  sheet  with  reverse  side  containing 
receipt  of  accused  or  defense  counsel  for  copy  of 
record  or  certificate  in  lieu  of  receipt. 

c.  Record  of  proceedings  in  court,  including 
Article  39(a)  sessions,  if  any. 

d.  Authentication  sheet,  followed  by  certificate 
of  correction,  if  any. 

e.  Action  of  convening  authority  and,  if  appro¬ 
priate,  action  of  officer  exercising  general  court- 
martial  jurisdiction. 

f.  Exhibits  admitted  in  evidence. 

g.  Exhibits  not  received  in  evidence.  The  page 
of  the  record  of  trial  where  each  exhibit  was 
offered  and  rejected  will  be  noted  on  the  front  of 
each  exhibit. 

h.  Appellate  exhibits,  such  as  proposed  in¬ 
structions,  written  offers  of  proof  or  preliminary 
evidence  (real  or  documentary),  and  briefs  of 
counsel  submitted  at  trial. 
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